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28 23 00 VIDEO SURVEILLANCE 

PART 1: GENERAL 

1.01 

GENERAL PRODUCT REQUIREMENTS 

A. The software shall be of the video management system provider’s official product line and 
designed for commercial/industrial use 24/7/365. 

B. The software shall be based upon standard components and proven technology using open and 
published protocols. 

C. The video management system provider shall be defined as the provider of the video 
management software, and the party responsible for rigorous self-testing of the video 
management software prior to the release of the software. 

1.02 

QUALITY ASSURANCE 

A. All installation, configuration and setup of software as well as related work hereto shall by carried 
out by qualified technicians thoroughly trained by the video management system provider in the 
installation and service of the provided software. 

1.03 

GENERAL SYSTEM DESCRIPTION  

A. The video management system shall be a fully distributed solution, designed for limitless multi-
site and multiple server installations requiring 24/7 surveillance with support for devices from 
different vendors. The video management system shall offer centralized management of all 
devices, servers and users, and must empower a flexible rule-based system driven by schedules 
and events. 

B. The video management system shall allow an unlimited number of cameras to be connected to 
each recording server and an unlimited number of recording servers to be connected to each 
management server across multiple sites if required. 

C. The video management system software shall be from the original equipment manufacturer and 
must not be delivered under a secondary video management system branding. 

D. The video management system shall support Microsoft Windows XP Professional, Microsoft 
Windows Server 2003, Microsoft Windows Server 2008, Microsoft Windows Vista 
(Business/Enterprise/Ultimate) and Microsoft Windows 7 (Business/Enterprise/Ultimate) with the 
latest patches and service packs installed. The system must use DirectX and .NET Framework 

E. The video management system shall consist of the following main components: 

1. Management server 

2. Recording server 

3. Failover server 

4. Event server 

5. Log server 
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6. Management client 

7. Viewing client 

8. Web viewing client 

F. The video management system shall support the following optional components: 

1. Transactional data application 

2. Video content analysis solution 

3. Video wall application 

4. Mobile viewing client 

5. Mobile server 

6. Secure tunnel server 

7. Screen recording feature 

G. The video management system shall include a federated architecture, allowing clients on the host 
system with the right user rights to view video sources belonging to multiple independent video 
management systems simultaneously as if they were on the same system. 

H. The video management system shall contain recording servers used for recording video feeds 
and for communicating with cameras and other devices. The recording servers shall process the 
recordings and playback the video streams. 

I. The video management system shall contain a management server that shall be the central 
manager of the system and control recording servers, cameras, devices and users. The 
management server shall handle the initial client login, system configuration and logging. 

J. The video management system shall include an alarm management function that shall provide 
central overview, control and scalability in any number of federated video management system 
installations.  

1. It shall be possible to generate alarms based on internal system-related events, for example 
motion, or archiving problems or external integrated events, for example analytics events or 
third-party developed plug-in events.  

2. Generated alarm shall appear in an alarms list in the viewing client, and it shall be possible 
for operators to get an overview of, and to delegate and handle alarms from the alarm list. 

K. The management server shall allow access to a management client from where the administrator 
can configure and manage all servers, cameras and users. 

L. The system shall allow the management server and the event server to be installed on multiple 
servers within a cluster of servers ensuring that another server in the cluster automatically takes 
over in case the first server fails. 

M. The video management system shall support installation and the ability to run on virtualized 
Windows

®
 servers.  

N. The video management system shall support high availability of recording servers. A failover 
option shall provide standby support for recording servers with automatic synchronization to 
ensure maximum uptime and minimum risk of lost data. 
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O. The video management system shall support a versatile rule system including scheduled or 
event-driven actions with numerous options, including support for time profiles. 

P. The video management system software shall include multicast and multi-streaming support. 

Q. The video management system shall include automatic camera discovery. 

R. The video management system shall support archiving for optimizing recorded data storage 
through data storage solutions that must combine performance and scalability with cost efficient 
long-term video storage. 

S. The video management system shall incorporate a fully integrated video-sharing functionality for 
distributed viewing of video from any camera in the system on any computer with the viewing 
client. 

T. The video management system shall incorporate intuitive map functions allowing for multilayered 
map environment. The map functionality shall allow for the interactive control of the complete 
video management system, at-a-glance overview of system integrity, and seamless drag-and-
drop integration with a video wall application option. 

U. The video management system shall support a video wall application, which shall be flexible and 
hardware independent to allow for seamless integration with the management client and viewing 
client. 

V. The video management system shall support 56-bit DEA encryption and 128-, 192- and 256-bit 
AES encryption of video for export purposes.  

W. The video management system shall support full two-way audio between clients and remote 
devices. Two-way audio integration shall support the following features and functions: 

1. Microphone inputs to clients shall transmit audio streams to speakers attached to remote IP 
devices. 

2. Audio from remote IP devices equipped with microphones shall be transmitted to and 
recorded by the recording server. The audio shall be relayed to clients equipped with 
speakers. 

3. Operator audio to IP devices shall be recorded by the recording server. 

X. By default, each speaker and microphone shall be assigned to the same device that it is 
connected to. The speaker and microphone shall have the capability to be assigned to other 
devices as well. 

Y. The video management system software shall provide fast evidence export by exporting video in 
various formats, including video from multiple cameras in an encrypted native database format 
with an included standalone viewing client. It shall be possible to write a digital signature to the 
native database files containing recorded data. This shall allow the viewing client and the 
standalone viewing client to verify that the contents of imported and opened databases have not 
been tampered with and that no database files have been removed. 

Z. The video management system shall provide full awareness of the system through a system 
monitoring feature that shall monitor important system components such as recording servers, 
failover servers and hardware devices, and shall also include system logs and show user activity 
through comprehensive audit logs. 

AA. The video management system shall include support a transactional data application designed to 
integrate with Point of Sale (POS), or Automated Teller Machine (ATM) data and time-link video 
recordings with POS, or ATM transactions. 
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BB. The video management system shall support a solution that makes it possible to integrate 
multiple third-party video content analysis applications seamlessly into viewing client 
environments. 

CC. The video management system shall include a Software Development Kit (SDK) that offers 
important capabilities for integrating the video management system with third party software and 
applications. 

DD. The video management system shall include a standalone viewing client application to be 
included with video exported from the viewing client application. The standalone viewing client 
application shall allow recipients of the video to browse and playback the exported video without 
installing separate software on their computers. 

EE. The video management system shall include support for Active Directory to allow users to be 
added to the system. Use of Active Directory requires that a server running Active Directory, 
acting as a domain controller is available on the network. 

FF. The video management system shall be designed to support each component on the same 
computer for efficiency in smaller systems, or each component on separate computers for large 
system deployments. 

PART 2: PRODUCT 
2.01  

2.01 

FEDERATED ARCHITECTURE 

A. The federated architecture shall allow an administrator to build a hierarchy consisting of two or 
more independent video management systems linked together. 

B. Each individual site in the federated hierarchy shall be a standard video management system, 
complete with: 

1. Management server 

2. SQL server 

3. Event server 

4. Log server 

5. One or more recording server(s) 

6. Failover server(s) 

7. A number of cameras 

8. A number of users and administrators 

C. Each video management system in the federated hierarchy shall be configured as a standard 
standalone video management system with rules, time schedules, users and rights for 
administrators and users. 

D. The federated architecture shall allow multiple individual video management systems to 
interconnect in a parent/child hierarchy of federated sites. 
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E. Video management systems added to the federated hierarchy shall be individually manageable, 
although they appear as one big system to administrators and users. 

F. The federated architecture shall offer unlimited scaling, flexibility and accessibility as there shall 
be no limitation as to the number of sites added to the federated hierarchy. 

G. The federated architecture shall offer the following large scale benefits: 

1. Unlimited scalability 

a. That shall allow video management system architects, designers and integrators to 
design, implement and grow a large scale video management system with multiple sites 
containing tens of thousands devices and users in manageable parts. 

b. That shall give flexibility to create, add and delete sites depending on: organizational 
structure, network infrastructure, usage, security, political and governmental 
requirements. 

2. Manageability and user privileges 

a. That shall allow users and administrators to be granted access to any combination of 
sites – from just accessing one system to accessing all systems in the federated 
hierarchy. 

b. That shall allow for the creation of very large video management systems without 
compromising the accessibility and management as contained in the standalone video 
management system. 

3. Performance 

a. That shall allow each site in the hierarchy to be designed with the performance of the 
single system and network in mind, that makes the design task easier, as the designer 
do not have to consider a large complex network with access between every single 
client PC, server and camera. 

b. That shall allow each system to be connected to the rest of the hierarchy via a network 
connection. Connection shall also be possible through a router with NAT, or through a 
firewall. 

4. Server and Network Simplicity 

a. That shall not require extra servers on each federated site to be part of the federated 
hierarchy or servers working as gateways to handle multicast traffic, as all traffic by 
default is unicast. 

b. That shall allow the use of standard TCP/IP unicast traffic with no requirements for 
special features in network equipment: routers, switches, ADSL, fiber connections etc. 

5. Redundancy and Fault Tolerance 

a. That shall allow designers and integrators of the video management system to divide 
the video management system into logical/physical sites and by this adding extra 
redundancy and fault tolerance to the already high fault tolerance of the video 
management system. 

b. That shall allow administrators and users of the local site access to login, view video 
from cameras and manage the site in the event that the network connection to the 
federated hierarchy is broken. 
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c. That shall allow global users in the hierarchy to be able to login and access cameras 
from all other sites in the hierarchy that still are online if the connection to a site in the 
hierarchy is lost. 

d. That shall allow standard methods for implementing network redundancy to be used, 
minimizing the risk of losing network connection to the different sites in the hierarchy. 

H. The federated architecture shall be based on the user rights on each system, allow the user to 
access video, audio and other resources across all individual sites in the hierarchy. Users shall 
also have access to all sites in the federated hierarchy, and administrators shall have access to 
remote management of all sites from only one login, based on administration rights on the 
individual systems. 

I. The federated architecture shall contain automated synchronization to secure that all sites are in 
sync. The following synchronization shall take place: 

1. Scheduled synchronization shall run between the sites in the federated hierarchy, every 10 
minutes. The amount of data shall be less than 1 MB every time it is sent. 

2. Management triggered synchronization shall take place every time a site is added or 
removed. The amount of data shall be less than 1 MB every time it is sent. 

3. In addition to the data sent during synchronization, video or configuration data shall be sent 
when a user or administrator views live or recorded video, or configures the system. The 
amount of data must depend on what and how much it is being viewed. 

J. The federated architecture shall allow one parent per federated hierarchy, which shall allow as 
many children as a video management system requires. The parent and its children shall be 
linked to each other in any way required. 

K. The federated architecture shall allow handling of alarms from maps when an event server is 
installed on each site in the federated hierarchy.  

L. The federated architecture must freely be deployed within the same legal entity. This shall imply 
that unlimited sites and cameras shall be included in the federated hierarchy, without the need for 
additional or special licenses. 

M. Deployment of the federated architecture between two or more video management systems 
owned by different legal entities shall be subject to the following licensing: 

1. Each legal entity must have a Software License Code (SLC) for the video management 
system and device licenses for all the cameras in the respective system. 

2. On the federating site, a federated architecture device license for the video management 
system must be required for each camera that shall be accessible in the federated site.  

N. In a standard federated architecture system configuration all users on all federated sites must be 
a member of the same domain, and each site must have access to a domain server for 
authentication of the users. 

O. As the federated architecture shall allow login directly on the individual sites, it shall be necessary 
to have access to the domain controller from each individual site. 

P. It shall be possible to use distributed domain architecture in case it must be possible for users to 
login on individual sites when connection to the main controller is broken. In this type of setup 
each site shall have its own domain controller which shall be synchronized with the main domain 
controller. 
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1. In federated architecture hierarchies that involve separate independent domains (for 
example, between different government or company entities), a domain trust is needed. This 
trust shall either be for the whole domain or more likely for individual users. Once the trust is 
established between the domains, the addition of sites to the hierarchy, and addition of users 
on these sites, shall be carried out through the standard approach. 

2.04 

2.02 

EDGE STORAGE 

A. Edge storage shall secure that when a lost or broken connection is back up, the data stored on 
the camera’s internal storage shall be retrieved and stored in the media database. 

1. This feature requires that the used camera must support edge storage and contain a 
memory card where the recordings can be stored. 

B. After recovery from a malfunction, it shall be possible to retrieve and play back the video and 
audio recorded by the device, while the malfunction been going on. 

C. The edge storage shall secure that the camera records the video stream directly on its own 
internal storage, if the connection between the hardware and the recording server is terminated 
for the following reasons: 

1. Recording server crash. 

2. Power failure on the recording server machine. 

3. Network failure. 

4. Controlled shut down of the recording server. For example, in case of maintenance or 
upgrade. 

D. Edge storage shall secure that when the recording server is back online, it shall poll the 
connected hardware for recorded data and retrieve it. 

E. Edge storage shall secure that the recording server specifies the time period from which data 
shall be retrieved from the camera. 

F. Setting up a rule shall make it possible for the edge storage to serve as a temporary storage 
which delays the transfer of recorded data until a given date, time or event, for example 
recordings during working hours that are kept on the edge storage and transferred to the 
recording server during closing hours. 

G. A system log shall log when data is retrieved from the edge storage. 

H. Time stamps in the retrieved data from edge storage shall be used when inserted into the media 
database. 

I. The edge storage shall be able to work in a failover server scenario. When the failover server 
kicks in, it shall retrieve the recorded data on the edge storage. 

J. The edge storage function shall be able to regulate the data transfer rate between the edge 
storage and the recording server. 

2.05 

2.03 

REMOTE CONNECT SERVICES 

A. The remote connect services feature shall enable the video management system to retrieve video 
(and audio) from external cameras where firewalls and/or router network configuration normally 
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prevents initiating connections to such cameras. The communication takes place via Secure 
Tunnel Servers (STS). 

B. The STS shall provide a secure connection between a camera and the surveillance system. 

C. Only devices holding a valid key shall be able to operate within a STS. This shall provide a 
secure tunnel where data can be exchanged between public networks in a safe way. 

D. It shall be possible to add, edit, and remove STSs in the management client. 

E. The following remote connect services shall be available: 

1. Axis One-click connection 

F. Cameras added shall be registered and added to the management client using a wizard for 
adding hardware devices.  

1. It shall be possible to edit and remove cameras. 

2.06  

2.04 

OPTIMIZED VIDEO RECORDING AND ARCHIVING 

A. The archiving process shall be part of a multi-stage storage architecture allowing administrators 
to define and configure a storage container wherein archives shall be possible to archive again 
and again to new locations. The ‘live’ database shall automatically be divided into one hour 
segments, keeping the size of the open ‘live’ databases as small as possible. This shall ensure 
that a potential database repair after a failure will be as short as possible. 

B. Administrators shall be able to select a storage container for each device and move a device from 
one storage container to another. It shall be possible to move all unarchived recordings or to keep 
them in the old location. 

C. Administrators shall be able to define a grooming process that automatically reduces the 
recorded frames per second, each time data is sent to the next archive level. For JPEG 
recordings it must be possible to groom to any lower frame rate than the frame rate currently 
recorded in the database, but for MPEG-4 and H.264 recordings, grooming shall only be done to 
key frames  

D. Administrators shall be able to enable an encryption function that shall encrypt video and audio 
data recorded in the ‘live’ database from the cameras using the storage container. The encryption 
shall be kept and transferred with the recording when archived. The encryption shall also be kept 
even, if the recordings are groomed during the archiving process. 

E. Administrators shall be provided with an overview of the defined storage containers, their archives 

with path, and free and used space on the drives for each device, including the used storage 

space in the recording database, and in archives. It shall be possible to write a digital signature to 

database files containing recorded data. This shall allow the viewing clients to verify that the 

content of imported and opened databases has not been tampered with and that no database files 

have been removed. 

2.07 

2.05 

SOFTWARE DEVELOPMENT KIT (SDK) 

A. The video management system shall support a software development kit (SDK) that shall allow 

for integrating the video management system with third-party applications, for example access 

control, video analytics, etc. 
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B. Integration of third-party developed applications and plug-ins shall be possible in three different 

ways: 

1. Integration through protocol shall allow for the possibility to choose coding platform. 

a. Protocol integration shall make it possible to: 

1) Access the video management system’s configuration. 

2) Retrieve live or recorded video and audio. 

3) Send control commands and events to the video management system. 

4) Receive video management system status information, for example if a camera is 

down or a server is running out of space. 

5) Implement protocols on Windows, Java
®
 and Linux

®
 systems.  

2. Integration through the .NET-framework which shall allow for using software components to 

integrate with the video management system.  

a. .NET-framework integration shall make it possible to: 

1) Access the video management system’s configuration. 

2) Retrieve live and recorded audio. 

3) Display live and recorded video with optional overlay of graphics. 

4) Issue control commands to the video management system or related device, for 

example a camera with PTZ and outputs. 

5) Send and receive events to the video management system. 

3. Integration through a plug-in embedded directly into the video management system 

environment that shall run as part of the video management system and client applications. 

a. Plug-in integration shall make it possible to: 

1) Be integrated with the event server, enabling the event server to use plug-in 

functionality. 

2) Be integrated with the viewing client, enabling the viewing client to use plug-in 

functionality. 

3) Be integrated with the management client, enabling the management client to use 

plug-in functionality 

b. Plug-ins shall be able to run across all products and versions of the video management 

software. 

c. Plug-ins shall be able to listen for events from other plug-ins. 

d. It shall be possible activate licenses for third party plug-ins in the management client. 
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C. Third party-developed applications shall be able to integrate with the video management system 

to access a variety of program functionalities: 

1. Video and audio functionality. 

a. Retrieve and play live and recorded video. 

b. Retrieve and play live and recorded audio. 

c. Retrieve and display single images (JPEG). 

d. Video and audio export in AVI and native database format. 

e. Place overlay information on live and recorded video in component-based 

implementation and in plug-ins for the viewing client. 

2. Event and alarms 

a. Trigger internal (system-related) and external (integrated) events and alarms. 

b. Retrieve a list of triggered alarms. 

c. A specific event can trigger start or stop recording. 

3. Security 

a. Manage user rights on plug-in functionality. 

b. A framework for system access and security token handling. 

4. Configuration 

a. Retrieve video management system configuration, including camera, user and alarm 

information. 

b. Enable third party applications to save and retrieve their own configuration. 

5. Control 

a. Send PTZ commands to cameras. 

b. Retrieve PTZ position from absolute PTZ cameras. 

c. Send a start or stop recording event from a specific event. 

d. Activate external output. 

e. Control video wall application functionality. 

f. Send camera to a video-sharing monitor. 

g. Send commands to third party-developed plug-ins. 

h. Playback time controller. 

6. System status 
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a. Receive all status messages from the video management system, including server disk, 

CPU usage, and triggered events. 

7. Viewing client functionality 

Get viewing client theme automatically 

Change viewing client theme 

8. Federated architecture 

a. Access information about the configuration of master and slaves in a federated 

architecture.  

D. Applications developed with the SDK shall integrate with both the management client and the 
viewing client. 

1. It shall be possible to develop plug-ins for the viewing client, the management client and the 
event server. 

2. It shall be possible to run custom-made applications and configuration in the management 
client. 

3. An event server plug-in shall make it possible to develop functionalities that shall run as a 
plug-in in the event server service in the management client. This shall allow event-based 
functionality to be executed without needing to have a user interface open. 

4. It shall be possible to combine and integrate the functionality of one custom-made plug-in 
with functionality of another custom-made plug-in. 

5. A development framework shall be available that shall facilitate the integration of third-party 
custom made applications. The framework shall include: 

a. Documentation with application and code samples. 

b. A tool box with open access to the video management system provider’s libraries and 
code components for: 

1) System logon. 

2) Video decoding and rendering. 

3) Configuration distribution. 

4) Authorization verification. 

5) Microsoft Visual Studio
®
 project templates. 

6) A developmental tool for, for example, traces and program logs. 

E. The SDK feature shall support integration of video content analytics for event reporting. 

1. An analytics event plug-in for the event server shall be available for free download on the 
website of the video management system provider. 

F. A media toolkit shall allow the decoding of images received from the viewing client in the third-
party developed applications. 
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G. Third party-developed applications shall be able to inherit the theme of the viewing client. It shall 
be possible to select to not inherit the viewing client theme. 

2.08 

2.06 

MANAGEMENT SERVER 

A. A management server shall control the video management system so that the system 
administrator has full control of all system components locally, or from a remote location. The 
management server shall contain the following services, which by default shall be installed on the 
same server as the management server software; however, it shall be possible to install on other 
servers if required: 

1. Event server service. This shall be a service for storing and handling incoming alarm data 
and events. It shall enable monitoring and instant overview of alarms and possible technical 
problems within the system via the map function. 

2. Log server service. This shall be a service, based on the IIS, Internet Information Services. It 
shall provide necessary functionality for logging information from the video management 
system installation. 

3. Service channel service. This shall be a service, based on the IIS, Internet Information 
Services. It shall enable automatic and transparent configuration communication between 
servers and clients in the video management system installation. 

4. Data collector server service. This shall be a service for collecting performance counter 
values on servers and cameras that shall be used in the system monitoring function. 

B. The management server shall be able to handle client login, system configurations, performance 
counters and logging. 

C. A management client shall be available for remote administration of recording servers, devices, 
security, rules, logging etc. 

D. The management server shall be able to store the system’s configuration in a relational database, 
either on the management server computer, or on a Microsoft SQL Server on the network. 

E. The management server shall support redundant/parallel iSCSI drives for the Operating System 
data. 

F. The management server shall be able to manage all user authentication and user rights. 

G. The management server shall run as a Windows service, possibly on a dedicated computer on 
the network. 

H. Registration of the system shall be possible as online activation and offline activation of licenses 
via the management client. 

I. The management server shall support static assigned IP addresses or hostnames, obtain IP 
address from a DNS/DHCP server, and support IPv4 and IPv6 addressing. 

J. The operational status of the management server shall be displayed in the system tray. An icon in 
the system tray shall indicate whether the status is; starting, running, stopping, or stopped. 

K. The management server shall be able to maintain a continuous log of server status messages. It 
shall be possible to access the status messages from an icon in the system tray. 
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L. Via a wizard, the system shall be able to discover devices on the local network and/or scan an IP 
network range for new devices. Furthermore, it shall be able to automatically detect model and 
device type and to import cameras from secure tunnel servers (STS). 

M. The management server shall allow for grouping of devices for group administration, or 
administration on a device level. 

2.10 

2.07 

CHANGE LICENSE SUPPORT 

A. The management server shall allow system administrators to change the Software License Code 
without any need for reinstallation. 

B. From the management server, it shall be possible to open a dialog that allows a new license to be 
selected from a file browse window. 

1. The new license shall be applied as a temporary license that requires activation to work. 

2. In case the new license contains fewer cameras than the currently installed license allows, it 
shall be necessary to disable some of the cameras to match the numbers associated to the 
license. 

2.08 

RECORDING SERVER 

A. The recording servers shall be used for recording video feeds and for communicating with 
cameras and other devices. The recording server(s) shall be able to communicate with the 
management server. 

B. The video management system shall be able to run 64-bit recording servers. 

C. Once configured, recording servers shall run independently of the management server, and shall 
continue to operate in the event that the management server is offline. 

D. The system shall support an unlimited number of recording servers. One or more recording 
servers must be used in a system depending on the number of cameras, or physical system 
configuration. 

E. The system shall support the use of separate networks, VLANs, or switches for connecting the 
cameras to the recording servers providing physical network separation from the clients, and 
facilitate the use of static IP addresses for the devices. 

F. The system shall support H.264, MPEG-4 (Part 2), MPEG-4 ASP, MxPEG, and MJPEG 
compression formats. 

G. The system shall support the MxPEG video compression algorithm (unique to Mobotix). MxPEG 
encoding shall have the capability to maintain high image quality for megapixel cameras while 
dramatically decreasing bandwidth consumption. 

H. The system shall support dual-streaming and multi-live streaming cameras. 

I. Each recording server shall have a default storage container. The storage container shall specify 
the complete recording and archiving configuration, including path, grooming, digital signature, 
etc.  Within the storage container the recordings from the connected cameras must be stored in 
individual camera databases. The storage container must support an unlimited amount of storage 
to be allocated for it.  
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J. The recording server shall utilize high performance iSCSI, SCSI, SAS and SSD disk drives for 
online recording storage and shall allow the use of lower cost SATA drives for the RAID arrays for 
online archive storage. Use of online archiving shall ensure that data always is readily available. 
Use of tape-backup systems shall not be acceptable. 

K. The online archiving capability shall be transparent and shall allow viewing client users to 
playback archived recordings without the need to restore the archived video to a local hard drive 
for access. 

L. The system shall allow the frame rate, bit rate and resolution of each camera to be configured 
independently for recording. The system shall allow the user to configure groups of cameras with 
the same frame rate, bit rate and resolution for efficient set-up of multiple cameras 
simultaneously. 

M. The recording server(s) shall have the ability to support multiple Network Interface Cards (NIC) 
and shall support connection to the cameras on a network separate from the viewing client, 
management server and management client. 

N. The recording server shall have the ability to accept the full frame rate supplied by the cameras 
while recording at a lower frame rate, yet it shall still make the higher frame rate available to the 
clients for live viewing. 

O. The recording server shall support static IP addresses or obtain IP addresses from a DNS/DHCP 
server or hostname. 

P. The recording server shall run as a service and shall typically be installed on dedicated 
computer(s), separate from the management server, on the network. 

Q. The operational status for the recording server shall be displayed in the system tray. Icons in the 
system tray shall indicate the following status: 

1. Recording server is running  

2. Recording server is stopped 

3. Recording server is starting 

4. Recording server is stopping 

5. Recording server is running offline 

6. Recording server must be authorized by administrator 

R. The recording server shall maintain a continuous log of server status messages accessed from 
the status icon in the system tray. 

S. Bandwidth management 

1. The recording server shall offer the following options for managing the bandwidth utilization 
for live viewing on the viewing client. 

a. For JPEG images from the camera/encoder, the output options must be: 

1) Native = Same frame rate/resolution received from camera/encoder 

2) JPEG transcoding: 

a)  Super high = 1 MP (Megapixels) 

b) High = 4CIF (704×576), or VGA (640×480)  
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c) Medium = CIF (352×288, or 320×240) 

d) Low = QCIF (176×144) 

3) Frame Rate 

a) Unlimited = Same frame rate received from camera/encoder 

b) Medium = 1/4 Native frame rate 

c) Low = 1/20 Native frame rate 

2. For MPEG-4 images from the camera/encoder the options must be: 

a. Native = Same MPEG-4 resolution and frame rate received from camera. 

b. JPEG transcoding: 

1) Resolution 

a) Super high = 1 MP (Megapixels) 

b) High = 4CIF (704×576), or VGA (640×480) 

c) Medium = CIF (352×288, or 320×240) 

d) Low = QCIF (176×144) 

2) Frame Rate 

a) Unlimited = Same frame rate received from camera/encoder 

b) Medium = I Frames only 

c) Low = I Frames only 

3. For H.264 images from the camera/encoder, the options must be: 

a. Native = Same H.264 resolution and frame rate received from camera. 

b. JPEG transcoding: 

1) Resolution 

a) Super high = 1 MP (Megapixels) 

b) High = 4CIF (704×576), or VGA (640×480) 

c) Medium = CIF (352×288, or 320×240) 

d) Low = QCIF (176×144) 

2) Frame Rate 

a) Unlimited = Same frame rate received from camera/encoder 

b) Medium = I Frames only 

c) Low = I Frames only 

4. The recording server shall support the PTZ protocols of the supported devices. 
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2.11 

2.09 

RULES AND ROLES SUPPORT 

A. The system shall support the use of rules to determine highly important settings such as when 
cameras will record, when PTZ cameras will patrol, when notifications are sent, when bookmarks 
are set, etc. 

B. The system shall support the use of roles to determine user rights, for example, which of the 
system features each user or groups are able to use. 

2.12 

2.10 

FAILOVER SUPPORT 

A. The system shall support automatic failover for recording servers. This functionality must be 
accomplished by a failover server that shall work as a standby unit, which takes over in the event 
that one of a group of designated recording servers fails. Recordings shall be synchronized back 
to the original recording server once it is back online. 

B. The system shall support multiple failover servers for a group of recording servers. 

C. The system shall provide monitoring of all failover servers from a graphical alarm management 
feature. 

D. The system shall provide seamless access to recordings on the failover server for all clients 
through the same client views once the services are fully started. 

2.13 

2.11 

MULTICAST SUPPORT 

A. The system shall support multicasting of video feeds to client workstations in order to conserve 
network resources. 

B. Multicasting shall send a single stream of video to multiple clients, where the stream may be 
decoded and displayed on all clients simultaneously.  

C. The infrastructure provided for the system shall support Internet Group Management Protocol 
(IGMP) for each remote network. 

D. The system shall automatically switch to unicast, if the client fails to connect to the multicast 
stream. 

2.12 

MULTI-STREAMING SUPPORT 

A. The system shall allow live multi-streaming from the cameras in different resolutions, formats, and 
frame rates. In addition to this, the system shall support a separate recording stream.  

B. When running a JPEG stream, it shall be possible to record less JPEG images than the amount 
of JPEG images shown in the stream, for example receive or view live 25 images and only record 
5. 

2.15 

2.13 

SNMP SUPPORT 

A. The system shall act as an SNMP agent which can generate an SNMP trap as a result of rule 
activation in addition to other existing rule actions. 
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B. The system shall be able to utilize Microsoft Windows SNMP Service for triggering of SNMP 
traps. 

2.1 

2.14 

NAT FIREWALL SUPPORT 

A. The system shall support port forwarding, which must allow clients from outside of a Network 
Address Translation (NAT) firewall to connect to recording servers without using a VPN. 

B. Each recording server shall be mapped to a specific port and this port must be forwarded through 
the firewall to the recording server’s internal IP address. 

2.17 

2.15 

MANAGEMENT SERVER AND EVENT SERVER REDUNDANCY 

A. The management server and event server shall provide a resilient system solution, based on 
Windows Server Clustering, to secure maximum uptime. 

B. The system shall support an installation on multiple servers within a cluster of two servers, or 
more. In case a server in the cluster fails, another server in the cluster shall automatically take 
over the failed server’s job running the management server. The process of switching over the 
server service to run another server in the cluster must happen automatically. 

2.18.19 

2.16 

SUPPORTED DEVICES 

A. The video management system shall support installation of video device drivers – program 
components used for communication with the camera/devices connected to a recording server. 

B. Video device drivers for supported devices shall be automatically loaded during the initial 
installation of the system. 

C. It shall be possible to download newly released device drivers from the video management 
system provider’s website if the administrator is connecting a device to which driver is not already 
loaded.  

D. The supported camera and encoder model numbers shall be listed for each manufacturer on an 
up-to-date web site with details of supported features and functions. 

E. The video management system shall support future camera and encoders models as support 
becomes available, without having to reconfigure the system. 

F. Camera device drivers shall be decoupled from the video management software which shall not 
require updating or reconfiguration in order to work with the new camera device drivers.  

G. The system shall support interoperability with IP camera standards including, at a minimum, the 
Physical Security Interoperability Alliance (PSIA) and the Open Network Video Interface Forum 
(ONVIF). 

H. The recording servers shall support cameras with universal serial bus (USB) communications. 

I. The system shall include a universal driver that shall support any generic network camera. The 
driver must be able to handle standard video streaming formats including MJPEG, MPEG4 and 
H.264. 

J. The system shall support specific hardware devices, and the specific supported model numbers 
shall be listed for each manufacturer on an up-to-date online website. 
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K. The video management system shall support the use of secure Hypertext Transfer Protocol 
Secure (HTTPS) using Secure Sockets Layer (SSL) to establish a secure connection between 
certain camera types and the video management system. 

1. A camera vendor-specific certificate shall be downloaded from the hardware device before a 
HTTPS connection can be set up. 

2. The secure connection shall be enabled for the entire device, for example a hardware 
device’s camera, microphone, and speaker. 

3. The secure connection shall be able to use any port with the numeric value between 1 and 
65535. 

L. The video management system server shall support the PTZ protocols of the supported devices. 
The video management system server shall support both absolute positioning PTZ protocols that 
shall be able to move the camera to a specific X, Y, and Z set of coordinate positions, and relative 
positioning PTZ protocols that shall be able to move the camera to a relative extent, based on the 
camera’s current position. 

M. The video management system server shall support full two-way audio between viewing 
clients/web viewing clients and remote cameras/devices. Two-way audio integration shall support 
the following features and functions: 

1. Outgoing audio – microphone inputs to viewing clients shall transmit audio streams to 
speakers attached to remote IP devices and the recording servers shall be able to record 
this. Selectable options shall be one-to-one (send audio to a specific IP device), and one-to-
all (broadcast to all IP devices). 

2. Audio from IP devices with microphones shall be transmitted to, and recorded by, the 
recording server. The audio shall be transmitted to computers with a viewing client and 
installed speakers. 

3. Each speaker and microphone shall be assigned to a specific camera/device. The speaker 
and microphone shall have the capability to be assigned to other devices as well. 

N. Administrators shall be able to adjust the maximum number of frames between key frames for 
MPEG and H.264 recordings. The maximum number of frames between key frames shall by 
default be determined by the camera driver and shall be possible for the operator to change into a 
custom value, for example retrieve a key frame every 5 seconds instead of every one second to 
reduce bandwidth and storage needs  

2.25 

2.17 

PORT NUMBERS 

A. The system shall be able to use the following default ports: 

1. Port 20 and 21: shall per default be used when recording servers listen for FTP events. 

2. Port 25: shall per default be used when recording servers listen for SMTP events. 

B. Port 80: while not directly used by the system, port 80 shall typically be used by the IIS (Internet 
Information Services) default web site to run the management server service. 

C. Port 554: shall be used by recording servers for RSTP traffic in connection with H.264 video 
streaming. 

D. Port 1024: shall be used for HTTP traffic between cameras and servers. 
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E. Port 1249: shall be used for communication between event server and management client. 

F. Port 1234: shall be used for when management server listen for generic event socket/TCP 
information. 

G. Port 1235: shall be used for when management server listen for generic event socket/TCP 
information. 

H. Port 5210: shall be used for communication between recording servers and failover servers when 
databases are merged after a failover server has been running. 

I. Port 5432: shall be used when recording servers listen for alert socket/TCP information. 

J. Port 7563: shall be used for handling web server requests, (for example handling PTZ camera 
control commands), and for browse- and live requests from viewing clients. 

K. Port 8080: shall be used for internal system communication. 

L. Port 8844: shall be used for communication between recording servers and the management 
server. 

M. Port 9000: shall be used by management servers for communication between the video 
management system and the transactional data application. 

N. Port 9993: shall be used for communication between recording servers and the management 
server. 

O. Port 11000: shall be used by failover servers for polling (regularly checking) the state of recording 
servers. 

P. Port 12345: shall be used for communication between viewing client and recipients in the video-
sharing functionality. 

Q. Port 22331: shall be used for communication between clients and the system’s event server. 

R. Port 65101: shall be used by recording servers for communication between recording servers and 
drivers. 

2.18 

MANAGEMENT CLIENT 

A. The video management system shall support a centralized management client to control the 
video management system. The management client shall provide a feature-rich administration 
client for system configuration and day-to-day administration of the system. 

B. The management client shall provide a feature-rich administration client for system configuration 
and day-to-day administration of the system. 

C. The management client shall typically be installed on the video management system 
administrator’s workstation. 

D. The management client shall be used to authorize the recording servers connected to the system. 

E. The management client shall utilize licenses to manage each recording server and camera 
connected to the system. One license must be required for each connected camera. 

F. The management client’s graphical user interface must be available in the following languages: 
American English, Simplified Chinese, Traditional Chinese, Danish, French, German, Italian, 
Japanese, Portuguese (Brazilian), Russian and Spanish. 
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G. The built-in help for the management client must be available in American English, Simplified 
Chinese, Japanese and Portuguese (Brazilian). 

2.19 

STORAGE CONTAINER 

A. The management client shall allow administrators to create and configure a storage container, 
wherein recordings can be archived again and again to new locations.  

1. The system shall support archiving, meaning automatic transfer of recordings from a 
camera’s default database to another location, on a time-programmable basis without the 
need for operator action, or initiation of the archiving process.  

2. Archives shall be located on either the recording server computer, or on a connected 
network drive. 

3. If the network drive becomes unavailable for archiving, the system must have the ability to 
trigger actions, such as the automatic sending of e-mail notifications to relevant personnel. 

B. Administrators shall have the possibility to select a storage container for each device and to move 
a device from one storage container to another, or move all recordings including archives to the 
new storage container, or delete them all. 

C. Administrators shall be able to define a grooming process that automatically shall reduce the 
recorded frames per second each time data is sent to the next archive level. For JPEG 
recordings, it must be possible to groom to a lower frame rate than the frame rate currently 
recorded in the database, but for MPEG-4 and H.264 recordings, grooming shall only be done to 
key frames (for example a key frame every 1 second or less). 

D. Administrators shall be able to enable an encryption function that encrypts video and audio data 
recorded in the ‘live’ database from the cameras using the storage container. The encryption shall 
be kept and transferred with the recording once they are archived. The encryption shall also be 
kept even if the recordings are groomed during the archiving process. 

E. Administrators shall be able to enable a signing function that digitally signed video and audio data 
recorded in the ‘live’ database from the cameras using the storage container. The signing shall be 
kept and transferred with the recording once they are archived. The signing shall also be kept 
even if the recordings are groomed during the archiving process.  

F. Administrators shall be able to see an overview of storage containers and their archives with 
path, and free and used space for the drives for each device in the system monitoring feature 
which shall be accessible from the viewing client and management client.  

2.29 

2.20 

ADD HARDWARE WIZARD 

A. The management client shall include a wizard that detects IP devices on the network and helps 
the configuring the devices. The wizard shall provide four ways of adding hardware devices:  

1. Express: 

a. The express method shall quickly scan the network for devices supporting device auto-
discovery, auto-recognize these devices and automatically add appropriate information 
into the management client. 

b. The express method shall detect all devices supporting auto-discovery attached to the 
same layer 2 network, as the system server. 
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c. The express method shall make it possible for system administrators to enable or 
disable each discovered device. 

d. The express method shall enable systems administrators to change the names of each 
of the discovered devices. 

2. Advanced: 

a. The advanced method shall scan the network for hardware devices based on criteria 
provided by the system administrator regarding required IP ranges, discovery methods, 
drivers, and device user names and passwords. 

b. The advanced method shall enable system administrators to select the following criteria 
upon which to scan: 

1) IP address range (can be on a different network segment than the server) 

2) TCP Port scanning 

3) Port numbers 

4) Device drivers to use 

5) Device user name and password 

3. Manual: 

a. The manual method shall enable system administrators to manually specify all of the 
information necessary for each hardware device separately, to provide for simple 
addition of a few hardware devices. 

b. The manual method shall provide configuration of the following device variables: 

1) Device address 

2) Device user name and password 

3) Device hardware driver 

4. Remote connect hardware 

5. Remote connect hardware shall allow you to scan for hardware connected via a remotely 
connected service. 

2.21 

REPLACE HARDWARE WIZARD 

A. The management client shall include a replace hardware wizard, which shall be able to replace 
hardware devices in the system. The replace hardware wizard shall provide the following 
operations: 

1. Assisted replacement of hardware devices in the system with new ones, without erasing any 
old recordings and settings. This shall also include replacement of different brand and model 
than the previous installed. 

a. It shall be possible to replace any kind of hardware with any kind of new hardware, 
independent of the number of devices on the old and new hardware. 

b. The system shall be able to work with the new hardware without any need for change of 
the rules, groups, or roles any other place where the old devices were used. 
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B. The hardware replacement data, including information about which device is inherited by which 
device (or not inherited) shall be saved in the audit log: 

1. A hardware replacement log shall contain information about: audit category, resource type, 
resource name, resource host, a description of old and new hardware name, permission and 
operator. 

2. A device audit log shall contain the following information depending on the replacement 
action: 

a. Common info: audit category, resource type, resource host, permission and operator. 

b. Device is replaced (database inherited): resource name, a description of old and new 
hardware name. 

c. Device added (if new hardware has more devices than old hardware): resource name, a 
description of old and new hardware name. 

d. Device removed (if new hardware has fewer devices than old hardware: resource name, 
a description of old and new hardware name.  

2.21 

CAMERAS, MICROPHONES AND SPEAKERS 

A. The management client shall be able to manage all cameras connected to the recording servers. 
Enabling/disabling of cameras shall be performed through the management client. 

B. The management client shall handle the camera database management via the storage container 
feature. 

C. The management client shall support configuration of all cameras in the system. 

D. Cameras shall automatically be detected when adding devices to the system through the 
management client’s hardware detection wizard. The status of an enabled camera shall be 
displayed in the management client graphical user interface. 

E. The management client shall be able to manage devices with microphones connected to the 
recording servers. Enabling/disabling microphones shall be performed through the management 
client. 

F. Microphones shall automatically be detected when adding devices to the system through the 
management client’s hardware detection wizard. Microphones shall be disabled by default, but 
shall be possible to enable directly from the wizard or enabled from the management client. The 
status of an enabled microphone shall be displayed in the management client graphical user 
interface. 

G. The management client shall be able to manage devices with speakers connected to the 
recording servers. Enabling/disabling speakers shall be performed through the management 
client. 

H. Speakers shall automatically be detected when adding devices to the system through 
management client’s hardware detection wizard. Speakers shall disabled by default, but be 
possible to enable directly from the wizard or enabled from the management client. The status of 
an enabled speaker shall be displayed in the management client’s graphical user interface. 
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2.22 

INPUTS AND OUTPUTS 

A. The management client shall manage devices (cameras and encoders) with input ports for the 
monitoring of a digital sensor’s (on/off) state. All inputs from external sensors shall be treated as 
events by the system. External sensors such as door sensors shall be used to trigger events that 
can be used in rules, for example to automatically trigger a camera to record. 

B. Input ports shall automatically be detected when adding devices to the system through the 
management client’s hardware detection wizard. Input ports shall disabled by default, but be 
possible to enable directly from the wizard or enabled from the management client. The status of 
an enabled input port shall be displayed in the management client graphical user interface. 

C. The management client shall allow inputs to be grouped using device groups. Device groups shall 
allow the administrator to specify common properties for all inputs in a common device group. 

D. The management client shall manage devices (cameras and encoders) with output units for the 
control of an external device. Outputs shall be activated by rules, or manually by an administrator. 

E. Output ports shall automatically be detected when adding devices to the system through the 
management client’s hardware detection wizard. Output ports shall disabled by default, but be 
possible to enable directly from the wizard or enabled from the management client. The status of 
an enabled output shall be displayed in the management client graphical user interface. 

F. The management client shall allow outputs to be grouped using device groups. Device groups 
shall allow the user to specify common properties for all outputs in a common device group. 

2.23 

RULES AND RULE WIZARD 

A. The video management system shall support the use of rules to determine when specific actions 
occur. Rules shall define the actions that are to be carried out under specific conditions.   

B. Rules shall be activated by events, or time, or a combination of both. 

1. An example of a time-based rule: On Mondays between 08:30 and 11:30 (time condition), 
camera 1 and camera 2 should start recording (start action) when the time period begins and 
stop recording (stop action) when the time period ends. 

2. An example of an event-based rule: When motion is detected (event condition) on camera 1, 
camera 1 shall start recording (start action) immediately, then stop recording (stop action) 
after 10 seconds. 

3. An example of a rule involving several devices: When motion is detected (event condition) 
on camera 1, camera 2 should start recording (action) immediately, and the siren connected 
to output 3 should sound (action) immediately; then, after 60 seconds, camera 2 should stop 
recording (stop action), and the siren connected to output 3 should stop sounding (stop 
action). 

4. An example of a rule combining time, events and devices: When motion is detected (event 
condition) on camera 1, and the day of the week is Saturday or Sunday (time condition), 
camera 1 and camera 2 should start recording (action) immediately, and a notification should 
be sent to the security manager (action); then, 5 seconds after motion is no longer detected 
on camera 1, or camera 2, the two cameras should stop recording (stop action). 

C. The video management system shall include certain default rules including: 
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1. Default start feed rule – shall ensure that video feeds from all connected cameras are 
automatically fed to the system. 

2. Default start audio feed rule – shall ensure that audio feeds from all connected microphones 
and speakers are automatically fed to the system. 

3. Default record on motion rule – shall ensure that as long as motion is detect in images from 
the cameras, the images will be recorded. 

4. Default go-to preset when PTZ is done rule – shall ensure that PTZ cameras will go to their 
respective default preset positions after they have been operated manually. Default record 
request – shall ensure that video feeds are recorded whenever it is requested. 

j. Default record on bookmark – shall ensure that that video is recorded whenever a bookmark 
is created. 

D. The management client shall include a rule wizard to guide the user in creating rules for the 
system. Macros shall not be required to develop and execute rules. The rule wizard shall utilize 
an intuitive approach to create rules by listing only relevant options and ensure that a rule does 
not miss required elements. The rule wizard shall automatically suggest suitable stop actions to 
ensure that never-ending rules are not created. The rule wizard shall include the following 
configuration menus: 

1. Type of rule to generate (options) 

a. Perform an action on a selected event 

b. Perform an action in a time interval 

2. Conditions to apply 

a. Within a selected time profile 

b. Outside selected time profile 

c. Within the time period from a start time to an end time 

d. Day of the week 

e. Event is from motion in a selected part of a window 

f. Always 

3. Actions to perform 

a. Start and stop recording 

b. Start and stop feed on devices 

c. Set non-default live frame rate on devices 

d. Set non-default recording frame rate on devices 

e. Start and stop patrolling on device using selected profile with selected PTZ priority 

f. Pause and resume PTZ patrolling on devices 

g. Move device to selected preset position with selected PTZ priority 

h. Move devices to default preset positions with selected PTZ priority 
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i. Set device output to selected/deselected state 

j. Create bookmark on device 

k. Send notification via e-mail to selected profile 

l. Make new log entries 

m. Start and stop plug-in on devices 

n. Apply new settings on devices, for example a different resolution on a camera 

o. Pop-up video on designated recipients in video-sharing feature 

p. Set video wall to presets 

q. Set video wall monitor to show cameras 

r. Send SNMP trap on devices 

s. Retrieve edge storage recordings from devices 

t. Save images attached to e-mail sent via SNMP 

u. Activate archiving on selected archives 

v. Trigger selected external events on selected site (in federated architecture) 

4. Stop criteria 

a. Perform stop action on selected event 

b. Perform stop action after a selected time 

c. No actions performed on rule end 

5. Stop action to perform 

a. Stop recording 

b. Stop feed 

c. Restore default live frame rate 

d. Restore default recording frame rate 

e. Resume patrolling 

f. Stop patrolling 

g. Move selected device to selected preset position with selected PTZ priority 

h. Move to default preset on selected devices with selected PTZ priority 

i. Set device output to selected state 

2. Start plug-in on selected devices 

k. Stop plug-in on selected devices 

l. Apply new settings on selected devices 
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6. Set video-sharing to view selected devices 

2.24 

EVENTS 

A. Events shall be used in the rules wizard to determine when an action is triggered. The following 
events must exist within devices, or recording servers. 

1. Device events 

a. Plug-ins 

1) Motion started: this shall occur when the system detects motion in images received 
from a camera. 

2) Motion stopped: this shall occur when the system no longer detects motion in 
images received from a camera. 

2. Hardware configurable  

a. Audio falling: this shall occur when the audio signal on an audio-enabled device is 
falling. 

b. Audio passing: this shall occur when the audio signal from an audio-enabled device 
reaches the threshold level. 

c. Audio rising: this shall occur when the audio signal on the audio-enabled device is 
rising. 

d. Images received: this shall occur when pre-alarm images are available. Some cameras 
are capable of sending single still images from immediately before an event took place 
to the video management system via SMTP e-mail. 

e. Input activated: this shall occur when an external input unit connected to an input port 
on a device is activated. 

f. Input changed: this shall occur when the state of an external input unit connected to an 
input port on a device is changed, regardless of which state the external input unit is 
changed to. 

g. Input deactivated: this shall occur when an external input unit connected to an input port 
on a device is deactivated. 

h. Motion started: this shall occur when a camera detects motion in its images.  

i. Motion stopped: this shall occur when a camera no longer detects motion in its images. 

j. Tampering: this shall occur when a device detects that it is being tampered with. 

k. Temperature: this shall occur when a device detects a temperature change, for example 
exceeding a certain temperature. 

l. Video lost: this shall occur when a device detects that a video signal is lost. 

3. Built-in  

a. Bookmark reference requested: this shall occur when a bookmark reference is 
requested. 
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b. Communication error: this shall occur when a connection to a device is lost; or when an 
attempt is made to communicate with a device, and the attempt is unsuccessful. 

c. Communication started: this shall occur when communication with a device is 
successfully established. 

d. Communication stopped: this shall occur when communication with a device is 
successfully stopped. 

e. Feed overflow started: this shall occur when a recording server is unable to process 
received images as quickly as specified in the configuration, and therefore is forced to 
discard some of the images. 

f. Feed overflow stopped: this shall occur when feed overflow ends. 

g. Live client feed requested: this shall occur when a user of the viewing client requests a 
live stream from a device. 

h. Live client feed terminated: this shall occur when a user of the viewing client no longer 
requests a live stream from a device. 

i. Output activated: this shall occur when an external output unit connected to an output 
port on a device is activated. 

j. Output changed: this shall occur when the state of an external output unit connected to 
an output port on a device is changed, regardless of which state the external output unit 
is changed to. 

k. Output deactivated: this shall occur when an external output unit connected to an output 
port on a device is deactivated. 

l. Manual PTZ session started: this shall occur when a manually operated PTZ session 
(as opposed to a PTZ session based on scheduled patrolling or automatically triggered 
by an event) is started on a camera. 

m. Manual PTZ session stopped: this shall occur when a manually operated PTZ session 
(as opposed to a PTZ session based on scheduled patrolling or automatically triggering 
from an event) is stopped on a camera. 

n. Recording started: this shall occur when recording is started. 

o. Recording stopped: this shall occur when recording is stopped. 

p. Settings changed: this shall occur when settings on a device are successfully changed. 

q. Settings changed error: this shall occur when an attempt is made to change settings in 
a device, and the attempt is unsuccessful. 

B. Recording server events 

1. Archive available: this shall occur when an archive for a recording server becomes available 
after having been unavailable. 

2. Archive not finished: this shall occur when an archive for a recording server is not finished 
with the last archiving round when the next is scheduled to start. 

3. Archive unavailable: this shall occur when an archive for a recording server becomes 
unavailable, for example if the connection to an archive located on a network drive is lost. 
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4. Database disk full: this shall occur when a database disk is full. A database disk is 
considered full when there is less than 500 MB of space left on the disk.  

Note: In order to prevent operating system failures due to insufficient disk space, the oldest 
records in the database shall automatically be deleted for all camera recordings on the disk 
in question when less than 500 MB of space is left on the disk containing the database, 
regardless of the time, or size limits specified for the database. This shall ensure that at least 
500 MB of disk space shall be available for operating system use. 

5. Database repair: this shall occur if a database becomes corrupted, in which case the system 
automatically attempts two different database repair methods: a fast repair and a thorough 
repair. 

6. Database storage area available: this shall occur when a storage area for a recording server 
becomes available after having been unavailable. 

7. Database storage area unavailable: this shall occur when a storage area for a recording 
server becomes unavailable, for example if the connection to a storage area located on a 
network drive is lost and storage of recordings is not possible. 

8. Failover started: this shall occur when a failover server takes over from a recording server. 

9. Failover stopped: this shall occur when a recording server becomes available again, and is 
able to take over from the failover server. 

C. External events: events custom-made for the individual system shall be available. Such external 
events shall be used to make it possible for users to manually trigger events while viewing live 
video in the viewing client, or for third party systems to trigger events. The system shall support 
an option to select/deselect external events in roles where an ‘external’ property is enabled. 

D. Generic events shall allow users to trigger actions in the event server by sending simple strings 
via an IP network to the video management system.  

1. It shall be possible to use any hard- or software which can send strings via Transmission 
Control Protocol (TCP) or User Data Protocol (UDP) to the video management system. The 
video management system shall be able to analyze received TCP or UDP data packages 
and automatically trigger generic events. 

2. Generic events shall not require authentication.  

3. It shall only be possible to send generic events from a local host unless administrators allow 
other client IP addresses to be used. 

4. The following properties shall be possible to specify: 

a. Name, which shall create a unique name for the generic event. 

b. Enabled, which shall by default enable generic events. 

c. Expression, which shall specify the expression which the video management system 
shall look for when analyzing data packages. 

d. Expression type, which shall indicate how particular the video management system shall 
be when analyzing received data packages.  

e. Data source, which shall specify which data sources to use. There shall be two default 
data sources and any number of data sources created by the administrator.  Selection of 
data sources shall depend on the third-party program used. 
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f. Priority, which shall be specified by any numeric value between 0 (lowest priority) and 
999999 (highest priority). 

g. Check if expression matches event string, which shall test an event string against an 
expression entered in the Expression setting.  

2.25 

LOGS 

A. The management client shall support four different logs related to the management server. 

1. A system log shall record system-related information and must be searchable by level, 
source and event type. 

2. An audit log shall record remote user activity and must be searchable by user name, user 
location, audit category, audit ID, resource type, resource host, resource name and 
permission. 

3. An event log shall record event-related information and must be searchable by service 
name, source and event type. 

4. A rule log shall record rules in which a 'make new log entry' action has been specified. The 
rule log must be searchable by service name, source, event type and rule name. 

5. The management client shall support the export of log entries to a tab-delimited text (.txt) 
files to a user-defined location. The export feature shall allow the user to define the log, log 
elements, and time/date range. 

6. All logs, excluding the event log, shall by default be enabled. The system shall allow the user 
to disable the selected event and rule logs. 

7. All logs shall by default be maintained for 30 days after which log entries shall be deleted. 
Log entries must also be deleted if the maximum number of log entries (50,000) is exceeded 
prior to the specified retention period. The system shall allow the user to define how many 
days the log information is to be retained. 

8. Log entries shall by default be limited to 50,000 after which log entries shall be deleted. Log 
entries must also be deleted if the retention period is reached prior to the specified number 
of log entries is reached. The system shall allow the user to define the number of entries to 
be retained up to the limit. 

9. It must be possible to view all logs in another language, independently of the language 
selected for the rest of the management client graphical user interface. The available 
languages shall be: American English, Simplified Chinese, Traditional Chinese, German, 
Danish, Spanish, French, Italian, Japanese, Portuguese (Brazilian) and Russian. When 
exporting data from a log it shall be exported in the same language, as it is viewed in. 

2.26 

VIDEO-SHARING FUNCTIONALITY 

A. The video management system shall include an integrated video-sharing solution for distributing 
video to a recipient, which can be any computer with a viewing client installed. 

B. Using rules, it shall be possible to trigger a video transmission (based upon an event) to a 
designated recipient, or another user shall be able to send the images to the recipient. 

C. Video-sharing information details shall be available from the management client. 

2.43 



 

Video Management System 
Architecture & Engineering Specification, March 2012 
This A&E specification text is based upon MasterFormat

®
 (2011 Edition), issued by Construction Specifications Institute (CSI) and 

Constructions Institute Canada. 

 

P
a
g

e
 3

3
 

2.27 

USERS, GROUPS AND ROLES 

A. The video management system shall support adding users from Active Directory. It shall also be 
possible to add users with local Windows user management on the management server. Users 
shall be able to belong to more than one group and groups must contain any number of users. 

B. The video management system shall support the creation of roles to determine which of the 
system features users and groups shall be able to use. Roles shall determine rights. There shall 
be no limit to the number of roles which may be defined. Users and groups shall be assigned to 
roles to determine their user rights within the system. Rights shall be specified by the following 
categories: 

1. Device security rights shall specify which features users/groups with the selected role are 
able to use for each device, or device group. Device rights options shall include the 
following: 

a. Camera-related rights: 

1) Shall determine if selected camera(s) shall be visible in clients. 

2) Shall determine whether bookmarks can be added, deleted, edited and viewed by 
the client user. 

3) Shall determine if live viewing of video from selected camera(s) shall be possible in 
clients within a time profile. 

4) Shall determine if export of video (AVI, JPEG, or database export) can be used 
when playing back recorded video from selected camera(s) in clients. 

5) Shall determine if playback of recorded video from selected camera(s) shall be 
possible in clients within a time profile. 

6) Shall determine if database export feature can be used when playing back 
recorded video from selected camera(s) in the viewing client. 

7) Shall determine if a sequences feature can be used when playing back recorded 
video from selected camera(s) in clients. 

8) Shall determine if a fast search feature can be used when playing back recorded 
video from selected camera(s) in the viewing client. 

9) Shall determine if it shall be possible to use auxiliary commands from clients. 

b. Microphone-related rights: 

1) Shall determine if the selected microphone(s) is to be visible in the viewing client. 

2) Shall determine if bookmarks can be added, deleted, edited and viewed by the 
client user. 

3) Shall determine if listening to live audio from selected microphone(s) is to be 
possible in the viewing client within a time profile. 

4) Shall determine if playback of recorded audio from selected microphone(s) is to be 
possible in the viewing client within a time profile. 

5) Shall determine if export feature shall be used when playing back recorded audio 
from selected microphone(s) in the viewing client. 
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6) Shall determine if it shall be possible to get sequences when browsing recorded 
audio from selected microphone(s) in clients. 

c. Speaker-related rights: 

1) Shall determine if selected speaker(s) shall be visible in the viewing client. 

2) Shall determine if bookmarks shall be added, deleted, edited and viewed by the 
client user. 

3) Shall determine if listening to live audio from selected speaker(s) shall be possible 
in the viewing client within a time profile. 

4) Shall determine if playback of recorded audio from selected speaker(s) shall be 
possible in the viewing client within a time profile. 

5) Shall determine if the export feature shall be used when playing back recorded 
audio from selected speaker(s) in the viewing client. 

6) Shall determine if it shall be possible to get sequences when browsing recorded 
audio from selected speaker(s) in clients. 

d. Input-related rights: 

1) Shall determine if information about selected input(s) shall be visible to users of the 
viewing client as well as users of a graphical alarm management feature providing 
complete overview of video management system status and alarms. 

e. Output-related rights: 

1) Shall determine if selected output shall be visible in the viewing client. 

2) Shall determine if selected output shall be activated from the viewing client within a 
time profile. 

2. PTZ rights shall specify which features users/groups with the selected role shall be able to 
use: 

a. Shall determine whether users/groups with the selected role shall be able to use the 
pan, tilt and the zoom features of the selected PTZ camera(s) within a time profile. 

b. Shall determine whether PTZ priority shall be used to resolve the conflicts that may 
occur when several users on a video management system wish to control the same PTZ 
camera at the same time. This setting shall let you alleviate the problem by specifying a 
priority for use of the selected PTZ camera(s) by users/groups with the selected role. 

c. Shall determine if users/groups with the selected role shall be able to move the selected 
PTZ camera(s) to preset positions within a time profile. 

3. Speech rights shall specify which loudspeaker features users/groups with the selected role 
shall be able to use: 

a. Shall determine if users with the selected role shall be able to talk through the selected 
speaker(s) within a time profile. 

b. Shall determine if speech priority shall be used to resolve the conflicts that may occur 
when several users on a video management system wish to talk through the same 
speaker at the same time. This setting lets you alleviate the problem by specifying a 
priority for use of the selected speaker(s) by users/groups with the selected role. 
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4. Application rights shall specify which applications in the video management system 
users/groups with the selected role shall be able to use. Users must be a member of the 
administrator role to have access to the management client: 

a. Shall determine if users/groups with the selected role shall be able to use the Status API 
(Application Program Interface) which is used in connection with a graphical alarm 
management feature. 

b. Shall determine if users/groups with the selected role shall be able to use the Service 
Registration API. This must be used in connection with a service channel service that 
enables automatic and transparent configuration communication between servers and 
clients in the system. 

c. Shall determine if users/groups within the selected role shall be able to view the system 
monitoring feature. 

5. External events rights shall specify which external events in the video management system 
users/groups with the selected role must be able to use: 

a. Shall determine if users with the selected role shall be able to manually trigger the 
selected external event in their viewing client within a time profile. 

6. View group rights shall specify which view groups users/groups with the selected role must 
be able to use: 

a. Shall determine if users/groups with the selected role shall be able to see the selected 
view group (and any views contained in the view group) in access clients. 

b. Shall determine if users/groups with the selected role shall be able to make changes to 
the selected view group (and any views contained in the view group) in access clients. 

c. Shall determine if users/groups with the selected role shall be able to delete the 
selected view group (and any views contained in the view group) in access clients. 

d. Shall determine if users/groups with the selected role shall be able to create sub-groups 
and views in the selected view group. 

7. Server rights shall specify the rights of servers belonging to another video management 
system to be integrated with the video management system covered in this specification. 

8. Video-sharing rights shall specify which recipients shall be selectable for this purpose in the 
viewing client. 

9. Alarms rights shall specify the rights to manage and view alarms. 

10. SDK rights shall specify the rights covering the software development kit. 

2.28 

TIME PROFILES 

A. Time profiles shall be defined in the management client and shall be used with rules and time 
based user rights. For example, a rule can be created that specifies that a certain action should 
take place within a certain time profile. 

1. Time profiles shall be flexible and must be based on one or more single periods of time, or 
on one or more recurring periods of time. Setting time profiles in the system shall be similar 
to setting single or recurring appointments in Microsoft Outlook Calendar.  
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2. Time profiles shall always apply to the local time. If the system has recording servers in 
different time zones, any actions associated with time profiles shall be executed in the 
specific time zone where the recording server is located. For example, a time profile covering 
the period 10:15 to 11:15 will execute any associated actions on a recording server located 
in Pacific Standard Time when the local time is between 10:15 and 11:15, while actions on a 
recording server located in Eastern Standard Time using the same rule will be executed 
three hours earlier when the local time there is 10:15 to 11:15. 

3. The administrator shall have the possibility to create a single time profile, or a recurring time 
profile. Recurring time profiles must be set to recur daily, weekly, monthly, yearly, or every 
number of weeks on a specific day of the week. The user shall also have the possibility of 
setting time profiles to start on a specific date and to never end, end after a number of 
occurrences, or end by a specific date. 

B. Day length time profiles shall be used with rules and can, for example, be defined in the 
management client to adjust light settings for cameras placed outside in geographical areas 
where the day length changes throughout the year. The administrator shall be able to adjust 
camera settings according to light conditions by setting up a time profile which calculates the 
sunrise and sunset time as well as daylight saving time in a specified geographic area via GPS 
coordinates. 

1. It shall be possible to set a positive or negative offset (in minutes) for the start (sunrise) and 
end time (sunset). 

2. It shall be possible to specify the following settings for day length time profile: 

a. Name of the profile 

b. Description of the profile 

c. GPS coordinates, which shall indicate the physical location of the camera(s) assigned to 

the profile. 

d. Sunrise offset, which shall indicate the number of minutes by which activation of the 

profile is offset by sunrise. 

e. Sunset offset, which shall indicate the number of minutes by which deactivation of the 

profile is offset by sunset 

f. Time zone, which shall indicate the physical location of the camera(s). 

2.29 
NOTIFICATION PROFILES 

A. Notification profiles shall allow e-mail notifications to be pre-defined and automatically sent by a 
rule. The system shall support the attachment of still images (JPEG), AVI video clips and system 
information to the e-mail. E-mail notifications shall be created in the rule wizard.  

2.30 

OPTIONS 

A. The system shall allow the user to specify certain settings related to the appearance of the 
application, to logging, to mail server configuration, etc. The options dialog box shall include the 
following tabs for specific settings. 

1. A general tab shall allow the following to be specified: 
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a. Number of log rows to retrieve per page. 

b. Default preview frame rate. 

c. Maximum number of previews. 

d. Motion detection ‘on’ when adding cameras/devices. 

e. Enable multicast live when adding camera devices. 

f. Language of the management client 

g. PTZ manual session timeout. 

h. Ignore device communication errors timeout 

2. A server logs tab shall allow the following to be specified: 

a. Days to keep log entries (default 30) and maximum number of entries (default 50,000) 
for each of the four log types.  

b. Enable/disable event log and rule log function. 

c. Enable user access logging, including setting length of playback sequence logging and 
number of records to be viewed before logging the sequence. 

3. A mail server tab shall allow the user to specify sender e-mail address, outgoing mail 
(SMTP) server address, and specify if login is required and the required password. 

4. An AVI generation tab shall allow the user to select the codec and specify the compression 
settings, compression quality, key frame frequency and data rate. 

5. A network tab shall allow the user to specify local IP address ranges. 

6. A bookmark tab shall allow the user to specify an ID prefix for the bookmark, for example 
‘number’, or similar denomination. It shall also possible to define a default pre-bookmark time 
and a default post-bookmark time, defined in seconds. 

7. A user settings tab shall allow the user to decide if an information message is shown when 
edge storage is enabled. 

8. An event server settings tab shall allow the following to be specified for alarms, events and 
logs: 

a. Number of days to keep closed alarms. 

b. Number of days to keep all other alarms.  

c. Number of days to keep events.  

d. Number of days to keep the alarm log. 

e. Save a separate log of server communication in addition to the regular log, for the 
number of days specified. 

9. A generic event tab shall allow the following to be specified for generic events and data 
source related settings: 

a. Selectable data sources. 
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b. Create new data source. 

c. Name of data source. 

d. Port number used. 

e. Disablement of selected data source. 

f. Resetting of all settings for selected data source, except name. 

g. Selectable protocols for the system to listen for/analyze, to detect generic events. 

h. Selectable IPv address types. 

i. Separator bytes for separating individual generic event records. 

j. Selectable echo return formats. 

k. Show most relevant encodings. 

l. Show all available encodings. 

m. Allowed external IPv4 addresses. 

n. Allowed external IPv6 addresses. 

10. An analytics event tab shall allow the following to be specified for analytics events settings: 

a. Enable analytics events 

b. Define a port number if enabled 

c. Select to allow events from all network addresses or from specified network addresses. 

d. Import pre-defined configuration files 

2.48 

2.31 

PRIVACY MASKING 

A. The management client shall allow an administrator to define privacy masks, where areas of a 
camera image can be blocked from a view in the viewing client and/or the web viewing client as 
well as in exported video material. 

B. The privacy mask shall be indicated through a black blurring of the selected area, hiding the 
selected area(s) in the view in live and playback tabs and setup mode in the viewing client and 
the web viewing client. 

1. It shall not be possible to switch off the privacy mask from the viewing client and/or the web 
viewing client.  

C. In certain cases where original images are needed, without any privacy mask attached, it shall be 
possible for the administrator to switch off the privacy mask. This shall only be done from the 
management client, and only by personnel with rights to perform this action. When the privacy 
mask is disabled, hidden areas of the image shall become visible in the viewing client and/or the 
web viewing client. 

D. The management client shall allow the setting of a different privacy mask for each activated 
stream from the camera. 
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E. The privacy mask function shall be capable of covering the same percentage of an image when 
changing resolution. 

1. If, for example, the privacy masking covers a 640×480 pixels image and the resolution is 
later changed to, for example, 1024×768, the privacy masking shall cover the same area of 
the image with the new resolution. 

2.32 

PTZ PRIORITY 

A. The management client shall allow an administrator to overrule lower priority users’ manual PTZ 
sessions if a PTZ rule is triggered, making sure that the camera is pointing in the correct 
directions if an incident occurs. 

B. The management client shall allow an administrator to overrule lower priority users’ manual PTZ 
sessions, when setting up a patrolling rule. 

C. The management client shall allow an administrator to define a high number of priority levels. It 
shall be possible to set a number between 1 and 32,000 (where 1 is the lowest) defining the PTZ 
priority. 

D. The management client shall make it possible to set/define the following: 

1. A PTZ priority when creating a rule that moves a camera to a PTZ position. 

2. A PTZ priority when creating a rule that starts patrolling on a camera. 

3. A PTZ priority when creating a rule that sends one or more cameras to their default PTZ 
position. 

4. When creating a rule, the administrator also has to decide and define a priority for the PTZ 
feature. 

2.33 

SITE HIERARCHY 

A. The management client shall contain a site hierarchy function that shall provide administrators 
with the experience of one big system with easy access to all sites with servers and devices in 
the hierarchy without the challenges of managing everything in one extremely large system. 

1. Administrators shall be able to see the site hierarchy, as seen from the site logged in on, and 
down in the hierarchy. 

2. Administration of the different sites in the federated hierarchy shall be done by selecting the 
site in the hierarchy tree list. The management client shall then be able to connect to this site 
and show the settings from it, as if logged in directly to it, without any presentation of new 
login dialog, as the credentials from the current login must be reused. 

3. Administrators shall be able to add a new site to the hierarchy by entering the address of the 
new site. Administrators must also be administrator of the new site to be able to add the site 
to the hierarchy. 

2.57 

2.34 

SERVERS MENU 

A. The management client shall provide an overview of the recording server and all its connected 
devices. It shall allow administrators to configure the server in a properties pane that shall: 
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1. Allow administrators to see information about: server name, description, host name, web 
server URL, time zone (of server), and platform (32-bit or 64-bit). 

2. Allow administrators to create, change and delete storage, including: 

a. Possibility for an administrator to: 

1) Create and name a storage container. 

2) Define the recording path. 

3) Set the retention time (in days, hours, and minutes). 

4) Set the maximum size of the storage. 

5) Select an encryption with password for the database, for example either a light or a 
strong encryption type. 

6) Add archives to the storage container. 

7) Add a digital signature to databases. 

b. Possibility to view a list of disk space assigned to the storage container and the location 
path. 

c. Possibility to configure the recordings to be groomed during the archiving process of 
moving data from one database/archive to another archive within the same storage 
container. 

4. Allow a user to select groups of failover servers taking over from the regular recording server 
in case this becomes unavailable. A user shall be able to set up and change the TCP port 
used for communication between recording servers and failover servers. 

5. Allow a user to enable/disable the multicast function and to select the IP address range from 
where the viewing client(s) will connect when viewing multicast video from the recording 
server in question. Also, the port number range, meaning the first port number and the last 
port number in the range selectable from the multicast tab, shall be available. 

6. Allow a user to enable/disable public address access. When the public address access is 
enabled the user shall be able to define the public address and the public port number of the 
recording server in question. The user shall be able to configure local IP ranges so that 
clients can connect from the local network. 

2.35 

DEVICES MENU 

A. The management client shall provide an overview of all connected devices. 

B. Administrators shall be able to configure groups of cameras, microphones, speakers, input and 
output as well as individual cameras, microphones, speakers, input and output. 

C. When the section for cameras is selected, an overview of all camera groups and individual 
cameras in the groups shall be displayed. 

D. When a camera group is selected, information about the group settings shall be displayed: 
settings, streams (if supported by all cameras in the group), recording, client and motion.  

E. Adjustment of common parameters from multiple cameras, within a group, and with an otherwise 
mixed set of parameters shall be possible. 
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F. When an individual camera within a group is selected, it shall be possible to change the 
configuration of the individual camera. 

1. It shall be possible to manage the name of the selected camera, add a description of the 
camera, and see a hardware name and unit number. 

2. It shall be possible to manage the settings of the selected camera. Each camera can have 
different sets of adjustable parameters. The following are examples: 

a. General 

1) Brightness 

2) Compression 

3) Contrast 

4) Default stream 

5) Include date 

6) Include time 

7) Resolution 

8) Rotation 

9) Saturation 

b. JPEG Streamed 

1) Compression 

2) Frames per second 

3) Resolution 

4) Rotation 

c. MPEG-4 

1) Bit rate control mode 

2) Bit control priority 

3) Compression 

4) Frames per second 

5) Maximum bit rate 

6) Resolution 

7) Rotation 

8) Streaming mode 

9) Target bit rate 

d. H.264 
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1) Bit rate control mode 

2) Bit rate control priority 

3) Frames per second 

4) Maximum bit rate 

5) Resolution 

6) Rotation 

7) Target bit rate 

e. It shall be possible to manage the video streams for the selected camera, for example 
adding or deleting streams. 

f. It shall be possible to manage the recording settings for the specific selected camera, 
for example: 

1) Enable or disable recording. 

2) Define the recording frame rate for MJPEG. 

3) Define the pre-buffer time, in seconds. 

4) Manage and see the status of the databases where the recordings are saved. 

5) Delete all recordings for the selected camera. 

6) Enable edge storage (if the selected camera supports edge storage). 

g. If the selected camera is a PTZ camera, it shall be possible to manage its preset 
positions and patrolling profiles. 

h. It shall be possible to support the use of 360° panomorph video technology and it shall 
be possible to defined the physical location of the hardware device, for example on a 
wall, the ground or in the ceiling 

i. It shall be possible to manage hardware configurable events. 

j. It shall be possible to manage client settings, for example, default microphone and 
speaker assignments. 

k. It shall be possible to define and manage a privacy mask. All privacy mask settings 
must be remembered for each stream. The following privacy mask settings shall be 
available: 

1) Possibility to enable or disable privacy masking. 

2) Possibility to enable or disable visibility of the grid. 

3) Possibility to select between the following grid sizes: 8×8, 16×16, 32×32, or 64×64. 

4) Possibility to enable or disable privacy masks and relevant settings. When enabled, 
the defined privacy mask shall be displayed directly in the management client, as 
well in video shown in the viewing client and web viewing client. 

5) Possibility to adjust the number of grid squares selected at a time, when pressing 
the mouse.  
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l. It shall be possible to manage the selected camera’s motion detection settings: 

1) It shall be possible to enable/disable motion detection for a specific camera. 

2) It shall be possible to determine the sensitivity of how much each pixel in the 
camera’s images must change before is registered as a motion. The sensitivity 
shall be defined by using a slider going from 0 (being least sensitive) to 300 (being 
most sensitive). 

3) It shall be possible to determine how many pixels in the camera’s images that must 
change before it is regarded as motion. The minimum number of pixels in a group 
that triggers an alarm shall be defined by a slider scaling from 0 – 10,000.  

4) It shall be possible to select how often analysis of motion detection shall be carried 
out on images from the camera. It shall be possible to process image every: 100 
ms, 250 ms, 500 ms, 750 ms and 1000 ms (1 sec.). The greater the time period, 
the less CPU processing power required. 

5) It shall be possible to do motion detection on key frames only.  

6) It shall be possible to optimize the motion detection performance by analyzing only 
a selected percentage of the image, for example, using 25%, only every fourth 
pixel in the image is analyzed, reducing the processing requirements of the PC. 

7) It shall be possible to exclude regions from the motion detection by defining areas 
of the image where motion detection is not active. The regions shall be defined in 
grids of the following sizes: 8×8, 16×16, 32×32 and 64×64. 

3. When an individual microphone within a group is selected, it shall be possible to change the 
configuration of the individual microphone: 

a. It shall be possible to add a description of the microphone. 

b. It shall be possible to manage the general settings of the selected microphone. 

c. It shall be possible to manage the recording settings for the specific selected 
microphone, for example: 

1) Enable or disable recording. 

2) Define the pre-buffer time, in seconds. 

3) Manage and see the status of the databases where the recordings are saved. 

4) Delete all recordings for the selected microphone. 

d. It shall be possible to manage hardware configurable events. 

4. When an individual speaker within a group is selected, it shall be possible to change the 
configuration of the individual speaker: 

a. It shall be possible to add a description of the speaker. 

b. It shall be possible to manage the general settings of the selected speaker. 

c. It shall be possible to manage the general settings of the selected speaker. 

d. It shall be possible to manage the recording settings for the specific selected speaker, 
for example: 
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1) Enable or disable recording. 

2) Define the pre-buffer time, in seconds. 

3) Manage and see the status of the databases where the recordings are saved. 

4) Delete all recordings for the selected speaker. 

5. When the input section is selected, an overview of all input groups shall be displayed. If an 
individual input within a group is selected it shall allow the following configuration for that 
individual input: 

a. It shall be possible to define the open or closed state of the input and the change in 
state that will generate an event in the system. 

b. It shall be possible to define the name of the input and description of the input and to 
see the name of the hardware to which the input is attached and the unit number, which 
is the physical input port on the device. 

c. It shall be possible to define how hardware-based events are activated. The user shall 
have the option to activate configured events based on a rising, or falling state. 

6. When the outputs section is selected, an overview of all output groups shall be displayed. If 
an individual output within a group is selected it shall allow the following configuration for that 
individual output: 

a. It shall be possible to configure the active output state and the output trigger time for a 
selected output, or group of outputs. 

b. It shall be possible to define the name of the output and description of the output and to 
see name of the hardware to which the output is attached and the unit number, which is 
the physical output port on the device.  

2.36 

CLIENT MENU 

A. Selecting the client in the navigation pane shall allow the administrator to configure the video wall, 
view groups, viewing client profiles and video-sharing recipients. 

1. Selecting view groups in the navigation pane shall allow the administrator to add, rename, or 
remove a view group. 

a. A view group shall be a placeholder for one or more groups of views. 

b. By default, each role defined in the management client shall be created as a view 
group. When a role is added in management client it shall appear as a view group for 
use in the viewing client. 

c. A view group based on a role shall by default be available to users/groups, who have 
been assigned to the role only. 

d. A view group based on a role shall by default carry the role’s name. For example: if a 
role is created named 'Building E Security Staff', it shall by default appear in the viewing 
client as a view group called 'Building E Security Staff'. The system shall allow the user 
to change the name of the view group. 

b. Selecting video-sharing in the navigation pane shall allow the administrator to add, edit, or 
delete a video-sharing recipient. 
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c. A video-sharing setup shall allow settings of: 

1) Name – the name of the video-sharing recipient. 

2) Description – a description of the video-sharing recipient. 

3) Address – the IP address, or host name of the required video-sharing recipient. 

4) Port – the port number used by the video-sharing recipient installation. 

5) Password – the password of the video-sharing recipient. 

6) Type – the type of added video-sharing recipient. 

3. Selecting the video wall application (add-on product) in the navigation pane shall allow the 
administrator to add, rename, or remove a video wall. 

a. An info tab shall allow settings of: 

1) The name of the video wall which shall be displayed in the viewing client as the 
video wall view group name. 

2) A description of the video wall, for example which location it covers. 

3) Status text: when selected, it shall show camera and system status information 
across view items. 

4) No title bar: when selected, it shall show all video wall view items without title bars 
in the viewing client. 

5) Title bar: when selected, it shall show all video wall view items with title bars in the 
viewing client. 

6) Title bar with live indicator: when selected, it shall show the title bar display 
indicators for all video wall view items. 

b. A presets tab shall make it possible to: 

1) Add and delete virtual presets to the video wall, and edit names/descriptions of 
existing presets. The actual definition of the preset properties shall be managed on 
the individual monitor's presets tab. 

2) Activate the preset for viewing client operators, or create a rule to activate the 
preset. 

c. A layout tab shall allow to: 

1) Display a graphical overview of the video wall. 

2) Move monitors added to the video wall around in the layout window. 

3) Move the monitors as a group so the monitors maintain their relative positions.  

4) Change the size and aspect ratio properties individually for each monitor in the 
video wall. 

4. Selecting viewing client profiles in the navigation pane shall allow an administrator to add, 
delete or duplicate viewing client profiles, as well as prioritize and tailor-make them for the 
viewing client operators. 
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b. With viewing client profiles, administrators shall be able to control exactly how the 
viewing client should look and behave and exactly what features/panes operators are 
able to work with.  

c. An info tab shall contain the following information: profile name, description and a list of 
roles using the profile. 

d. A general tab shall allow management of the availability of general functionality in the 
viewing client. It shall be possible to define the availability of the following items: 

1) Show or hide current time in title bar. 

2) Show or hide the live indicator. 

3) Show or hide the title bar (camera name). 

4) Define what is to be shown in empty camera spaces in a view: provider logo, 
custom picture, black image or nothing. 

5) Define a custom picture of up to 500 KB to be shown in empty camera spaces. 

6) Define whether camera error messages in views in the viewing client are shown as 
an overlay, as a black image with overlay or are hidden. 

7) Define whether server error messages are shown in the viewing client as an 
overlay or are hidden. 

8) Define if the grid lines between the view items shall be hidden, or have a width of 1 
pixel, 2 pixels, 3 pixels, or 4 pixels. 

9) Define how the viewing client behaves when clicking the maximize button: 
maximize to full screen or maximize as normal window. 

10) Define the period of inactivity before the viewing client shall log out. It shall be 
possible to define a number between 0 and 10080, which represent 1 week. 

11) Define the default image quality when creating a new view: full, super high (for 
megapixel), high, medium, or low. 

12) Define the default frame rate when creating a new view: unlimited, medium, or low. 

13) Define if minimize button shall be available. 

14) Define if maximize button shall be available. 

15) Define if logout button shall be available. 

16) Define if exit button and close application shall be available. 

17) Define if the options button shall be available. 

18) Define if keyboard setup shall be available. 

19) Define if joystick setup shall be available. 

20) Define whether remember password option shall be available, or not at the login 
screen. 

21) Define whether auto-login option shall be available, or not at the login screen. 
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22) Define whether the mode the viewing client shifts to after log in shall be: full screen, 
window, or as last. 

23) Define the view to show after log in: last view, none, or ask to decide. 

24) Define whether the availability of a new viewing client version shall be shown when 
the user logs in. 

25) Define an additional message to be shown for the operator in the new viewing 
client version. It shall be possible to insert a text of up to 1000 characters. 

26) Define a default PTZ click mode, which can be virtual joystick or click-to-center. 

27) Define if system monitor tab shall be available. 

28) Define if sequence function tab shall be available. 

d. An advanced tab shall allow management of advances functionality in the viewing client. 
It shall be possible to defined the availability of the following items: 

1) Define maximum decoding threads: auto, normal, or from 1-8 

2) Define deinterlacing settings: no filter, vertical stretch top field, vertical stretch 
bottom field or content adaptive 

3) Define time zone: local, master server’s time zone, UTC or custom time zone.  

4) Define custom time zone by selecting appropriate UTC time. 

e. A live tab shall allow management of the screen items to be available in the live mode of 
the viewing client. It shall be possible to define the availability of the following items: 

1) Show or hide the live tab. 

2) Show or hide the views pane. 

3) Show or hide cameras pane. 

4) Show or hide the audio pane. 

5) Show or hide the output pane. 

6) Show or hide the event pane. 

7) Show or hide the print function. 

8) Enables or disables the bookmark function and defines how bookmarks are 
created. 

9) Show or hide the camera playback option. 

10) Show or hide the overlay buttons. 

11) Show or hide third-party plugins 

f. A playback tab shall allow management of the screen items to be available in the 
playback mode of the viewing client. It shall be possible to define the following: 

1) Show or hide the playback tab. 

2) Show or hide the views pane. 
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3) Show or hide the cameras pane. 

4) Show or hide the recording search pane. 

5) Show or hide the audio pane. 

6) Show or hide the fast search feature pane. 

7) Enable or disable the print function. 

8) Define if a headline shall be printed on the print report, and if it shall be default, or 
custom type. 

9) Define the custom headline text on the print report. 

10) Define if the user name (operator of the viewing client) shall be on the print report. 

11) Define if copyright information shall be printed on the print report. 

12) Enable or disable the bookmark function and defines how bookmarks are created. 

13) Define if independent playback shall be available. 

14) Enable or disable plugins. 

g. A setup mode shall allow management of the screen items to be shown in the viewing 
client (defined by the corresponding profile). It shall be possible to define the availability 
of the following items: 

1) Control if the user is allowed to enter the viewing client’s setup mode. 

2) Show or hide the views pane. 

3) Show or hide the system overview pane. 

4) Show or hide the overlay button pane. 

5) Show or hide the properties pane. 

6) Define if it shall be possible to edit the overlay buttons. 

7) Define whether it shall be possible to edit the live video buffering settings. 

8) Show or hide third-party plugins 

9) Show or hide edit map rights 

h. An export tab shall allow management of the screen items to be available in the export 
area of the viewing client. It shall be possible to define: 

1) General export functions: 

i. Show or hide export function 

ii. Define export media  

iii. Define export path (default/custom) 

iv. Set custom export path 

v. Enable or disable adding a privacy mask during export.  



 

Video Management System 
Architecture & Engineering Specification, March 2012 
This A&E specification text is based upon MasterFormat

®
 (2011 Edition), issued by Construction Specifications Institute (CSI) and 

Constructions Institute Canada. 

 

P
a
g

e
 4

9
 

2) Media player settings 

a) Show or hide media player settings 

b) Select content (audio only/video only/audio and video) 

c) Define if timestamps shall be included  

d) Define if frame rates shall be reduced 

e) Manage video texts (required/optional/unavailable) 

f) Define a video text 

g) Enable or disable access to configuring video codec properties  

3) Native database format settings 

a) Define if export in database format shall be allowed 

b) Define if the standalone viewing client shall be included 

c) Define if re-export shall be prevented 

d) Define if data shall be password-protected 

e) Define password 

f) Encryption strength (56-bit DES-encryption or 128-bit, 192-bit, and 256-bit 
AES encryption.) 

g) Manage project comment (required/optional/not available) 

h) Set project comment 

i) Manage individual camera comments (required/optional/not available) 

j) Define if a digital signature shall be included 

4) Still image settings: 

a) Allow/disallow export in this format 

b) Include timestamps (yes/no) 

5) A timeline tab shall allow management of the screen items in the timeline area of 
the viewing client. It shall be possible to define: 

a) Show or hide incoming audio 

b) Show or hide outgoing audio 

c) Show or hide bookmarks 

d) Show or hide motion indication 

e) Show or hide all cameras timeline 

f) Define whether playback shall skip playback gaps or run continuously 
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i. A view layouts tab shall allow management of the screen layouts for the viewing client 
covered by the profile. It shall be possible to enable and disable the 32 different layouts 
optimized for 4:3 and 16:9 display ratios, available in the viewing client: 

1) 4:3 display ratio: 

a) 1 × 1. 

b) 1 + 1. 

c) 1 + 1*. 

d) 1 × 2 

e) 1 + 2. 

f) 1 + 2*. 

g) 1 + 1 + 2. 

h) 2 × 2. 

i) 4 × 1 

j) 1 + 1 + 4. 

k) 1 + 5. 

l) 2 × 3. 

m) 1 + 7. 

n) 3 × 3. 

o) 2 + 8. 

p) 1 + 11. 

q) 4 × 4. 

r) 4 × 6. 

s) 5 × 5. 

t) 6 × 6. 

u) 7 × 7. 

v) 8 × 8. 

w) 10 × 10. 

2) 4:3 portrait display ratio: 

a) 1 + 2 P 

b) 1 + 2* P 

c) 1 + 4 P  

3) 16:9 display ratio: 
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a) 1 × 2. 

b) 1 × 3. 

c) 1 + 3. 

d) 2 + 1 + 2. 

e) 2 + 4. 

f) 3 × 2. 

g) 1 + 1 + 6. 

h) 1 + 8. 

i) 4 × 3. 

j) 6 × 3. 

k) 12 × 6. 

4) 16:9 portrait display ratio: 

a) 1 + 4 PW 

b) 2 × 6 PW 

5) It shall be possible to set a limitation for the number of cameras used in a view. It 
shall be possible to decide not to show the views containing more cameras than 
this limit in the tree layout. 

2.37 

RULES AND EVENTS MENU 

A. Selecting rules and events in the navigation pane shall allow the administrator to configure rules, 
time profiles, notification profiles, generic events, analytics event and user-defined events. 

1. Selecting rules in the navigation pane shall display all rules in the rules pane. New rules shall 
be configured within the rule wizard based on actions performed on events, or actions 
performed at time intervals. 

2. Selecting time profiles in the navigation pane shall display all time profiles in the time profiles 
pane. Time profiles shall be used for specifying when a rule is activated, and in combination 
with roles that deal with the security settings, it shall be possible to provide unique time-
based access control. New time profiles shall be configured by start time/stop time; start 
day/stop day, single/recurring time periods or by dynamic sunrise/sunset profile. Time 
profiles can be used in combinations with rules that shall be activated by events during 
certain time periods. The time profile setting shall use features similar to Microsoft Outlook 
Calendar to simplify the process. 

3. Selecting notification profiles in the navigation pane shall display all notification profiles in the 
notification profile pane. Notification profiles shall be used to send e-mail notifications 
triggered by rules. 

a. The system shall support still frames or AVI video clips to be included in an e-mail 
notification. 

b. An outgoing SMTP mail server shall be used for sending e-mail notifications. 
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c. A codec shall be selected and an AVI compression setting must be specified for the 
generation of AVI video clips to be included in e-mail notifications. 

d. An ‘add new notification profile’ wizard shall be provided to configure a new profile. 

e. The system must allow customization and use of system variables in the e-mail subject 
and message text fields. 

4. Selecting user-defined events in the navigation pane shall display all external events. It shall 
be possible to add new external events, delete, or rename existing external events. 

5. Selecting analytics events in the navigation pane shall display all analytics events in the 
notification pane. Analytics events shall be used to receive data from external third-party 
video content analysis (VCA) providers.  

6. Selecting generic events in the navigation pane shall display all generic events in the 
notification pane. Generic events allow you to trigger actions in the event server by sending 
simple strings via the IP network to the video management system. 

2.38 

SECURITY MENU 

A. Selecting security in the navigation pane shall allow the user to configure the rights for users, 
groups and roles. 

1. When selecting roles in the navigation pane, all roles shall be displayed in the roles pane. 
The default role is administrator and this role must have complete and unrestricted access to 
entire system and all features. 

a. Roles shall automatically become view groups in the viewing client. A viewing client view 
group shall consist of multiple camera views. The view group shall only be available to 
users/groups who have been assigned the role in question. 

b. It shall be possible to select the viewing client profile to be used for the users in the role. 
In case a user is member of several roles using different viewing client profiles, the profile 
with highest priority shall be applied. 

c. The system shall allow the user to specify the rights for:  

1) Info 

2) Users and groups 

3) Device 

4) PTZ 

5) Speech 

6) Video wall application 

7) External events 

8) View group 

9) Servers 

10) Video-sharing 

11) Alarms 
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12) Third-party plugins 

2.39 

SYSTEM DASHBOARD MENU 

A. Selecting system dashboard in the navigation pane shall provide important information about the 
system’s status, its current tasks and shall enable printing of configuration reports. 

B. It shall be possible to via the system monitoring feature to view system information and create 

reports on: 

1. Management servers, which shall show CPU and memory usage on the management server 

2. Recording servers, which shall show CPU and memory usage on any number of recording 

servers  including usage data for: 

a. Disk 

b. Storage 

c. Network 

d. Camera 

3. Failover servers, which shall show CPU and memory usage on any number of failover 

servers 

4. Additional servers, which shall show CPU and memory usage on log servers, event servers, 

etc. 

5. Cameras, which shall show a list with the following items. 

a.  Camera status 

b. If the individual is recording or not 

c. The name of the camera, the hardware device and the IP address of the hardware 

device 

d. The recording server the camera is connected to 

e. What storage the camera is using 

f. The amount of storage space the recordings from the camera are taking up 

g. Live frames per second (FPS) 

h. Live video format, for example H.264 or MJPEG 

i. Recording video format, for example H. 264 or MJPEG 

j. Media data received (Kbit/s) 
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C. All available elements shall include a history link which shall be clickable to show historic data 

and reports for the element in question 

1. For cameras, it shall be possible to see history for the individual camera by clicking the name 

of the camera. 

2. It shall be possible to save or print reports by pressing a’ send to PDF’-icon. 

3. It shall be possible to see an overview of all current tasks 

4. It shall be possible to print a system configuration report and to select what to include in this.  

a. Front page 

b. License 

c. Federated hierarchy 

d. Remote connected services 

e. Recording servers 

f. Hardware 

g. Devices 

h. Failover servers 

i. Camera groups 

j. Microphones groups 

k. Speaker groups 

l. View groups 

m. Input groups 

n. Output groups 

o. Viewing client 

p. Video-sharing 

q. Rules 

r. Time profiles 

s. Notification profiles 

t. External events 

u. Analytics events 

v. Generic events 

w. Roles 

x. Options 
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y. Registered services 

z. Alarms 

2.63 

2.40 

SERVER LOGS 

A. Selecting server logs in the navigation pane shall allow the user to search data from the four logs 
related to the management server: 

1. The system log shall record system-related information in the following columns: 

a. Level: shall include an icon indicating the level of the log entry: info, error, or warning. 

b. UTC time (Universal Time, Coordinated): shall include time stamp in the international 
time standard. 

c. Local time: shall include a time stamp in the local time of the management server. 

d. Description: shall include a description of the logged incident. 

e. ID: shall include an identification number of the logged incident. 

f. Source type: shall include a description of the type of equipment on which the logged 
incident occurred, for example management server, or device. 

g. Source name: shall include the name of the management server, device, etc. on which 
the logged incident occurred. 

h. Event type: shall include description of the type of event represented by the logged 
incident. 

2. The audit log shall record remote user activity in the following columns: 

a. Level: shall include an icon indicating the level of the log entry; info, error, or warning. 

b. UTC time (Universal Time Coordinated): shall include time stamp in the international 
time standard. 

c. Local time: shall include a time stamp in the local time of the management server. 

d. Description: shall include a description of the logged incident. 

e. Audit category: shall include a description of the type of logged incident. 

f. Permission: shall include information about whether the remote user action was allowed 
(granted), or not. 

g. ID: shall include an identification number of the logged incident. 

h. User: shall include a user name of the remote user causing the logged incident. 

i. User location: shall include IP address, or host name of the computer from which the 
remote user caused the logged incident. 

j. Resource type: shall include description of the type of equipment on which the logged 
incident occurred. 

k. Resource name: shall include the name of the device-triggering audit. 
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l. Resource host: shall include a hostname of the management server, recording server, 
video wall application etc. on which the logged incident occurred. 

3. The event log shall record event-related information in the following columns: 

a. Level: shall include an icon indicating the level of the log entry; info, error, or warning. 

b. UTC time (Universal Time Coordinated): shall include time stamp in the international 
time standard. 

c. Local time: shall include time stamp in the local time of the management server. 

d. Description: shall include a description of the logged incident. 

e. ID: shall include an identification number of the logged incident. 

f. Event type: shall include the type of event represented by the logged incident. 

g. Service name: shall include the name of service on which the logged incident occurred. 

h. Source type: shall include description of the type of equipment on which the logged 
incident occurred, for example management server or device. 

i. Source name: shall include the name of the management server, device, etc. on which 
the logged incident occurred. 

4. The rule log shall record rules in which a 'make new log entry' action has been specified with 
the following columns. 

a. Level: shall include an icon indicating the level of the log entry; info, error, or warning. 

b. UTC time (Universal Time Coordinated): shall include time stamp in the international 
time standard. 

c. Local time: shall include time stamp in the local time of the management server. 

d. ID: shall include an identification number of the logged incident. 

e. Service name: shall include the name of the service on which the logged incident 
occurred. 

f. Rule name: shall include the name of the rule triggering the log entry. 

g. Source type: shall include the type of equipment on which the logged incident occurred. 
Since log entries are administrator-defined and relate to incidents on the system, the 
source type shall normally be system. 

h. Source name: shall include the name of the source on which the logged incident 
occurred, normally system. 

i. Event type: shall include a description of the type of event represented by the logged 
incident. 

j. Generator type: shall include the type of equipment on which the logged incident was 
generated. Since the log entries are administrator-defined and relate to incidents on the 
system, generator type shall normally be system. 
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k. Generator name: shall include a name (if any) of the equipment on which the logged 
incident was generated. 

l. Description: shall include a description of the logged incident (if a description is 
available). 

2.41 

ALARMS 

A. Selecting alarms in the navigation pane shall open the alarm function which, based on 
functionality handled in an event server, shall provide central overview, control and scalability of 
alarms in any number of federated video management system installations throughout an 
organization. 

1. It shall be possible to configure the video management system to generate alarms based on:  

a. Internal system-related events, for example, motion, server responding/not responding, 
archiving problems, lack of disk space, etc. 

b. External integrated events, which shall be plugin data from third-party developed 
plugins or video content analysis solutions.  

2. An alarm definition option shall allow administrators to configure and define alarms to appear 
in the viewing client based on events registered throughout the system.. It shall be possible 
to define the following settings: 

3. It shall be possible to create a new alarm and to select whether it shall be enabled. 

4. It shall be possible to insert name and a description as identification of the alarm. 

5. It shall be possible to select a triggering event from system-related events and plug-ins: 

a. Archive disk available 

b. Archive failure: disk unavailable 

c. Database is being repaired 

d. Disabled 

e. Enabled 

f. External event 

g. Motion detected 

h. Motion end 

i. Not responding 

j. Output activated 

k. Output deactivated 

l. Responding 
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m. Running out of disk space 

n. Server not responding 

o. Server responding 

p. Settings changed 

q. Settings changed error 

r. Analytics event 

6. It shall be possible to select the sources from which the alarm shall originate. It shall be 
possible to choose multiple sources for each event types. 

7. It shall be possible to define when the alarm can be triggered, for example: always, defined 
by a time profile, or by a time period started and stopped by events. 

j. Time profile activation shall make it possible to specify a time interval in which it is 
possible to trigger alarms. It shall be possible to select any self-made time profiles, or 
choose an ‘always’-option. 

k. Event-based activation shall make it possible to select one or more events that shall 
start and stop the period in which it is possible to trigger alarms. It shall be possible to 
select hardware events defined on cameras, video servers, and input, global event 
definitions and manual event definitions. 

8. It shall be possible to select a time limit for when operator action is required. It shall be 
possible to choose between several time intervals from 1 minute up to 1 week.  

9. It shall be possible to select what event to trigger once the time limit for operator action is 
reached. 

10. It shall be possible to select up to 15 related cameras to include in the alarm definition even 
if the cameras are not themselves triggering the alarm. 

11. It shall be possible to choose a default operator responsible for the alarm. 

12. It shall be possible to select an associate map that shall be related to the alarm.  

13. It shall be possible to specify a priority for the alarm. It shall be possible to choose low, 
medium or high or add a custom priority. 

14. 10.9. It shall be possible to specify a category for the alarm.  

15. It shall be possible to select an event to be triggered by the alarm in the viewing client. 

16. It shall be possible to select that an alarm shall be closed automatically upon a particular 
event. 

B. An alarm data settings option shall make it possible to define and customize alarm priorities, 
states and categories. 

1. Default alarm priorities shall be available, which shall be low, medium, and high. 

2. Default alarm state shall be available, which shall be new, in progress, on hold, and closed. 

3. It shall be possible to assign sounds to alarm priorities.  
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4. It shall be possible to define available columns in the alarm list in the viewing client 

5. It shall be possible to define reasons for closing alarms.  

C. An alarm sound settings option shall make it possible to configure the sounds to be available. By 
default, the video management system shall use Windows default sounds. 

2.42 

BACKUP AND RESTORE OF SYSTEM CONFIGURATION 

A. It shall be possible to backup and restore system configuration in order to quickly restore the 
configuration of the video management system. 

B. Two types of backup of system configuration shall be possible: 

1. Scheduled backup, which shall be set up from within an SQL server 

2. Manual backup, which shall be handled from within the system 

C. System logs shall not be backed up or restored when performing manual backup or restore. 

D. The system configuration shall include all parts of the configuration in the manual backup. 

E. It shall only be possible to restore system configuration on the computer to which the video 
management system was installed originally.  

2.43 

VIEWING CLIENT 

A. The viewing client shall enable operators to connect to the management server for initial 
authorization. Upon authorization, the viewing client shall be able to connect to the recording 
server(s), for access to video recordings. 

B. The viewing client shall provide operators with a comprehensive suite of features: 

1. It shall be possible to view live video from cameras on the video management system from 1 
to 100 per view. 

2. It shall be possible to play back recordings from cameras on the video management system, 
with a selection of advanced navigation controls, including an intuitive timeline browser. 

3. It shall be possible to switch between an unlimited number of views, each able to display 
video from 1 up to 100 cameras from multiple servers at a time. The system shall make it 
possible to create views based on different layouts optimized for 4:3, 4:3 (portrait format), 
16:9 and 16:9 (portrait format) display ratios. 

4. It shall be possible to access views of cameras on any PC with a viewing client installed. 

5. It shall be possible to use multiple screens as well as floating windows for displaying different 
views simultaneously. 

6. It shall be possible to quickly replace one or more of a view’s cameras with other cameras. 

7. It shall be possible to view images from several cameras in sequence in a single camera 
position in a designated carousel position. 

8. It shall be possible to view video from selected cameras in greater magnification and/or 
higher quality in a designated special view position. 

9. It shall be possible to receive and send video through a video-sharing functionality. 
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10. It shall be possible to include HTML pages and static images (for example, maps, or photos) 
in views. 

11. It shall be possible to control PTZ cameras. 

12. It shall be possible to use digital zoom on live as well as recorded video. 

13. It shall be possible to activate manually triggered events. 

14. It shall be possible to activate external outputs (e. g. lights and sirens). 

15. It shall be possible to use sound notifications for attracting operators’ attention to detected 
motion. 

16. It shall be possible to get a quick overview of sequences with detected motion. 

17. It shall be possible to quickly search for motion in selected areas of a video recording. 

18. It shall be possible to skip gaps (periods with no recordings) during playback of recordings. 

19. It shall be possible to configure and use several different joysticks. 

20. It shall be possible to print images, with optional comments. 

21. It shall be possible to copy images for subsequent pasting into word processors, e-mail, etc. 

22. It shall be possible to export recordings (for example, for use as evidence) as still images 
(JPEG), in media player format (AVI), or native database formats. 

23. It shall be possible to add a digital signature to exported recordings in the database format in 
order to verify that the recordings have not been tampered with. 

24. It shall be possible to use pre-configured as well as customizable keyboard shortcuts to 
speed up common actions. 

25. It shall be possible to select between language versions of the client, independent of 
language used on main video management system. 

26. It shall be possible to communicate with remote audio devices, including microphones and 
speakers via a local microphone and speaker. 

27. It shall be possible to listen to audio independently of the views/cameras being watched. 

28. It shall be possible to insert overlay buttons, for example, for activation of speakers, events, 
outputs, movement of cameras etc. 

29. It shall be possible to use an arrow mouse pointer on camera view positions from a 360-
degree camera. 

30. It shall be possible to use a PTZ overlay button or a virtual mouse pointer to navigate 
camera view positions from a PTZ camera. 

31. It shall be possible to use a sequence function that lists thumbnail images representing 
recorded sequences from an individual camera or all cameras in a view. The sequence 
function shall be able to show images from a specific time interval and search for and show 
bookmarks.  

32. It shall be possible to use a forced playback mode that shall allow the user to playback 
recorded video from the live mode while viewing live video. 
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33. It shall be possible to switch between a light and dark theme that shall change the visual 
appearance of the viewing client. 

C. The viewing client shall provide a bookmark function that, depending on user rights defined by the 
administrator, shall allow an operator to: 

1. Set a bookmark with an optional comment for specific camera recording. 

2. Edit a bookmark. 

3. Delete a bookmark. 

4. Print a bookmark. 

5. Export a media player file (AVI), still images (JPEG) or native database format from the 
bookmark. 

6. Get a list of bookmarks and select a bookmark to jump to the associated point in time. 

7. Search for bookmarks. 

D. The viewing client shall have the ability to adjust the display parameters for the video images 
(meaning speeding the frames per second down, or down sampling the resolution) from the 
recording server to optimize bandwidth utilization. 

E. From the viewing client, the user shall have the option of having video images continually 
streamed, or only updated on motion to conserve bandwidth between the viewing client and the 
recording server. 

F. When playing back video where a privacy mask has been set, the viewing client shall be able to 
show the area with the privacy mask set with a black blurring in the video view. 

G. The viewing client shall have the capability to serve as a host to third-party applications through 
the use of a plug-in component. 

H. The viewing client must be installed on the operator’s computers. 

I. The viewing client shall feature live and playback tabs for the convenient access of live and 
recorded video. 

J. The viewing client shall feature a sequence function tab which shall give access to viewing 
sequences of video. 

K. The viewing client shall feature an alarm management tab which shall provide an overview for 
investigating incidents and alarms. 

L. The viewing client shall feature a system monitoring tab which shall allow operators to view the 
status of system components, such as management servers, recording servers, event servers, 
log servers and cameras.  

M. It shall be possible to restrict operator access to certain functionality which shall make certain 
tabs and features unavailable for operators. 

N. The viewing client shall be available in the following language versions: American English, Arabic, 
Bulgarian, Simplified Chinese, Traditional Chinese, Czech, Danish, Dutch, German, Finnish, 
French, Hebrew, Hindi, Hungarian, Italian, Japanese, Korean, Norwegian, Polish, Portuguese 
(Brazilian), Russian, Slovak, Spanish, Swedish, Thai and Turkish. 
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O. The viewing client must be delivered with help system in the following languages: American 
English, Arabic, Simplified Chinese, Traditional Chinese, Czech, Danish, Dutch, German, French, 
Italian, Japanese, Korean, Polish, Portuguese (Brazilian), Russian, Spanish, Swedish and 
Turkish. 

P. Each operator shall be able to change the language of the viewing client to any of the available 
languages. 

Q. The viewing client shall include a context-sensitive help system that shall cover the full viewing 
client functionality so that operators can instantly get help on a certain topic. 

R. A camera navigation feature shall be available in the viewing client. The camera navigation 
feature shall make it possible to drag multi-level maps with cameras onto live view. This shall 
automatically display the positions of defined cameras in relation to each other based upon map 
data, for example as cameras are laid out in a floor plan either in relation to each other or relative 
to the current view. 

1. In live and playback mode, it shall be possible to view video from the current camera in the 
camera navigation view. 

2. A pane shall display thumbnail views of all nearby cameras and the thumbnail views shall be 
available according to proximity. 

3. In live mode, the operator shall be able to quickly switch from one camera to other cameras 
defined on the map. 

4. It shall be possible to define a default camera which is the default starting camera for the 
camera navigation feature. It shall be possible to change the default camera at any time from 
the viewing client settings. 

5. It shall be possible to define a maximum number of cameras in the main camera navigation 
view. Each camera shall be represented by an icon on the map which shall also be visible in 
the view. 

a. It shall be possible to display an unlimited number of cameras on the selected camera 
navigation view. 

b. A camera shall be selected as the default camera in the camera map setup. All other 
cameras shall be indicated according to their proximity to the default camera. 

c. It shall be possible to indicate the maximum number of cameras wanted to be displayed 
in the preview pane. It shall be possible to display up to 20 cameras. 

S. The viewing client shall support the use of 360-degree cameras. 

T. The viewing client shall support the use of standard PTZ controller, or 3-axis USB joysticks for 
control of pan, tilt, zoom and auxiliary camera functions.  

U. The viewing client shall support the use of multimedia control devices, which are capable of 
emulating keystrokes for the efficient review of recorded video. 

V. The viewing client shall support the use of keyboard shortcuts for control of standard features. It 
shall allow the user to program numerical keyboard shortcuts for camera views. The shortcut 
number shall be displayed with the view description in the live and playback displays. The 
shortcut shall allow the user to change views with 2 to 3 keyboard entries. 

W. The viewing client shall have the following two-way audio functions: 
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1. The viewing client shall enable operators to play live audio and play back recorded audio 
from microphones. 

2. The viewing client shall enable operators to export audio together with video in the native 
database format.  

3. The operator shall have a ‘press to talk’ option which sends the microphone input from the 
operator to an IP enabled speaker, or to all speakers.  

4. Each camera position shall use the default assigned microphone and speaker, but the 
operator shall be able to select other audio devices, or keep the same speaker, even when 
choosing other views. 

X. The viewing client shall have the capability to receive multicast streams. The viewing client shall 
have the capability to detect if the network becomes unreliable and to automatically switch to 
unicast to ensure that the operator is able to receive video. 

Y. The operator shall be able to use digital zoom where the zooming is performed in the image only 
on any number of cameras simultaneously. This functionality shall be the default for fixed 
cameras. The use of digital zoom shall have no effect on recording, or other users. 

Z. The viewing client shall be able to reflect the server side settings for the viewing client profiles 
defined in the management client (typically by an administrator). For example, if a specific view 
layout is set as ‘unavailable’ in the profile for a specific user role – it shall appear neither in the 
view layout list nor in the option dialog when the user creates a new view in the viewing client. 

AA. The viewing client shall contain an option dialog where it shall be possible to control which 
features and elements to be used on each of the viewing client tabs. The option dialog shall 
contain settings for: 

1. Customization of the general application look and behavior of the viewing client. 

2. Customization of the panes appearing on the live and playback tabs as well as setup mode 
of the viewing client. 

3. Customization of the functions, for example, allowance of playing back recorded video on the 
‘live’ tab. 

4. Setup of the timeline, for example availability of incoming and outgoing audio, bookmarks, 
and motion detection. 

5. Setup of export, for example availability of privacy masks, media player format, native format 
or still image export. 

6. Setup of connected joystick, for example pan/tilt/zoom settings as well as button setups. 

7. Setup of connected keyboard, for example assigning shortcut keys to specific actions. 

8. Setup of sound notifications for alarms. 

9. Setup of advanced parameters, for example defining the maximum number of decoding 
threads, or deinterlacing settings. 

10. Selection of preferred language. 

BB. The viewing client shall allow the operator to add unlimited numbers of overlay buttons controlling 
different actions, outputs, events, PTZs etc. assigned to the individual camera. The overlay 
buttons shall only appear in ‘live’ tab when the mouse is moved into a camera image view. 
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1. The viewing client shall support the following multiple viewing options: 

a. Floating window: shall allow the currently selected view to be duplicated as a new 
floating view which may be moved to other connected monitors by dragging the image. 

b. Send window to primary, secondary, or additional monitors. 

c. Create views of up to 100 cameras per monitor. 

d. Carousel: shall allow the sequencing display of cameras in a view position. Multiple 
carousels shall be defined to allow all view positions to display sequences of cameras. 
The operator shall have the ability to select the default display time, or to enter a custom 
display time for each camera in the carousel. From inside the camera view the operator 
shall have the option to manually switch to the next or previous camera in the carousel 
camera list as well as pausing at the current camera. When switching from one camera 
to the next the transition phase shall be completely smooth without any delay. 

e. Special view position: shall allow one position of a view to be designated as a special 
view position and allow the camera displayed in that position to be viewed in a higher 
image quality setting, or higher frame rate than that of the other windows in the view. 
This feature shall minimize bandwidth utilization by only pulling selected higher 
quality/higher frame rate images from the recording server. An orange border around 
the image shall identify the special view position in the view. 

f. Static image: shall allow one position of a view to be used for displaying maps, or other 
images of interest to the user. 

g. Video-sharing window: shall display images from cameras on demand, or by an external 
event. 

h. Dynamic actions: operators shall be able to assign outputs, PTZ presets, events, and 
views as actions to joystick buttons and as keyboard shortcuts. The actions shall be 
arranged in categories to optimize overview and ease of use. 

i. HTML page: shall allow for several navigation functions within the viewing client 
including: 

1) It shall be possible to switch between views by clicking on a text description of the 
view in the HTML page. For example; ‘Go to Shared Group 1 View 1’. 

2) It shall be possible to switch between different views by clicking on an interactive 
map area. For example: a site or building floor plan with interactive colored zones 
inserted as an HTML page would allow the user to switch views to a camera 
displaying images of the specific part of the site, or building. 

3) It shall be possible to create maps from standard image files (JPEG, GIF, TIF, etc.) 
and it shall be possible to have interactive icons overlaid to activate additional 
maps and/or views. 

4) It shall be possible to use HTML scripting to create buttons for view navigation. 

5) It shall be possible to open web pages in viewing client views. 

2. The viewing client shall enable operators to select events and manually trigger the selected 
event to occur. An event pane shall list all events grouped by server and camera/device that 
the event is associated with. 
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3. The viewing client shall feature an output control pane allowing the user to manually activate 
an external output port on a device. The output pane shall include a list of all selectable 
outputs grouped by server and camera/device that the output is attached to. 

4. The viewing client shall allow the user to control any PTZ camera within the displayed view. 
Depending on camera capabilities/camera model, two different methods for navigating the 
camera shall be available:  

a. A click-to-center which shall enable a cross-hair on the area of interest within the image. 
It shall be possible to zoom in and out on the image by clicking the left mouse button or 
by use of the mouse wheel.  

b. Arrow mouse pointer that shall allow operators to click buttons to navigate the video 
images as well as zooming in and out on the images. 

c. Additional control feature for Sony and other PTZ cameras (device dependent) shall 
include the ability to draw a rectangle around the area of interest to zoom the camera in 
for closer examination. The size of the rectangle shall be proportionate to the level of 
zoom, meaning that the smaller the rectangle, the greater the zoom level achieved. 

5. The viewing client shall feature PTZ controls that shall provide eight directional move buttons 
and one home position button. 

a. The PTZ control shall provide a digital zoom feature for the operator to digitally zoom in 
on the displayed image, without affecting the recording, or the display of the camera’s 
video on other viewing client applications. 

b. An overview image in the view shall display the normal field-of-view and the digital 
zoom area in a highlighted box to provide the operator with spatial awareness. 

c. The PTZ control window shall enable the operator to select pre-defined presets for PTZ 
cameras and, in this way, move the selected camera to the preset. 

6. The current camera state shall be displayed on the title bar of the live view item window. A 
camera shall indicate that it is in live mode by a green ‘Live’, in recording mode by a red 
‘REC’ and in stopped mode by a yellow ‘Stopped’ text indication. 

7. The system shall allow live, or playback video to switch to full quality when maximized unless 
‘keep when maximized’ is selected. 

2.44 

VIEWING CLIENT – LIVE VIEWING  

A. The viewing client’s live tab shall allow the user to view live video, trigger manual events, control 
outputs, select audio inputs, and control PTZ cameras. 

1. The live tab shall via a views pane allow the user to select a view for display. 

2. Via a camera pane, the live tab shall allow the user to send a camera view to: 

a. A position in the main window, or a new floating window. 

b. A video wall. 

3. Via a camera toolbar, the live tab shall allow the user to add a bookmark to the selected 
camera, as well as add details about the given bookmark (for example a headline for easy 
identification and a more detailed description of the incident). 
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4. Via an event pane, the live tab shall allow the user to manually activate an event from a list 
of selectable events grouped by server and camera/device with which the event is 
associated. Hierarchically, global events shall appear under the relevant server. 

5. Via an output pane, the live tab shall allow the user to manually activate external output 
defined on the video management system, for example for switching on lights. Activating of 
outputs shall depend on the individual’s user rights. 

6. Via an audio pane, the live tab shall allow the user to listen to live audio from selected 
microphones or talk to audiences through selected speakers attached to cameras. 

a. The audio pane shall allow muting of live audio from the selected microphone 
temporarily. 

b. The audio pane shall allow the user to talk through multiple speakers connected to the 
system simultaneously. 

c. The audio pane shall contain a button that must be pressed as long as the user wants 
to talk through the selected speakers to prevent transmission of unwanted sound. 

d. The audio pane shall allow the user to lock the selected speaker to talk through, while 
selecting another view or camera. 

7. Using the controls on the PTZ overlay button or the camera toolbar, if the specific PTZ 
camera supports the function, it shall be possible to use the PTZ function the following ways:  

a. Point-and-click: shall allow an operator to point and click inside the image from a 
camera. 

b. Zoom with mouse wheel: shall allow an operator to zoom in and out using the scroll 
wheel on the mouse, when it is provided. 

c. Overlay PTZ navigation button: shall allow an operator to use the navigation buttons to 
move the selected PTZ camera in different directions. 

d. Navigation buttons on the camera toolbar: shall allow an operator to control the selected 
PTZ camera. 

e. Preset positions: shall allow an operator to use preset positions, when they are defined 
for the selected camera by the system administrator. Selecting a preset position from 
the camera toolbar shall make the PTZ camera move to the specified position. 

f. Stop PTZ patrolling: shall allow the operator to stop a patrolling PTZ camera through a 
menu available on the camera toolbar on the required camera’s position in a view on 
the live tab. It shall also be possible to resume the patrolling by selecting the command 
again, or by closing the view in which the PTZ camera is included.  

8. The same PTZ controls shall be able to control a 360-degree/panomorph camera, when the 
view contains such cameras. The following shall be used to control a 360-degree camera: 

a. If supported by the 360-degree camera, an operator shall be allowed to navigate by 
clicking the virtual joystick or the overlay PTZ control button inside the 360-degree 
image. 

b. The virtual joystick shall allow an operator to move the selected 360-degree camera. 

c. The operator shall be able to define a favorite 360-degree position and be able to return 
to that position later by clicking a button.  
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9. The camera toolbar shall contain a digital zoom feature allowing an operator to enlarge a 
portion of a given image to have a closer look, without affecting any recording of video. 

10. The live tab shall allow the operator to operate the overlay buttons. From the overlay buttons 
it shall be possible to: 

a. Activate speakers, events, outputs, move PTZ cameras, clear signals from cameras etc. 

b. Activate camera features, for example, camera focus, iris, auxiliary commands etc. 

11. The live tab shall allow an operator to force one or more cameras to playback mode. This 
function shall view recordings from the individual camera without leaving the live tab. 

a. On the camera toolbar the Independent playback button shall appear when the mouse 
is moved over it. 

b. When the start playback button is pressed, the camera position shall show the most 
recently recorded image from the camera. 

c. A timeline shall appear allowing the operator to select the time and control the direction 
of the video playback. 

d. When forward play or backward play is activated on the timeline, the control button shall 
change to a pause button, allowing the operator to pause the playback at any point in 
the time without having to move the mouse pointer.  

e. The timeline slider shall allow the operator to quickly play the video backward, or 
forward. The farther the slider is moved from its center position the quicker the video 
shall play. 

f. The time and date of the recordings viewed shall be displayed. 

g. From the forced playback mode, it shall be possible to play back recordings. 

h. From the forced playback mode, it shall be possible to press a button that easily shall 
bring the camera back to live mode. 

i. From the forced playback mode, it shall be possible to press a button that shall switch to 
the playback tab where all cameras shall be synchronized to the selected point in time. 

2.45 

VIEWING CLIENT – PLAYBACK 

A. The playback tab shall allow the operator to view playback video, select audio inputs and 

playback audio.. 

1. Via a views pane, the playback tab shall allow the operator to select a view for display. 

2. Via the timeline, the playback shall allow the operator to use time navigation and playback 
controls to drag and select a time interval. 

a. There shall be two timelines, one shall display the selected camera’s recording periods 
and the other shall display recording periods for all the cameras in the view.  

b. Color coding on the timelines shall make it possible to see what type of recording the 
timeline is displaying: light-red for recording, red for motion, light-green for incoming 
audio, and green for outgoing audio.  

c. By dragging the timeline it shall be possible to navigate/browse recordings. 
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d. It shall be possible to navigate recordings by using playback and navigation buttons. 

e. It shall be possible to jump to a particular date and time by selecting the date and time. 

f. It shall be possible to view video in fast or slow motion using a playback speed slider. 

g. It shall be possible to select a period of time for exporting video by dragging the start 
and end time indicators on the timeline. 

h. It shall be possible using a time span control or using the mouse wheel to select the 
time span to be shown in the timeline. 

i. Bookmarks shall be indicated by a bookmark icon, and it shall be possible to preview 
the bookmarked recording by placing the mouse over it. 

j. Via an options function, it shall be possible to customize the layout and information 
shown on the timeline. 

3. Via a cameras pane, the playback tab shall allow the operator to send a camera view to: 

a. A position in the main window, or a new floating window. 

b. To a video wall. 

4. Via a recording search pane, the playback tab shall display an overview of recorded 
sequences. It shall be possible to get an overview for the camera selected, or all cameras in 
the view, as well as search on bookmarks. 

a. Using the recording search pane to play back recordings, the required camera 
sequence must be selected and the start frame of the sequence shall be displayed in 
viewing client window. 

b. A selectable auto-preview function shall allow the user to quickly preview each 
sequence by placing the mouse pointer over the required sequence in the list. 

c. The operator shall have the possibility to display an overview of recording sequences. 

1) When selecting bookmarks, it shall be possible to define the following search time 
interval for these: 

a) Today 

b) Yesterday 

c) This week 

d) Last 7 days 

e) Last 30 days 

f) All 

g) Custom interval: it shall be possible to define a start date with a start time (as 
hours, minutes, and seconds) and an end date with corresponding end time. 

2) It shall be possible for the operator to select to search only for bookmarks created 
the operator himself. 
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5. Via the camera toolbar, the playback tab shall allow the user to add a bookmark to the 
selected camera, as well as add details about the given bookmark, for example a headline 
for easy identification and a more detailed description of the incident. 

2.46 

VIEWING CLIENT – SETUP 

A. The viewing client shall include a setup mode that shall allow the operator to set up a number of 
functionality in the live, playback, or alarm management feature, depending on what tab the 
operator is using. 

B. The viewing client’s setup mode shall allow the operator to create new groups and to create new 
views. It shall be possible for the user to rename, copy or delete existing groups and views. It 
shall be possible to display any combination of the connected cameras, in one of the following 
views: 

1. 4:3 display ratio: 

a. 1 × 1. 

b. 1 + 1. 

c. 1 + 1*. 

d. 1 x 2. 

e. 1 + 2. 

f. 1 + 2*. 

g. 1 + 1 + 2. 

h. 2 × 2. 

i. 4 x 1. 

j. 1 + 1 + 4. 

k. 1 + 5. 

l. 2 × 3. 

m. 1 + 7. 

n. 3 × 3. 

o. 2 + 8. 

p. 1 + 11. 

q. 4 × 4. 

r. 1 + 16. 

s. 4 × 6. 

t. 5 × 5. 

u. 6 × 6. 

v. 7 × 7. 
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w. 8 × 8. 

x. 10 × 10. 

2. 4:3 portrait display ratio: 

a. 1 + 2 P 

b. 1 + 2* P 

c. 1 + 4 P 

3. 16:9 display ratio: 

a. 1 × 3. 

b. 1 + 3. 

c. 2 + 1 + 2. 

d. 2 + 4. 

e. 3 × 2. 

f. 1 + 1 + 6. 

g. 1 + 8. 

h. 4 × 3. 

i. 6 × 3. 

j. 12 × 6. 

4. 16:9 portrait display ratio 

a. 1 + 4 PW 

b. 1 × 6 PW 

C. It shall be possible to change a number of settings for live video: 

1. Live stream, if the relevant camera has been set up with more than one live stream.  

2. Image quality must include: full, super high (for megapixel cameras), high, medium and low 
settings. 

3. Keep image quality when maximized. Upon maximizing a specific camera image to a full 
window, the user shall have the option to: 

4. Use the selected image quality settings for the specified camera, or 

5. Use the maximum image quality available from the camera device regardless of the image 
quality settings for the device in the system. 

6. Frame rate: shall include unlimited, medium and low settings. 

7. PTZ click mode: shall allow operators to choose between a default PTZ mode, virtual mouse 
pointer or click-to-center. 



 

Video Management System 
Architecture & Engineering Specification, March 2012 
This A&E specification text is based upon MasterFormat

®
 (2011 Edition), issued by Construction Specifications Institute (CSI) and 

Constructions Institute Canada. 

 

P
a
g

e
 7

1
 

8. 360° lens split mode: shall make it possible for cameras supporting 360° lens technology to 
choose between a single viewpoint or a two by two split mode which shall let operators view 
four different viewpoints at a time. 

9. Maintain image aspect ratio: shall allow original image aspect ratio to be maintained in the 
display, or it shall allow the image to be scaled to the display. 

10. Update image on motion: shall allow bandwidth from the recording server to be conserved by 
only updating the image display on motion. 

11. Sound on motion detection: shall allow an audible alert to be generated when motion is 
sensed in the camera image to alert users. 

12. Sound on event: shall allow an audible alert to be generated upon an event to alert users. 

13. Display settings: shall allow the use of default settings defined in the options dialog. It shall 
also be possible to enable the display of the camera name in the title bar of each camera 
position for quickly identification of the camera. It shall also be possible to show a live 
indicator that blinks green in the title bar every time a new image is received from the 
camera – an effect that shall make it easy to see that video is received. 

14. Video buffering: shall allow the possibility of building up a buffer used together with MPEG4 
and H.264 cameras to display video from these cameras. 

15. It shall be possible to press an ‘apply to all’-button which shall change the settings for all the 
cameras in the view. 

D. Setup mode shall allow view layouts to be set up with cameras, carousel, special view position, 
HTML pages, static images, maps, alarm list, camera navigation feature, video wall, alarm 
preview and video-sharing content. 

1. The setup mode’s properties pane shall, for example, allow camera properties to be set 
including image quality and frame rate.  

2. The setup mode shall have a properties pane for configuration of an HTML page: 

a. It shall be possible to specify a new URL, or a location of the required HTML page. 

b. It shall be possible to scale the size of the HTML page. 

c. It shall be possible to enable HTML scripting, used for custom-made HTML pages with 
navigating and activating features that must be active inside the viewing client. 

d. It shall be possible to hide the default HTML toolbar, which shall contain: back, forward, 
refresh and home buttons. 

3. If logged in on a federated architecture hierarchy the system overview shall show the system 
as hierarchy tree lists in dialogs where resources can be picked or used. 

a. When creating views it shall be possible to mix cameras and other view items from 
different sites in the hierarchy in the same view. 

1) Views shall be stored on the site where the user logged in, like in standalone 
systems. 

2) Views created on other sites in the hierarchy shall not be accessible to the users, 
unless the site on which they log on gives them access to these views. 
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3) Once views have been configured for the users, they must not experience it 
differently than accessing cameras on a standalone system, as the system shall 
simply appear to them as one large system. 

E. Overlay buttons shall allow operators to add an unlimited numbers of overlay buttons to each 
camera position. The overlay buttons shall be assigned to the cameras with the different actions, 
outputs, events, PTZs etc. 

1. Overlay buttons shall be scalable in size. 

2. Overlay buttons shall be added to the camera by dragging the action, event, output etc. from 
a pane to the position on a camera image. 

3. Overlay buttons shall snap to a grid for easy alignment. 

4. The text on the overlay button shall by default be the name of the action or event. 

5. The text on the overlay buttons shall be editable. 

2.47 

SEQUENCE FUNCTION 

A. The viewing client’s sequence function shall allow the operator to navigate through sequences of 
recorded video from one or more cameras. 

B. The sequence function shall display all video content as preview thumbnails that shall be shown 
chronologically. 

1. Thumbnails shall be listed side-by-side to allow operators to compare video sequences. 

2. It shall be possible to search for video by time interval, sequence or bookmarks: 

3. Time intervals shall display thumbnails with a specific time interval. Time intervals shall have 
a default value of 30 seconds. It shall be possible to specify a custom interval from anything 
between from 1 second to 24 hours. 

C. Sequences shall display a thumbnail for each recorded video sequence.  

D. Bookmarks shall display a thumbnail for each bookmark found.  

1. It shall be possible to see details of the bookmark by placing the mouse cursor above the 
relevant thumbnail.  

2. It shall be possible to edit, delete, print, and export sequences, time intervals and bookmarks 
if the operator has been given permission to do this by the system administrator. 

a) Deleting a bookmark shall delete the bookmark from the video management system. 
Operators shall be prompted for confirmation before the bookmark is deleted. 

3. A size slider shall make it possible to resize the thumbnails. Resizing thumbnail shall change 
the number of displayed thumbnails.  

4. It shall be possible to show the following details for each thumbnail: 

a) Image only 

b) Date  



 

Video Management System 
Architecture & Engineering Specification, March 2012 
This A&E specification text is based upon MasterFormat

®
 (2011 Edition), issued by Construction Specifications Institute (CSI) and 

Constructions Institute Canada. 

 

P
a
g

e
 7

3
 

c) Camera and date 

5. A placeholder thumbnail shall be shown if there is no recorded video from a specific point in 
time, for example due to server communication error, a decoding error, etc. 

E. A calendar function shall make it possible to jump to a specific time and see sequences from the 
selected time. 

F. A sequence slider shall make it possible to move the shown video sequence thumbnails 
backward or forward in time.  

G. The sequence function shall contain a video playback window including a timeline to which a 
selected video sequence thumbnail shall be sent for playback purposes. 

1. When a thumbnail is clicked, the video from that thumbnail shall be shown in the video 
playback window. 

2. An autoplay function shall play the video sequence automatically. It shall be possible to 
deselect and reselect autoplay if this setting is changed. 

3. The video playback window shall include playback controls for controlling the playback of the 
video sequence. 

4. A speed control shall make it possible to speed up or speed down the playback of the video 
sequence. 

5. A playback slider control shall make it possible to slowly go forward or backward in time in 
the video sequence. 

H. Via a bookmark button, an operator shall be able to access a bookmark function where it shall be 
possible to set a bookmark for a given video sequence. Operators shall be able to increase or 
decrease the time span for the bookmark.  

1. The bookmark function shall include the same playback controls and the playback slider 
control from the video playback window. 

2. The following shall be automatically be assigned to the bookmark: 

a) Bookmark ID (defined in the management client) 

b) Bookmark added by (person responsible) 

3. It shall be possible to enter a headline and a description for the bookmark. 

2.48 

VIDEO EXPORT 

A. Via an export button, it shall be possible to export video sequences to an export destination and 
to select what file format the exported video sequence shall have. 

1. It shall be possible to enter a name for the exported video sequence. 

2. It shall be possible to select an export destination for the video sequence.  

a. It shall be possible to save the exported video sequence to a local or network drive 
connected to the video management system. 

b. It shall be possible to save the exported video sequence to a media burner.  
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3. It shall be possible to include video sequences from several devices.   

4. It shall be possible to set a privacy mask to the exported video sequence. An expandable 
grid shall allow the operator to set size of the privacy mask added. Privacy masks shall be 
set individually for each camera. 

5. It shall be possible to select an export format, it shall be possible to choose between a native 
database format, media play format (AVI) or still images (JPEG). 

6. The native database format shall have the following settings: 

a. It shall be possible to include a standalone viewing client, which shall be able to play the 
native database format files. The native database format files shall only be viewable in 
the standalone viewing client.  

b. It shall be possible to block the exported video sequence from being re-exported. 

c. It shall be possible to password protect the native database export with 56-bit DES-
encryption or 128-bit, 192-bit, and 256-bit AES encryption. 

d. It shall be possible to include a digital signature to the exported video sequence which 
shall confirm that the exported video sequence has not been tampered with when 
playing them back.  

1) If digital signatures have been enabled in the management client, the digital 
signatures shall be verified during the export process. 

2) If verification of the digital signatures fails, the export shall also fail. 

3) If the standalone viewing client is included in the export, the recipient of the export 
shall be able to verify the signature in the standalone viewing client. 

4) Digital signatures shall not be included in exports that include a privacy mask. 

e. It shall be possible to select to keep the view layout from the current video sequence 
that is being exported or to optimize the layout to squared views of up to 25 positions in 
the view. 

f. It shall be possible to add comments to the export. It shall be possible to add comments 
for the individual cameras or for the project as a whole. 

7. The media player format (AVI file) shall be playable in any media player if the relevant video 
codec is installed on the viewing computer and shall have the following settings: 

a. It shall be possible to only export the video, the audio or both audio and video for the 
selected video sequence. 

b. It shall be possible to select which video codec shall be used in the exporting process 
from a list of codecs. The list of codecs shall contain video codecs available on the 
operator’s local PC. 

c. It shall be possible to add a timestamp with the data and time from the video 
management system to the exported video. The timestamp shall be shown at the top of 
the exported video. 

d. It shall be possible to reduce the frame rate for the export. If selected, every second 
image shall be included and the exported video shall play back in real-time. 
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e. It shall be possible to create pre- and post-texts for the exported video file. These texts 
shall be added to all cameras in the export and shall be displayed as still images before 
or after the video is played. It shall be possible to change the font, the font size, the font 
and background color and the duration of the individual slides. 

8. The still image format (JPEG file) shall export a still image for each frame in the selected 
period of time. 

a. It shall be possible to add a timestamp with the data and time from the video 
management system to the exported still image. The timestamp shall be shown at the 
top of the exported still image.  

9. A video sequence that contains a privacy mask shall, when being exported as a still image, 
media player format, or native database format, keep the applied privacy mask as a black 
part on the image. The operator shall be notified that exporting images including privacy 
mask will result in larger file sizes and longer export time. 

2.49 

PRINTING FUNCTION 

A. It shall be possible to print a surveillance report that shall include a still image (JPEG) from a 
selected video sequence. 

1. The surveillance report shall also include: 

a. A headline that can contain up to 50 characters and be edited 

b. The name of the camera 

c. An image-capture time, showing the date, time and time zone for the time when the 
image was captured. 

d. A report print time, showing the date, time and time zone for the time when the report 
was printed. 

e. User name of the operator who printed the surveillance report. 

f. An optional user’s note with a description of the incident. 

2. It shall be possible to enter page setup where it shall be possible to change the paper size, 
paper source and paper orientation (portrait/landscape). 

3. It shall be possible to see a preview of the finished surveillance report. The preview shall 
open in a separate window. The preview shall not be editable. 

4. If zoom has been used on the image, the surveillance report shall be printed with the 
zoomed image. 

5. If the printed image is from a bookmark, details of the bookmark shall be included in the 
print. 

6. If the printed image is from the transactional data solution (add on), details of the transaction 
shall be included in the print. 

7. If the printed image is from an alarm, details of the alarm shall also be included in the print. 
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2.50 

BOOKMARKING 

A. A bookmarking feature shall be included in the video management system, allowing the viewing 
client users to mark incidents on live and/or playback video streams. 

B. It shall be possible to set bookmarks via rules or from the viewing client, and stored server side. 

C. Bookmarks and comments shall be removed automatically once the associated recording is 
deleted. 

D. The following actions shall make entries to the audit log; add, edit, delete, view details, search for, 
and list bookmark search results in the viewing client. 

1. When used in a federated hierarchy, each bookmark shall be stored per camera on the 
individual sites in the hierarchy. Access to add, delete, edit and view the bookmarks shall 
depend on user rights per camera on the different sites. 

2. Via the camera toolbar, it shall be possible to add a quick bookmark time stamped with the 
current time on the selected camera. 

3. The following shall automatically be assigned to the bookmark: 

a. Bookmark ID (defined in the management client) 

b. Bookmark added by (person responsible) 

c. The following information shall be assigned with the bookmark, when the user enables 
the add details function: 

1) Clip start time 

2) Bookmark time 

3) Clip end time 

4) Define a headline 

5) Write a description about the bookmark 

2.51 

MAPS 

A. The viewing client shall include a built-in map function which shall provide an intuitive overview of 

the system and shall offer integrated access to all system components. 

B. The map function shall be able to use standard graphical file formats including: jpg, gif, png, tif, 

etc. 

C. It shall be possible to use any number of layered maps and to easily drag-and-drop and point-

and-click icons representing cameras, servers, microphones, speakers, I/O devices, connection 

areas, and PTZ presets to maps. 

D. Connection areas shall be allowed for intuitive navigation between different map levels. 
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1. When used in a federated architecture, the map function shall allow a viewing client user to 
link the maps from different sites together by using connection areas. Each site in the 
hierarchy shall have its own map server installed. 

2. When used in a federated architecture, the viewing client shall be able to connect to another 
site’s map server and show the map, giving the user the experience of one big integrated 
system. 

E. The viewing client shall support a map function which shall support instant camera preview when 
moving the mouse pointer over a specific camera. 

F. The map function shall support integrated control of speakers, microphones, events, and I/O. 

G. The map function shall support real-time status monitoring indication from all system 
components. 

H. The map function shall support graphical at-the-glance visualization of the system status through 
color coding. 

I. The map function shall support hierarchical propagation of status indication to higher order maps. 

J. The map function shall support different status level indication for warnings and errors. 

K. The map function shall support status details for cameras and servers, for example: camera 
resolution, FPS, network usage, disk space, etc. 

L. The map function shall provide a central overview of the video management system via an alarm 
list containing high, medium or low prioritized alarms. Furthermore, the alarms shall be 
categorized by the following states: new, in progress, on hold, or closed. Alarms must be possible 
to acknowledge by right-clicking elements on maps. 

M. Operators shall be able to replace the graphical image to update the current map image with a 
newer version if the video management system administrator has given the operator the rights to 
do so in the management client.  

2.52 

ALARM MANAGEMENT FEATURE 

A. The alarm management feature shall be available on an alarm management tab in the viewing 

client.  

B. The alarm management tab shall allow operators to have a centralized point from which it shall be 

possible to keep track of incoming alarms. 

C. An alarm preview window shall display recorded video from a selected alarm or event if these 

have videos associated with them. If there are more than one camera associated with an alarm or 

if more than one alarm is selected, the preview shall show video from all associated cameras (up 

to 15 cameras). 

D. The alarm preview shall have the following settings: 

1. Show duplicate cameras, which, when selected, if duplicate cameras are among the related 

cameras, the preview shall display duplicate video recordings. 

2. Show event source cameras, which, when selected, shall display video from the camera for 

which the alarm or event has been set up on the video management system server.  
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3. Show related cameras, which, when selected, shall display video from related cameras in the 

alarm preview.  

a. It shall be possible to display up to 16 related cameras for a single alarm or event. 

b. The number of related cameras in the viewing client shall be set up per alarm in the 

management client and shall not be configurable for operators in the viewing client. 

4. Show overlay, which, when selected, shall be able to show plug-in features, for example, 

lines tracking the movement of moving objects, together with the alarm preview, if a plug-in 

with such functionality has been installed to the video management system.  

E. It shall be possible to insert and use maps  

1. In a map overview list, it shall be possible to switch between all added maps. 

2. It shall be possible to set one map as the home map. A home button shall allow operators to 

return to the home map if they are looking at other added maps.  

3. A next/previous button shall allow operators to navigate backward and forward between the 

various added maps. 

F. An alarm list shall by default fetch and show up to 100 alarms at a time. 

1. It shall be possible to change the number of alarms to fetch and show in the alarm list, which 
can be any numeric number from 1-999. 

G. The alarm list shall also be able to show an event list for plug-ins or analytics events (for 

example, access control or license plate recognition) if selected in setup mode. 

H. The alarm list shall include a number of columns that shall describe different details of the 

alarm/event, for example the time of the alarm, the alarm priority level, alarm ID and type of alarm  

I. It shall be possible to filter the columns in the alarm list, to drag them to other positions and to 

right-click to show and hide certain columns.  

J. A navigation tree shall be available to the list of the columns in the alarm list.  

1. It shall be possible to filter which server to view video from.  

2. It shall be possible to filter which alarm states should appear in the alarm list. 

3. It shall be possible to hide/show the navigation tree in setup mode.  

K. It shall be possible to double-click an alarm to open an alarm window. The window shall show a 

preview of the alarm incident and live video. It shall be possible to manage the alarm in the 

following way: 

1. State, which shall let the operator change the state of the alarm, for example from New to In 

progress. 

2. Priority, which shall let the operator change the priority of the alarm. 
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3. Assigned to, which shall let the operator assign the alarm to a user in the organization, 

including the operator him/herself. The person to whom the alarm is assigned shall become 

the owner of the alarm. 

4. Comment, which shall let the operator write comments, and remarks related to the alarm, for 

example the action taken during the alarm. 

5. Alarm history, which shall show a summary of how the operator has handled the alarm 

previously. Any comments added, reassigning of alarms between operators, or changes made 

to the alarm state or priority by the operator or other operators shall be included in the alarm 

history. 

6. Print, which shall let the operator print a report with information about the alarm, including 

alarm history and, if available, a still image (JPEG) from the time of the alarm. 

L. It shall be possible to ignore operational states or disable alarms (for example, a camera that is 

not responding or is disabled) in the map overview. 

1. Disabled alarms shall appear and remain in the alarm list. 

a. Operators shall be able to select a time and/or date for when an alarm shall be disabled or 

an operational state shall be ignored. 

b. It shall be possible to modify or delete disabled alarms if they need to be changed or are 

no longer needed. 

2. Disabled alarms shall appear in a separate list of disabled alarms; the operator shall be able 

to edit the disable period or enable the alarm again. 

M. It shall be possible to acknowledge that an alarm has been received and will be handled. It shall 

be possible to acknowledge multiple alarms simultaneously. 

N. It shall be possible to view alarm reports in two comparable graphs, representing predefined 

reports on category, state, priority, reasons for closing the alarm, site, and response time. 

1. The graphs shall display the number of alarms on a vertical axis and the time frame on a 

horizontal axis. 

2. It shall be possible to filter the interval of the alarm report so that it displays alarms over a 

period of 24 hours, 7 days, 30 days, 6 months, or a year.  

O. If the viewing client loses connection to the event server service which is the component handling 

alarms, the alarm list shall notify the operator of this by switching the color of its top bar from blue 

to red. When connection is restored, the top bar shall go back to being blue.  

P. It shall be possible to enable a sound notification which shall alert operators of new alarms. It 

shall be possible to use a default sound file or a custom .wav file which can be uploaded to and 

tested in the management client. It shall be possible to remove the sound notification again if it is 

no longer needed. 
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Q. It shall be possible to enable a visual notification on the alarm management tab which shall alert 

operators of new alarms. The visual notification shall indicate the number of new alarms with a 

small red icon. 

2.53 

SYSTEM MONITORING FEATURE 

A. The system monitoring feature shall be available on the system monitoring tab in the viewing client 

and the system dashboard in the management client.  

B. The system monitoring feature shall give operators the possibility of viewing system information 

and creating reports on: 

1. Management servers, which shall show CPU and memory usage on the management server 

2. Recording servers, which shall show CPU and memory usage on any number of recording 

servers  including usage data for: 

a. Disk 

b. Storage 

c. Network 

d. Camera 

3. Failover servers, which shall show CPU and memory usage on any number of failover 

servers 

4. Additional servers, which shall show CPU and memory usage on log servers, event servers, 

etc. 

5. Cameras, which shall show a list with the following items. 

a. Camera status 

b. If the individual is recording or not 

c. The name of the camera, the hardware device and the IP address of the hardware 

device 

d. The recording server the camera is connected to 

e. What storage the camera is using 

f. The amount of storage space the recordings from the camera are taking up 

g. Live frames per second (FPS) 

h. Live video format, for example H.264 or MJPEG 

i. Recording video format, for example H. 264 or MJPEG 

j. Media data received (Kbit/s) 
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C. All available elements shall include a history link which shall be clickable to show historic data 

and reports for the element in question 

1. For cameras, it shall be possible to see history for the individual camera by clicking the name 

of the camera. 

2. It shall be possible to save or print reports by pressing a’ send to PDF’-icon. 

2.54 

STANDALONE VIEWING CLIENT 

A. The standalone viewing client shall make it possible to view exported audio and video databases. 

B. The standalone viewing client shall run from an .exe file, and no installation of software shall be 
required in order to view exported sources. 

C. The standalone viewing client shall share the interface and functionalities of the viewing client  

D. The standalone viewing client shall facilitate instant playback of exported material when the 
program is executed. 

E. From a project pane, a project functionality for investigation projects shall exist and allow for:  

1. Import of multiple exported sources that can be added to an existing project. 

2. Offline creation of new projects. 

3. Common tampering and password protection for the exported sources. 

F. It shall be possible to assign a password to a project or to devices so that only people with 
permission shall be able to access the project or devices. It shall be possible to add a single 
password to the overall project or assign a password for each single database when opened. 

1. Once a password has been set to a project, the password shall not be possible to delete. It 
shall be possible to edit the password. 

G. From a views pane, it shall be possible to add, create, edit, or delete views in the standalone 
viewing client. 

H. From an overview pane, it shall be possible to see the cameras, microphones, speakers, HTML, 
images, and other plug-ins, for example, from the transactional data application, that are 
assigned to the project, 

I. It shall be possible to link audio to a device by clicking a ‘link audio to camera’-button in order to 
have associated audio always selected when viewing recorded video from a particular camera. 

J. An open database wizard shall allow users to open a database from an archive or previously 
exported material. 

1. The open database wizard shall automatically repair corrupted database files. 

2. Digital signatures shall be visible and it shall be possible to verify the database when it is 
added to a project. 

K. It shall be possible to verify signatures of native database format video sequences to verify that 
the files have not been tampered with. The following states shall be available: 

1. Verified 
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2. Partially verified (if some of the files have not had signatures attached) 

3. Not signed 

4. Failed (shall include a timestamp) 

L. The standalone viewing client shall be available in the following languages: American English, 
Arabic, Bulgarian, Simplified Chinese, Traditional Chinese, Czech, Danish, Dutch, Finnish, 
French, German, Hebrew, Hindi, Hungarian, Italian, Japanese, Korean, Norwegian, Polish, 
Portuguese (Brazilian), Russian, Spanish, Slovak, Swedish and Turkish. 

2.55 

WEB VIEWING CLIENT 

A. The web viewing client shall offer live view of up to 16 cameras, including PTZ control with 
joystick, 360-degree lens cameras and event/output activation. The playback function shall give 
operators concurrent playback of up to 16 recorded videos with date, alert sequence, or time 
searching. 

B. The web viewing client shall offer quick overview of sequences with detected motion. 

C. The web viewing client shall be able to generate and export evidence in media player (AVI) 
format or still image (JPEG) format. 

D. When being exported as still image or media player format, a video clip containing privacy mask 
shall keep the applied privacy mask as a blurring on the image. 

E. The web viewing client shall be able to print images. 

F. The web viewing client shall have the ability to adjust the display parameters of the video images. 
This means reducing the frames per second, or reducing the resolution from the recording server 
to optimize bandwidth utilization. 

G. View support: the web viewing client shall support shared and private views with a layout of up to 
4×4 positions. Any of these views shall have the ability to contain a combination of cameras, 
images, and HTML page view items. 

H. Microsoft Active Directory Support: the web viewing client shall support login using Microsoft 
Domain Controllers and the local Windows user account database on the management server. 

I. The web viewing client shall support the following languages: American English, Simplified 
Chinese, Czech, Danish, German, French, Italian, Japanese, Spanish and Swedish.  

2.56 

MOBILE VIEWING CLIENT 

A. It shall be possible to access and view cameras and views on a smartphone or a tablet (a mobile 
device). 

B. Access to cameras and views on a mobile device shall be established through three components: 

1. A mobile server that shall be able to run as a dedicated server or on a server running a video 
management system. 

2. A mobile plug-in that shall integrate with the video management system to provide the 
necessary configuration for the mobile server to integrate with the relevant video 
management system. 

3. A mobile client application running on a mobile device that shall connect to the cameras and 
views in the video management system. 
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C. The mobile device shall connect to the same network as the machine running the mobile server. 

D. Mobile server functionality: 

1. The installer for the mobile server shall be available on the website of the video management 
system provider. 

2. It shall be possible to configure the following elements for the mobile server in the 
management client/client: 

a. Add  a mobile server 

b. Edit a mobile server 

c. Rename a mobile server 

d. Delete a mobile server 

e. View server status, which shall include server status field that shall show: 

1) How long the server has been running since the last time it was stopped 

2) Current CPU usage on the mobile server 

3) Current internal bandwidth in use between the mobile server and the relevant 
recording server 

4) Current external bandwidth in use between the mobile device and the mobile 
server 

5) User names of mobile client application users connected to the mobile server 

6) Current relation between the mobile server and the mobile client application user 

7) Bandwidth usage for a particular mobile client application user 

8) Number of currently open live video streams for the relevant mobile client 
application user  

9) Number of currently open playback video streams for the relevant mobile client 
application user 

3. It shall be possible to fill in the following properties for the mobile server in the management 
client/client: 

a. The name of the mobile server 

b. Description of the mobile server 

c. IP address, which shall be unique for the mobile server 

d. Port number (default port 8081) 

e. The default time frame for how often the mobile client must indicate to the mobile server 
that it is up and running. 

f. Login method 

1) Automatic 

2) Windows only 
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3) Basic only 

g. Enable or disable viewing of an all cameras view. 

h. Location of log file 

i. Number of days log files are saved (default value shall be three days) 

j. Default level of CPU usage 

k. Default internal bandwidth usage 

l. Default external bandwidth usage 

m. Default time frame (30 seconds) for checking warning levels 

E. Mobile plug-in functionality: 

1. The installer for the mobile plug-in shall be available on the website of the video 
management system provider. 

F. Mobile client application functionality: 

1. It shall be possible to download and install the mobile client application to a mobile device. 

2. The mobile client application shall be available for free download on Google Play and App 
Store. 

3. The mobile client application shall work with smartphones or tablets with Android 2.2+ or 
newer or iOS 5+ or newer installed and portable music players with iOS5+ or newer installed. 

4. The mobile client application shall be able to log into the video management system through 
the mobile server functionality. 

a. A correct login to the mobile server functionality shall enable the distribution of video 
streams from relevant recording servers to the mobile client. 

b. It shall not be required to access the internet in order to establish the setup between the 
mobile client and the mobile server functionality. 

c. It shall be possible to add as many mobile servers as required as long as the user has 
log-in credentials for these servers. 

d. The mobile client shall use cameras and views already set up in the video management 
system. 

1) An all-cameras view shall be available for mobile client users that do not have any 
views set up in the management client/application. 

5. The mobile client application shall include the following tabs: 

a. A server tab, displaying the available server and letting users select which server to 
connect to. 

b. A views tab, displaying displays and previews of available views. 

1) It shall be possible to choose between live and recorded video streams. 

c. A setting tab, displaying user settings and allowing the user to edit to edit relevant 
settings. 
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6. Context sensitive menus shall be available and include the following items, depending on 
where in the mobile client application the user is: 

a. Cancel, which shall cancel filter settings on views. 

b. Edit, which shall edit the server settings of the selected server. 

c. Exit, which shall exit full screen 

d. Filter, which shall enable filtering on views. 

1) All views shall be selected by default. 

2) It shall be possible to clear views that are not needed. 

e. Go to time, which shall open a menu that shall let the user select to view at a specific 
time in the past. 

f. Help, which shall give access to the mobile client application’s online help. 

g. Home, which shall send the user to the list of views in the views tab. 

h. Live, which shall exit playback mode on a selected camera and enter live mode. 

i. New, which shall add and configure a new server. 

j. Hide/show live picture-in-picture, which shall turn on/off a small picture-in-picture in live 
mode. 

k. Playback, which shall switch from live to playback mode on a selected camera in 
playback mode. 

l. Playback speed, which shall open a menu with a selection of playback speeds on a 
selected camera in playback mode. 

m. Presets, which shall open a menu with selection of presets for PTZ-cameras on a 
selected cameras. 

n. PTZ, which shall enable a number of PTZ icons on the screen which shall allow you to 
pan, tilt and zoom in on the current image. 

o. Save, which shall save your filtered view(s). 

p. Snapshot, which shall take a snapshot of the current frame and save it automatically to 
the device’s photo library.  

7. The servers list shall allow a user to tap a server to connect to this server and to access the 
server’s context menu. 

a. The context menu for the servers tab shall contain the following settings: 

1) Disconnect a server 

2) Connect to a server 

3) Edit server settings for the server 

4) Delete the server from the mobile client application 

b. It shall be possible to fill in the following details in the server context menu: 
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1) Name, where it shall be possible to enter or edit the name of the server. 

2) Address, where it shall be possible to enter or edit the IP address of the computer 
where the server is running. 

3) Port number, where it shall be possible to edit the port number the mobile client 
application uses to communicate with the server. The default port number shall be 
8081. 

4) Description, where it shall be possible to enter or edit a description for the server. 

5) User name, where it shall be possible to enter a user name. 

6) Password, where it shall be possible to enter a password. 

7) Save credentials, where it shall be possible to save user name and passwords for 
future usage. 

8) Automatic login, where it shall be possible to select that you want to log in 
automatically. 

8. A views list shall list the available views in a surveillance setup, as well as the type of view 
(private, shared, cameras), name and number of cameras. 

9. The views list menu shall contain the following settings: 

a. Filter 

b. Help 

c. Filter views, which shall make it possible to remove any views not needed. 

d. Open a view in grid view 

e. A filter menu, where it shall be possible to select save or cancel 

10. Application settings shall allow a user to view and/or edit the following settings: 

a. Client version, which shall show the version number of the mobile client application 
installed on a smartphone/tablet. 

b. Stay awake, which shall show whether sleep mode is disabled during video streaming 
or not (both in live and recording mode). 

c. Frames per second, which shall set a frames per second value (between 1 and 30) for 
transfer of video from the mobile server to the mobile device. 

d. Optimize bandwidth, which shall allow a user to reduce the quality of the images sent to 
the mobile client to preserve bandwidth. 

e. Auto-hide playback controls, which shall hide icons in the playback navigation bar 
automatically after a while. Tapping the screen shall make the playback controls 
reappear. 

f. Auto-hide PTZ controls, which shall hide icons in the playback navigation bar 
automatically after a while. Tapping the screen shall make the PTZ controls reappear. 

11. Opening a view in grid view shall display all relevant cameras in a grid. 
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a. All cameras shall contain a red icon that shall indicate motion on the relevant camera 
when motion is detected. 

b. All cameras shall contain a green icon that shall indicate that video is being recorded 
every time a new image is received from the camera. 

12. It shall be able to view a camera in full screen mode and adjust the image in the following 
ways: 

a. Use PTZ on PTZ cameras 

b. Zoom in and out (digital zoom) by pinching the screen 

c. Switch between image fitting to screen and image cropped by tapping 

d. View a camera in playback mode 

13. Playback mode shall include a navigation bar that shall help users navigate recorded video. 
The navigator bar shall include: 

a. Buttons always available: 

1) A time-specification button 

2) A set playback speed button 

b. Buttons available when playback is stopped: 

1) A view previous image button 

2) A forward playback button 

3) A backwards playback button 

c. Buttons available when playback is running: 

1) A pause playback button 

2) A move to the first image in the next sequence-button 

3) A move to the first image in the previous sequence-button 

14. It shall be possible to view picture-in-picture in live mode. 

G. A default demo server shall be available in the mobile client application for users to test the 
mobile client application without having a video management system setup.  

1. The demo server shall show random demo content, and it shall not be possible to edit or 
delete any views, cameras or settings of the demo server. 

H. The mobile viewing client application shall support the following languages: Simplified Chinese, 
Traditional Chinese, Czech, Danish, Dutch, English (American), Finnish, French, German, 
Hebrew, Italian, Japanese, Korean, Portuguese (Brazilian), Russian, Slovak, Spanish and Thai. 

2.57 

TRANSACTIONAL DATA APPLICATION 

A. The transactional data application shall enable the operator to search and view transaction data 
from third-party systems that is time-linked to video recordings of the relevant transaction 
activities. 
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B. The transactional data application shall integrate digital video surveillance images with Point of 
Sale (POS), or Automated Teller Machine (ATM) transaction data. The application shall enable 
operators to efficiently answer questions critical to an investigation including: 

1. If the employee entered the right amount for the product visible on the counter. 

2. If all items were scanned at the register. 

3. If a returned item was handled properly. 

4. If employee discount was given to a non-employee. 

5. The appearance of the customer if the use of a stolen credit card was reported. 

C. The transactional data application shall support integration of ATM or POS transaction data via 
an open interface supporting a serial server, serial cable or IP connection. The application shall 
be compatible with any TCP/IP or serial ASCII data source. 

D. The transactional data application shall support creation of views in viewing clients with the 
transaction data and associated video to be displayed in separate windows. 

E. The transactional data application must include a filter that shall enable the user to edit the 
transaction data and remove unwanted or unnecessary data from the ATM or POS database. 

F. The transactional data application shall enable the user to search for transactions by 
register/ATM, camera, date, time, or free text. All transactional data shall be stored in an SQL 
database. 

G. The transactional data application shall utilize a client/server architecture using HTTP, or TCP 
directly for communication. 

H. The transactional data application shall be supported as a plug-in by the viewing clients. 

2.58 

SCREEN RECORDING SERVICE 

A. The screen recording service shall enable a computer with Windows installed to act as an IP 

video camera, sending the contents of its desktop to the recording server to which it is connected. 

B. The screen recording service shall consist of a small application to install to one or more 

Windows computers, and a camera driver. 

C. It shall be possible to download the screen recording service from the website of the video 

management system provider. 

1. A camera license for the video management system is required in order to add the screen 
recording service to the video management system. 

D. The screen recording service shall only be able to connect to and request video from a computer 

with the screen recording application installed. 

E. The screen recording service shall run as a service in the background that shall invisibly and 

automatically start up every time the user logs in to the computer. 

F. The screen recording service shall provide the interface that the video management system can 

connect to and retrieve images from.  
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1. If the screen recording service is shut down on the computer with the service installed, this 

shall be indicated in the video management system’s interface as a red screen with a cross 

over it. 

G. It shall be possible for system administrators to set up and change the following configuration 

parameters before and after installation of the screen recording service: 

1. Password that shall ensure that only the relevant recording server may request video from 
the computer on which the screen recording service is installed. 

2. Port number to connect to. The default port number shall be 52111. 

3. Mac Address. It shall be possible to choose between any available MAC address on the 
computer with the screen recording service installed. 

H. The screen recording service shall capture the computer’s screen at a set frame rate. 

1. It shall be possible to set up the number of frames per second. 

2. To preserve CPU usage on the computer with the screen recording application installed, the 

screen recording application shall not send more than four frames per second. 

I. It shall be possible to change the quality of the images sent. By default, these images shall be in 

JPEG format. 

J. It shall be possible to define the capture mode: 

1. Primary screens, which shall capture what it shown on the primary screen only. 

2. All screens, which shall offer a mosaic of all screen set up for the computer with the screen 

recording service installed.  

2.59 

VIDEO CONTENT ANALYSIS SOLUTION 

A. The video content analysis solution shall enable the integration of multiple video content analysis 
systems from different manufactures. 

B. The video content analysis solution shall provide a single, easy-to-manage interface. 

C. The video content analysis solution shall handle video analytics from different types of video 
content analysis systems. 

1. Server-based 

2. Edge-based 

3. Library-based 

D. The video content analysis solution shall support a common alert XML format to convert other 
third party analytics components. 

E. The video content analysis solution shall utilize a client and allows an operator to create views 
with pre-defined filters and search criteria. 
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2.60 

VIDEO WALL APPLICATION 

A. The video wall application shall be an add-on product to the video management system. 

B. The video wall application shall make it possible for a user to have situation awareness in hectic 
environments, for example large surveillance centers, etc. 

C. The application shall provide dynamic control of the layout of the video wall, and content shall 
easily be added by dragging and dropping cameras into view positions on the video wall. 

D. The federated architecture shall support integration and user control of the video wall application 
when the video wall is installed on the same site that the users are logged in to. 

1. The user logged into the viewing client controlling the content of the video wall must have 
sufficient user rights on all sub sites in the hierarchy in order to be able to view live images 
from the cameras.  

E. It shall be possible for operators to manually set video wall to presets and set a video wall monitor 
to show specific cameras. 

F. For detailed information about the video wall application, please refer to the specific Architecture 
& Engineering Specifications covering the video wall application. 

2.61 

SYSTEM REQUIREMENTS 

A. The video management system shall be able to use computer, servers, storage and switches 
from any manufacturer with components that meet the minimum requirements. 

1. The video management system shall be installed by a certified technician in accordance with 
all vendor-specified installation documentation. Specifications for each component of the 
video management system shall be calculated for each application to ensure product 
performance. 

B. The different video management system components shall be able to run on the following 
operating system setups: 

1. Management server: Microsoft
®
 Windows

®
 Server 2008 R2 (64-bit), Microsoft Windows 

Server 2008 (32-bit or 64-bit), Microsoft Windows Server 2003 (32-bit or 64-bit). To run 
clustering/failover servers, a Microsoft Windows Server 2003/2008 Enterprise or Data Center 
edition is needed. 

2. Event server: Microsoft Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 
(32-bit or 64-bit), Microsoft Windows Server 2003 (32-bit or 64-bit). 

3. Log server: Microsoft Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 
(32-bit or 64-bit), Microsoft Windows Server 2003 (32-bit or 64-bit). 

4. Service channel: Microsoft Windows Server 2008 R2 (64-bit), Microsoft Windows Server 
2008 (32-bit or 64-bit), Microsoft Windows Server 2003 (32-bit or 64-bit) 

5. Recording server/Failover server: Microsoft Windows 7 Ultimate (32-bit or 64-bit), Microsoft 
Windows 7 Enterprise (32-bit or 64-bit), Microsoft Windows 7 Professional (32-bit or 64-bit), 
Microsoft Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 (32-bit or 64-
bit), Microsoft Windows Vista Business (32-bit or 64-bit), Microsoft Windows Vista Enterprise 
(32-bit or 64-bit), Microsoft Windows Vista Ultimate (32-bit or 64-bit), or Microsoft Windows 
Server 2003 (32-bit or 64-bit) 
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a. It shall be possible to run multiple instances of 32-bit recording server services on both 
32-bit and 64-bit operating systems and multiple instances of 64-bit recording server 
service on 64-bit operating systems. 

6. Management client: Microsoft Windows 7 Ultimate (32- bit or 64-bit), Microsoft Windows 7 
Enterprise (32-bit or 64-bit), Microsoft Windows 7 Professional (32-bit or 64-bit), Microsoft 
Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 (32-bit or 64-bit), 
Microsoft Windows Vista Business (32-bit or 64-bit), Microsoft Windows Vista Enterprise (32 
or 64-bit), Microsoft Windows Vista Ultimate (32-bit or 64-bit), or Microsoft Windows Server 
2003 (32-bit or 64-bit). 

7. Viewing client: Microsoft Windows 7 Ultimate (32-bit or 64-bit), Microsoft Windows 7 
Enterprise (32-bit or 64-bit), Microsoft Windows 7 Professional (32-bit or 64-bit), Microsoft 
Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 (32-bit or 64-bit), 
Microsoft Windows Vista Business (32-bit or 64-bit), Microsoft Windows Vista Enterprise (32-
bit or 64-bit), Microsoft Windows Vista Ultimate (32 or 64-bit), Microsoft Windows XP 
Professional (32 or 64-bit) or Microsoft Windows Server 2003 (32-bit or 64-bit). 

8. Web-viewing client: Microsoft Windows 7 Ultimate (32-bit or 64-bit), Microsoft Windows 7 
Enterprise (32-bit or 64-bit), Microsoft Windows 7 Professional (32-bit or 64-bit), Microsoft 
Windows Server 2008 R2 (64-bit), Microsoft Windows Server 2008 (32-bit or 64-bit), 
Microsoft Windows Vista Business (32-bit or 64-bit), Microsoft Windows Vista Enterprise (32-
bit or 64-bit), Microsoft Windows Vista Ultimate (32-bit or 64-bit), Microsoft Windows XP 
Professional (32 or 64-bit) or Microsoft Windows Server 2003 (32 or 64-bit). 

a. Software: Microsoft Internet Explorer 7.0 or newer (32-bit version). DirectX 9.0 or newer. 

9. Transactional data service (server side): Windows XP Professional, Windows Server 2003, 
or Windows Vista. 

10. Transactional data service (client side): Windows XP Professional, Windows Server 2003, or 
Windows Vista. 

11. Video content analysis solution (server side): Windows XP Professional (32-bit and 64-bit), 
Windows Server 2003 (32-bit or 64-bit), Windows Server 2008 R1/R2 (32-bit and 64-bit), 
Windows Vista Business (32-bit and 64-bit), Windows Vista Enterprise (32-bit and 64-bit), 
Windows Vista Ultimate (32-bit and 64-bit), Windows 7 Professional (32-bit), Windows 7 
Enterprise (32-bit or 64-bit), and Windows 7 Ultimate (32-bit or 64-bit). 

12. Video content analysis solution (client side): Windows XP Professional, Windows Server 
2003, Windows Server 2008, Windows Vista Business (32-bit and 64-bit), Windows Vista 
Enterprise (32-bit and 64-bit), Windows Vista Ultimate (32-bit and 64-bit). 

2. 

PART 3: EXECUTION 

A. The contractor shall carefully follow the instructions in the documentation provided by the video 
management system provider to ensure that all steps have been taken to provide a reliable, easy-
to-operate system. 

B. All equipment shall be tested and configured in accordance with instructions provided by the 

video management system provider prior to installation.  
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	PART 1: GENERAL
	GENERAL PRODUCT REQUIREMENTS
	QUALITY ASSURANCE
	GENERAL SYSTEM DESCRIPTION
	A. The video management system shall be a fully distributed solution, designed for limitless multi-site and multiple server installations requiring 24/7 surveillance with support for devices from different vendors. The video management system shall of...
	B. The video management system shall allow an unlimited number of cameras to be connected to each recording server and an unlimited number of recording servers to be connected to each management server across multiple sites if required.
	C. The video management system software shall be from the original equipment manufacturer and must not be delivered under a secondary video management system branding.
	D. The video management system shall support Microsoft Windows XP Professional, Microsoft Windows Server 2003, Microsoft Windows Server 2008, Microsoft Windows Vista (Business/Enterprise/Ultimate) and Microsoft Windows 7 (Business/Enterprise/Ultimate)...
	E. The video management system shall consist of the following main components:
	1. Management server
	2. Recording server
	3. Failover server
	4. Event server
	5. Log server
	6. Management client
	7. Viewing client
	8. Web viewing client

	F. The video management system shall support the following optional components:
	1. Transactional data application
	2. Video content analysis solution
	3. Video wall application
	4. Mobile viewing client
	5. Mobile server
	6. Secure tunnel server
	7. Screen recording feature

	G. The video management system shall include a federated architecture, allowing clients on the host system with the right user rights to view video sources belonging to multiple independent video management systems simultaneously as if they were on th...
	H. The video management system shall contain recording servers used for recording video feeds and for communicating with cameras and other devices. The recording servers shall process the recordings and playback the video streams.
	I. The video management system shall contain a management server that shall be the central manager of the system and control recording servers, cameras, devices and users. The management server shall handle the initial client login, system configurati...
	J. The video management system shall include an alarm management function that shall provide central overview, control and scalability in any number of federated video management system installations.
	1. It shall be possible to generate alarms based on internal system-related events, for example motion, or archiving problems or external integrated events, for example analytics events or third-party developed plug-in events.
	2. Generated alarm shall appear in an alarms list in the viewing client, and it shall be possible for operators to get an overview of, and to delegate and handle alarms from the alarm list.

	K. The management server shall allow access to a management client from where the administrator can configure and manage all servers, cameras and users.
	L. The system shall allow the management server and the event server to be installed on multiple servers within a cluster of servers ensuring that another server in the cluster automatically takes over in case the first server fails.
	M. The video management system shall support installation and the ability to run on virtualized Windows® servers.
	N. The video management system shall support high availability of recording servers. A failover option shall provide standby support for recording servers with automatic synchronization to ensure maximum uptime and minimum risk of lost data.
	O. The video management system shall support a versatile rule system including scheduled or event-driven actions with numerous options, including support for time profiles.
	P. The video management system software shall include multicast and multi-streaming support.
	Q. The video management system shall include automatic camera discovery.
	R. The video management system shall support archiving for optimizing recorded data storage through data storage solutions that must combine performance and scalability with cost efficient long-term video storage.
	S. The video management system shall incorporate a fully integrated video-sharing functionality for distributed viewing of video from any camera in the system on any computer with the viewing client.
	T. The video management system shall incorporate intuitive map functions allowing for multilayered map environment. The map functionality shall allow for the interactive control of the complete video management system, at-a-glance overview of system i...
	U. The video management system shall support a video wall application, which shall be flexible and hardware independent to allow for seamless integration with the management client and viewing client.
	V. The video management system shall support 56-bit DEA encryption and 128-, 192- and 256-bit AES encryption of video for export purposes.
	W. The video management system shall support full two-way audio between clients and remote devices. Two-way audio integration shall support the following features and functions:
	1. Microphone inputs to clients shall transmit audio streams to speakers attached to remote IP devices.
	2. Audio from remote IP devices equipped with microphones shall be transmitted to and recorded by the recording server. The audio shall be relayed to clients equipped with speakers.
	3. Operator audio to IP devices shall be recorded by the recording server.

	X. By default, each speaker and microphone shall be assigned to the same device that it is connected to. The speaker and microphone shall have the capability to be assigned to other devices as well.
	Y. The video management system software shall provide fast evidence export by exporting video in various formats, including video from multiple cameras in an encrypted native database format with an included standalone viewing client. It shall be poss...
	Z. The video management system shall provide full awareness of the system through a system monitoring feature that shall monitor important system components such as recording servers, failover servers and hardware devices, and shall also include syste...
	AA. The video management system shall include support a transactional data application designed to integrate with Point of Sale (POS), or Automated Teller Machine (ATM) data and time-link video recordings with POS, or ATM transactions.
	BB. The video management system shall support a solution that makes it possible to integrate multiple third-party video content analysis applications seamlessly into viewing client environments.
	CC. The video management system shall include a Software Development Kit (SDK) that offers important capabilities for integrating the video management system with third party software and applications.
	DD. The video management system shall include a standalone viewing client application to be included with video exported from the viewing client application. The standalone viewing client application shall allow recipients of the video to browse and p...
	EE. The video management system shall include support for Active Directory to allow users to be added to the system. Use of Active Directory requires that a server running Active Directory, acting as a domain controller is available on the network.
	FF. The video management system shall be designed to support each component on the same computer for efficiency in smaller systems, or each component on separate computers for large system deployments.


	PART 2: PRODUCT
	FEDERATED ARCHITECTURE
	A. The federated architecture shall allow an administrator to build a hierarchy consisting of two or more independent video management systems linked together.
	B. Each individual site in the federated hierarchy shall be a standard video management system, complete with:
	1. Management server
	2. SQL server
	3. Event server
	4. Log server
	5. One or more recording server(s)
	6. Failover server(s)
	7. A number of cameras
	8. A number of users and administrators

	C. Each video management system in the federated hierarchy shall be configured as a standard standalone video management system with rules, time schedules, users and rights for administrators and users.
	D. The federated architecture shall allow multiple individual video management systems to interconnect in a parent/child hierarchy of federated sites.
	E. Video management systems added to the federated hierarchy shall be individually manageable, although they appear as one big system to administrators and users.
	F. The federated architecture shall offer unlimited scaling, flexibility and accessibility as there shall be no limitation as to the number of sites added to the federated hierarchy.
	G. The federated architecture shall offer the following large scale benefits:
	1. Unlimited scalability
	a. That shall allow video management system architects, designers and integrators to design, implement and grow a large scale video management system with multiple sites containing tens of thousands devices and users in manageable parts.
	b. That shall give flexibility to create, add and delete sites depending on: organizational structure, network infrastructure, usage, security, political and governmental requirements.

	2. Manageability and user privileges
	a. That shall allow users and administrators to be granted access to any combination of sites – from just accessing one system to accessing all systems in the federated hierarchy.
	b. That shall allow for the creation of very large video management systems without compromising the accessibility and management as contained in the standalone video management system.

	3. Performance
	a. That shall allow each site in the hierarchy to be designed with the performance of the single system and network in mind, that makes the design task easier, as the designer do not have to consider a large complex network with access between every s...
	b. That shall allow each system to be connected to the rest of the hierarchy via a network connection. Connection shall also be possible through a router with NAT, or through a firewall.

	4. Server and Network Simplicity
	a. That shall not require extra servers on each federated site to be part of the federated hierarchy or servers working as gateways to handle multicast traffic, as all traffic by default is unicast.
	b. That shall allow the use of standard TCP/IP unicast traffic with no requirements for special features in network equipment: routers, switches, ADSL, fiber connections etc.

	5. Redundancy and Fault Tolerance
	a. That shall allow designers and integrators of the video management system to divide the video management system into logical/physical sites and by this adding extra redundancy and fault tolerance to the already high fault tolerance of the video man...
	b. That shall allow administrators and users of the local site access to login, view video from cameras and manage the site in the event that the network connection to the federated hierarchy is broken.
	c. That shall allow global users in the hierarchy to be able to login and access cameras from all other sites in the hierarchy that still are online if the connection to a site in the hierarchy is lost.
	d. That shall allow standard methods for implementing network redundancy to be used, minimizing the risk of losing network connection to the different sites in the hierarchy.


	H. The federated architecture shall be based on the user rights on each system, allow the user to access video, audio and other resources across all individual sites in the hierarchy. Users shall also have access to all sites in the federated hierarch...
	I. The federated architecture shall contain automated synchronization to secure that all sites are in sync. The following synchronization shall take place:
	1. Scheduled synchronization shall run between the sites in the federated hierarchy, every 10 minutes. The amount of data shall be less than 1 MB every time it is sent.
	2. Management triggered synchronization shall take place every time a site is added or removed. The amount of data shall be less than 1 MB every time it is sent.
	3. In addition to the data sent during synchronization, video or configuration data shall be sent when a user or administrator views live or recorded video, or configures the system. The amount of data must depend on what and how much it is being viewed.

	J. The federated architecture shall allow one parent per federated hierarchy, which shall allow as many children as a video management system requires. The parent and its children shall be linked to each other in any way required.
	K. The federated architecture shall allow handling of alarms from maps when an event server is installed on each site in the federated hierarchy.
	L. The federated architecture must freely be deployed within the same legal entity. This shall imply that unlimited sites and cameras shall be included in the federated hierarchy, without the need for additional or special licenses.
	M. Deployment of the federated architecture between two or more video management systems owned by different legal entities shall be subject to the following licensing:
	1. Each legal entity must have a Software License Code (SLC) for the video management system and device licenses for all the cameras in the respective system.
	2. On the federating site, a federated architecture device license for the video management system must be required for each camera that shall be accessible in the federated site.

	N. In a standard federated architecture system configuration all users on all federated sites must be a member of the same domain, and each site must have access to a domain server for authentication of the users.
	O. As the federated architecture shall allow login directly on the individual sites, it shall be necessary to have access to the domain controller from each individual site.
	P. It shall be possible to use distributed domain architecture in case it must be possible for users to login on individual sites when connection to the main controller is broken. In this type of setup each site shall have its own domain controller wh...
	1. In federated architecture hierarchies that involve separate independent domains (for example, between different government or company entities), a domain trust is needed. This trust shall either be for the whole domain or more likely for individual...


	EDGE STORAGE
	A. Edge storage shall secure that when a lost or broken connection is back up, the data stored on the camera’s internal storage shall be retrieved and stored in the media database.
	1. This feature requires that the used camera must support edge storage and contain a memory card where the recordings can be stored.

	B. After recovery from a malfunction, it shall be possible to retrieve and play back the video and audio recorded by the device, while the malfunction been going on.
	C. The edge storage shall secure that the camera records the video stream directly on its own internal storage, if the connection between the hardware and the recording server is terminated for the following reasons:
	1. Recording server crash.
	2. Power failure on the recording server machine.
	3. Network failure.
	4. Controlled shut down of the recording server. For example, in case of maintenance or upgrade.

	D. Edge storage shall secure that when the recording server is back online, it shall poll the connected hardware for recorded data and retrieve it.
	E. Edge storage shall secure that the recording server specifies the time period from which data shall be retrieved from the camera.
	F. Setting up a rule shall make it possible for the edge storage to serve as a temporary storage which delays the transfer of recorded data until a given date, time or event, for example recordings during working hours that are kept on the edge storag...
	G. A system log shall log when data is retrieved from the edge storage.
	H. Time stamps in the retrieved data from edge storage shall be used when inserted into the media database.
	I. The edge storage shall be able to work in a failover server scenario. When the failover server kicks in, it shall retrieve the recorded data on the edge storage.
	J. The edge storage function shall be able to regulate the data transfer rate between the edge storage and the recording server.

	REMOTE CONNECT SERVICES
	A. The remote connect services feature shall enable the video management system to retrieve video (and audio) from external cameras where firewalls and/or router network configuration normally prevents initiating connections to such cameras. The commu...
	B. The STS shall provide a secure connection between a camera and the surveillance system.
	C. Only devices holding a valid key shall be able to operate within a STS. This shall provide a secure tunnel where data can be exchanged between public networks in a safe way.
	D. It shall be possible to add, edit, and remove STSs in the management client.
	E. The following remote connect services shall be available:
	1. Axis One-click connection

	F. Cameras added shall be registered and added to the management client using a wizard for adding hardware devices.
	1. It shall be possible to edit and remove cameras.


	OPTIMIZED VIDEO RECORDING AND ARCHIVING
	A. The archiving process shall be part of a multi-stage storage architecture allowing administrators to define and configure a storage container wherein archives shall be possible to archive again and again to new locations. The ‘live’ database shall ...
	B. Administrators shall be able to select a storage container for each device and move a device from one storage container to another. It shall be possible to move all unarchived recordings or to keep them in the old location.
	C. Administrators shall be able to define a grooming process that automatically reduces the recorded frames per second, each time data is sent to the next archive level. For JPEG recordings it must be possible to groom to any lower frame rate than the...
	D. Administrators shall be able to enable an encryption function that shall encrypt video and audio data recorded in the ‘live’ database from the cameras using the storage container. The encryption shall be kept and transferred with the recording when...

	SOFTWARE DEVELOPMENT KIT (SDK)
	Get viewing client theme automatically
	Change viewing client theme
	a. Documentation with application and code samples.
	b. A tool box with open access to the video management system provider’s libraries and code components for:
	E. The SDK feature shall support integration of video content analytics for event reporting.
	1. An analytics event plug-in for the event server shall be available for free download on the website of the video management system provider.

	F. A media toolkit shall allow the decoding of images received from the viewing client in the third-party developed applications.
	G. Third party-developed applications shall be able to inherit the theme of the viewing client. It shall be possible to select to not inherit the viewing client theme.

	MANAGEMENT SERVER
	A. A management server shall control the video management system so that the system administrator has full control of all system components locally, or from a remote location. The management server shall contain the following services, which by defaul...
	1. Event server service. This shall be a service for storing and handling incoming alarm data and events. It shall enable monitoring and instant overview of alarms and possible technical problems within the system via the map function.
	2. Log server service. This shall be a service, based on the IIS, Internet Information Services. It shall provide necessary functionality for logging information from the video management system installation.
	3. Service channel service. This shall be a service, based on the IIS, Internet Information Services. It shall enable automatic and transparent configuration communication between servers and clients in the video management system installation.
	4. Data collector server service. This shall be a service for collecting performance counter values on servers and cameras that shall be used in the system monitoring function.

	B. The management server shall be able to handle client login, system configurations, performance counters and logging.
	C. A management client shall be available for remote administration of recording servers, devices, security, rules, logging etc.
	D. The management server shall be able to store the system’s configuration in a relational database, either on the management server computer, or on a Microsoft SQL Server on the network.
	E. The management server shall support redundant/parallel iSCSI drives for the Operating System data.
	F. The management server shall be able to manage all user authentication and user rights.
	G. The management server shall run as a Windows service, possibly on a dedicated computer on the network.
	H. Registration of the system shall be possible as online activation and offline activation of licenses via the management client.
	I. The management server shall support static assigned IP addresses or hostnames, obtain IP address from a DNS/DHCP server, and support IPv4 and IPv6 addressing.
	J. The operational status of the management server shall be displayed in the system tray. An icon in the system tray shall indicate whether the status is; starting, running, stopping, or stopped.
	K. The management server shall be able to maintain a continuous log of server status messages. It shall be possible to access the status messages from an icon in the system tray.
	L. Via a wizard, the system shall be able to discover devices on the local network and/or scan an IP network range for new devices. Furthermore, it shall be able to automatically detect model and device type and to import cameras from secure tunnel se...
	M. The management server shall allow for grouping of devices for group administration, or administration on a device level.

	CHANGE LICENSE SUPPORT
	A. The management server shall allow system administrators to change the Software License Code without any need for reinstallation.
	B. From the management server, it shall be possible to open a dialog that allows a new license to be selected from a file browse window.
	1. The new license shall be applied as a temporary license that requires activation to work.
	2. In case the new license contains fewer cameras than the currently installed license allows, it shall be necessary to disable some of the cameras to match the numbers associated to the license.


	RECORDING SERVER
	C. Once configured, recording servers shall run independently of the management server, and shall continue to operate in the event that the management server is offline.
	D. The system shall support an unlimited number of recording servers. One or more recording servers must be used in a system depending on the number of cameras, or physical system configuration.
	E. The system shall support the use of separate networks, VLANs, or switches for connecting the cameras to the recording servers providing physical network separation from the clients, and facilitate the use of static IP addresses for the devices.
	F. The system shall support H.264, MPEG-4 (Part 2), MPEG-4 ASP, MxPEG, and MJPEG compression formats.
	G. The system shall support the MxPEG video compression algorithm (unique to Mobotix). MxPEG encoding shall have the capability to maintain high image quality for megapixel cameras while dramatically decreasing bandwidth consumption.
	H. The system shall support dual-streaming and multi-live streaming cameras.
	I. Each recording server shall have a default storage container. The storage container shall specify the complete recording and archiving configuration, including path, grooming, digital signature, etc.  Within the storage container the recordings fro...
	J. The recording server shall utilize high performance iSCSI, SCSI, SAS and SSD disk drives for online recording storage and shall allow the use of lower cost SATA drives for the RAID arrays for online archive storage. Use of online archiving shall en...
	K. The online archiving capability shall be transparent and shall allow viewing client users to playback archived recordings without the need to restore the archived video to a local hard drive for access.
	L. The system shall allow the frame rate, bit rate and resolution of each camera to be configured independently for recording. The system shall allow the user to configure groups of cameras with the same frame rate, bit rate and resolution for efficie...
	M. The recording server(s) shall have the ability to support multiple Network Interface Cards (NIC) and shall support connection to the cameras on a network separate from the viewing client, management server and management client.
	N. The recording server shall have the ability to accept the full frame rate supplied by the cameras while recording at a lower frame rate, yet it shall still make the higher frame rate available to the clients for live viewing.
	O. The recording server shall support static IP addresses or obtain IP addresses from a DNS/DHCP server or hostname.
	P. The recording server shall run as a service and shall typically be installed on dedicated computer(s), separate from the management server, on the network.
	Q. The operational status for the recording server shall be displayed in the system tray. Icons in the system tray shall indicate the following status:
	1. Recording server is running
	2. Recording server is stopped
	3. Recording server is starting
	4. Recording server is stopping
	5. Recording server is running offline
	6. Recording server must be authorized by administrator

	R. The recording server shall maintain a continuous log of server status messages accessed from the status icon in the system tray.
	S. Bandwidth management
	1. The recording server shall offer the following options for managing the bandwidth utilization for live viewing on the viewing client.
	a. For JPEG images from the camera/encoder, the output options must be:
	1) Native = Same frame rate/resolution received from camera/encoder
	2) JPEG transcoding:
	a)  Super high = 1 MP (Megapixels)
	b) High = 4CIF (704×576), or VGA (640×480)
	c) Medium = CIF (352×288, or 320×240)
	d) Low = QCIF (176×144)

	3) Frame Rate
	a) Unlimited = Same frame rate received from camera/encoder
	b) Medium = 1/4 Native frame rate
	c) Low = 1/20 Native frame rate


	2. For MPEG-4 images from the camera/encoder the options must be:
	a. Native = Same MPEG-4 resolution and frame rate received from camera.
	b. JPEG transcoding:
	1) Resolution
	a) Super high = 1 MP (Megapixels)
	b) High = 4CIF (704×576), or VGA (640×480)
	c) Medium = CIF (352×288, or 320×240)
	d) Low = QCIF (176×144)

	2) Frame Rate
	a) Unlimited = Same frame rate received from camera/encoder
	b) Medium = I Frames only
	c) Low = I Frames only



	3. For H.264 images from the camera/encoder, the options must be:
	a. Native = Same H.264 resolution and frame rate received from camera.
	b. JPEG transcoding:
	1) Resolution
	a) Super high = 1 MP (Megapixels)
	b) High = 4CIF (704×576), or VGA (640×480)
	c) Medium = CIF (352×288, or 320×240)
	d) Low = QCIF (176×144)

	2) Frame Rate
	a) Unlimited = Same frame rate received from camera/encoder
	b) Medium = I Frames only
	c) Low = I Frames only



	4. The recording server shall support the PTZ protocols of the supported devices.


	RULES AND ROLES SUPPORT
	A. The system shall support the use of rules to determine highly important settings such as when cameras will record, when PTZ cameras will patrol, when notifications are sent, when bookmarks are set, etc.
	B. The system shall support the use of roles to determine user rights, for example, which of the system features each user or groups are able to use.

	FAILOVER SUPPORT
	A. The system shall support automatic failover for recording servers. This functionality must be accomplished by a failover server that shall work as a standby unit, which takes over in the event that one of a group of designated recording servers fai...
	B. The system shall support multiple failover servers for a group of recording servers.
	C. The system shall provide monitoring of all failover servers from a graphical alarm management feature.
	D. The system shall provide seamless access to recordings on the failover server for all clients through the same client views once the services are fully started.

	MULTICAST SUPPORT
	A. The system shall support multicasting of video feeds to client workstations in order to conserve network resources.
	B. Multicasting shall send a single stream of video to multiple clients, where the stream may be decoded and displayed on all clients simultaneously.
	C. The infrastructure provided for the system shall support Internet Group Management Protocol (IGMP) for each remote network.
	D. The system shall automatically switch to unicast, if the client fails to connect to the multicast stream.

	MULTI-STREAMING SUPPORT
	A. The system shall allow live multi-streaming from the cameras in different resolutions, formats, and frame rates. In addition to this, the system shall support a separate recording stream.
	B. When running a JPEG stream, it shall be possible to record less JPEG images than the amount of JPEG images shown in the stream, for example receive or view live 25 images and only record 5.

	SNMP SUPPORT
	A. The system shall act as an SNMP agent which can generate an SNMP trap as a result of rule activation in addition to other existing rule actions.
	B. The system shall be able to utilize Microsoft Windows SNMP Service for triggering of SNMP traps.

	NAT FIREWALL SUPPORT
	A. The system shall support port forwarding, which must allow clients from outside of a Network Address Translation (NAT) firewall to connect to recording servers without using a VPN.
	B. Each recording server shall be mapped to a specific port and this port must be forwarded through the firewall to the recording server’s internal IP address.

	MANAGEMENT SERVER AND EVENT SERVER REDUNDANCY
	A. The management server and event server shall provide a resilient system solution, based on Windows Server Clustering, to secure maximum uptime.
	B. The system shall support an installation on multiple servers within a cluster of two servers, or more. In case a server in the cluster fails, another server in the cluster shall automatically take over the failed server’s job running the management...

	SUPPORTED DEVICES
	A. The video management system shall support installation of video device drivers – program components used for communication with the camera/devices connected to a recording server.
	B. Video device drivers for supported devices shall be automatically loaded during the initial installation of the system.
	C. It shall be possible to download newly released device drivers from the video management system provider’s website if the administrator is connecting a device to which driver is not already loaded.
	D. The supported camera and encoder model numbers shall be listed for each manufacturer on an up-to-date web site with details of supported features and functions.
	E. The video management system shall support future camera and encoders models as support becomes available, without having to reconfigure the system.
	F. Camera device drivers shall be decoupled from the video management software which shall not require updating or reconfiguration in order to work with the new camera device drivers.
	G. The system shall support interoperability with IP camera standards including, at a minimum, the Physical Security Interoperability Alliance (PSIA) and the Open Network Video Interface Forum (ONVIF).
	H. The recording servers shall support cameras with universal serial bus (USB) communications.
	I. The system shall include a universal driver that shall support any generic network camera. The driver must be able to handle standard video streaming formats including MJPEG, MPEG4 and H.264.
	J. The system shall support specific hardware devices, and the specific supported model numbers shall be listed for each manufacturer on an up-to-date online website.
	K. The video management system shall support the use of secure Hypertext Transfer Protocol Secure (HTTPS) using Secure Sockets Layer (SSL) to establish a secure connection between certain camera types and the video management system.
	1. A camera vendor-specific certificate shall be downloaded from the hardware device before a HTTPS connection can be set up.
	2. The secure connection shall be enabled for the entire device, for example a hardware device’s camera, microphone, and speaker.
	3. The secure connection shall be able to use any port with the numeric value between 1 and 65535.

	L. The video management system server shall support the PTZ protocols of the supported devices. The video management system server shall support both absolute positioning PTZ protocols that shall be able to move the camera to a specific X, Y, and Z se...
	M. The video management system server shall support full two-way audio between viewing clients/web viewing clients and remote cameras/devices. Two-way audio integration shall support the following features and functions:
	1. Outgoing audio – microphone inputs to viewing clients shall transmit audio streams to speakers attached to remote IP devices and the recording servers shall be able to record this. Selectable options shall be one-to-one (send audio to a specific IP...
	2. Audio from IP devices with microphones shall be transmitted to, and recorded by, the recording server. The audio shall be transmitted to computers with a viewing client and installed speakers.
	3. Each speaker and microphone shall be assigned to a specific camera/device. The speaker and microphone shall have the capability to be assigned to other devices as well.

	N. Administrators shall be able to adjust the maximum number of frames between key frames for MPEG and H.264 recordings. The maximum number of frames between key frames shall by default be determined by the camera driver and shall be possible for the ...

	PORT NUMBERS
	A. The system shall be able to use the following default ports:
	1. Port 20 and 21: shall per default be used when recording servers listen for FTP events.
	2. Port 25: shall per default be used when recording servers listen for SMTP events.

	B. Port 80: while not directly used by the system, port 80 shall typically be used by the IIS (Internet Information Services) default web site to run the management server service.
	C. Port 554: shall be used by recording servers for RSTP traffic in connection with H.264 video streaming.
	D. Port 1024: shall be used for HTTP traffic between cameras and servers.
	E. Port 1249: shall be used for communication between event server and management client.
	F. Port 1234: shall be used for when management server listen for generic event socket/TCP information.
	G. Port 1235: shall be used for when management server listen for generic event socket/TCP information.
	H. Port 5210: shall be used for communication between recording servers and failover servers when databases are merged after a failover server has been running.
	I. Port 5432: shall be used when recording servers listen for alert socket/TCP information.
	J. Port 7563: shall be used for handling web server requests, (for example handling PTZ camera control commands), and for browse- and live requests from viewing clients.
	K. Port 8080: shall be used for internal system communication.
	L. Port 8844: shall be used for communication between recording servers and the management server.
	M. Port 9000: shall be used by management servers for communication between the video management system and the transactional data application.
	N. Port 9993: shall be used for communication between recording servers and the management server.
	O. Port 11000: shall be used by failover servers for polling (regularly checking) the state of recording servers.
	P. Port 12345: shall be used for communication between viewing client and recipients in the video-sharing functionality.
	Q. Port 22331: shall be used for communication between clients and the system’s event server.
	R. Port 65101: shall be used by recording servers for communication between recording servers and drivers.

	MANAGEMENT CLIENT
	A. The video management system shall support a centralized management client to control the video management system. The management client shall provide a feature-rich administration client for system configuration and day-to-day administration of the...
	B. The management client shall provide a feature-rich administration client for system configuration and day-to-day administration of the system.
	C. The management client shall typically be installed on the video management system administrator’s workstation.
	D. The management client shall be used to authorize the recording servers connected to the system.
	E. The management client shall utilize licenses to manage each recording server and camera connected to the system. One license must be required for each connected camera.
	F. The management client’s graphical user interface must be available in the following languages: American English, Simplified Chinese, Traditional Chinese, Danish, French, German, Italian, Japanese, Portuguese (Brazilian), Russian and Spanish.
	G. The built-in help for the management client must be available in American English, Simplified Chinese, Japanese and Portuguese (Brazilian).

	STORAGE CONTAINER
	A. The management client shall allow administrators to create and configure a storage container, wherein recordings can be archived again and again to new locations.
	1. The system shall support archiving, meaning automatic transfer of recordings from a camera’s default database to another location, on a time-programmable basis without the need for operator action, or initiation of the archiving process.
	2. Archives shall be located on either the recording server computer, or on a connected network drive.
	3. If the network drive becomes unavailable for archiving, the system must have the ability to trigger actions, such as the automatic sending of e-mail notifications to relevant personnel.

	B. Administrators shall have the possibility to select a storage container for each device and to move a device from one storage container to another, or move all recordings including archives to the new storage container, or delete them all.
	C. Administrators shall be able to define a grooming process that automatically shall reduce the recorded frames per second each time data is sent to the next archive level. For JPEG recordings, it must be possible to groom to a lower frame rate than ...
	D. Administrators shall be able to enable an encryption function that encrypts video and audio data recorded in the ‘live’ database from the cameras using the storage container. The encryption shall be kept and transferred with the recording once they...
	E. Administrators shall be able to enable a signing function that digitally signed video and audio data recorded in the ‘live’ database from the cameras using the storage container. The signing shall be kept and transferred with the recording once the...
	F. Administrators shall be able to see an overview of storage containers and their archives with path, and free and used space for the drives for each device in the system monitoring feature which shall be accessible from the viewing client and manage...

	ADD HARDWARE WIZARD
	A. The management client shall include a wizard that detects IP devices on the network and helps the configuring the devices. The wizard shall provide four ways of adding hardware devices:
	1. Express:
	a. The express method shall quickly scan the network for devices supporting device auto-discovery, auto-recognize these devices and automatically add appropriate information into the management client.
	b. The express method shall detect all devices supporting auto-discovery attached to the same layer 2 network, as the system server.
	c. The express method shall make it possible for system administrators to enable or disable each discovered device.
	d. The express method shall enable systems administrators to change the names of each of the discovered devices.
	2. Advanced:
	a. The advanced method shall scan the network for hardware devices based on criteria provided by the system administrator regarding required IP ranges, discovery methods, drivers, and device user names and passwords.
	b. The advanced method shall enable system administrators to select the following criteria upon which to scan:
	1) IP address range (can be on a different network segment than the server)
	2) TCP Port scanning
	3) Port numbers
	4) Device drivers to use
	5) Device user name and password

	3. Manual:
	a. The manual method shall enable system administrators to manually specify all of the information necessary for each hardware device separately, to provide for simple addition of a few hardware devices.
	b. The manual method shall provide configuration of the following device variables:
	1) Device address
	2) Device user name and password
	3) Device hardware driver

	4. Remote connect hardware
	5. Remote connect hardware shall allow you to scan for hardware connected via a remotely connected service.


	REPLACE HARDWARE WIZARD
	A. The management client shall include a replace hardware wizard, which shall be able to replace hardware devices in the system. The replace hardware wizard shall provide the following operations:
	1. Assisted replacement of hardware devices in the system with new ones, without erasing any old recordings and settings. This shall also include replacement of different brand and model than the previous installed.
	a. It shall be possible to replace any kind of hardware with any kind of new hardware, independent of the number of devices on the old and new hardware.
	b. The system shall be able to work with the new hardware without any need for change of the rules, groups, or roles any other place where the old devices were used.


	B. The hardware replacement data, including information about which device is inherited by which device (or not inherited) shall be saved in the audit log:
	1. A hardware replacement log shall contain information about: audit category, resource type, resource name, resource host, a description of old and new hardware name, permission and operator.
	2. A device audit log shall contain the following information depending on the replacement action:
	a. Common info: audit category, resource type, resource host, permission and operator.
	b. Device is replaced (database inherited): resource name, a description of old and new hardware name.
	c. Device added (if new hardware has more devices than old hardware): resource name, a description of old and new hardware name.
	d. Device removed (if new hardware has fewer devices than old hardware: resource name, a description of old and new hardware name.



	CAMERAS, MICROPHONES AND SPEAKERS
	A. The management client shall be able to manage all cameras connected to the recording servers. Enabling/disabling of cameras shall be performed through the management client.
	B. The management client shall handle the camera database management via the storage container feature.
	C. The management client shall support configuration of all cameras in the system.
	D. Cameras shall automatically be detected when adding devices to the system through the management client’s hardware detection wizard. The status of an enabled camera shall be displayed in the management client graphical user interface.
	E. The management client shall be able to manage devices with microphones connected to the recording servers. Enabling/disabling microphones shall be performed through the management client.
	F. Microphones shall automatically be detected when adding devices to the system through the management client’s hardware detection wizard. Microphones shall be disabled by default, but shall be possible to enable directly from the wizard or enabled f...
	G. The management client shall be able to manage devices with speakers connected to the recording servers. Enabling/disabling speakers shall be performed through the management client.
	H. Speakers shall automatically be detected when adding devices to the system through management client’s hardware detection wizard. Speakers shall disabled by default, but be possible to enable directly from the wizard or enabled from the management ...

	INPUTS AND OUTPUTS
	A. The management client shall manage devices (cameras and encoders) with input ports for the monitoring of a digital sensor’s (on/off) state. All inputs from external sensors shall be treated as events by the system. External sensors such as door sen...
	B. Input ports shall automatically be detected when adding devices to the system through the management client’s hardware detection wizard. Input ports shall disabled by default, but be possible to enable directly from the wizard or enabled from the m...
	C. The management client shall allow inputs to be grouped using device groups. Device groups shall allow the administrator to specify common properties for all inputs in a common device group.
	D. The management client shall manage devices (cameras and encoders) with output units for the control of an external device. Outputs shall be activated by rules, or manually by an administrator.
	E. Output ports shall automatically be detected when adding devices to the system through the management client’s hardware detection wizard. Output ports shall disabled by default, but be possible to enable directly from the wizard or enabled from the...
	F. The management client shall allow outputs to be grouped using device groups. Device groups shall allow the user to specify common properties for all outputs in a common device group.

	RULES AND RULE WIZARD
	A. The video management system shall support the use of rules to determine when specific actions occur. Rules shall define the actions that are to be carried out under specific conditions.
	B. Rules shall be activated by events, or time, or a combination of both.
	1. An example of a time-based rule: On Mondays between 08:30 and 11:30 (time condition), camera 1 and camera 2 should start recording (start action) when the time period begins and stop recording (stop action) when the time period ends.
	2. An example of an event-based rule: When motion is detected (event condition) on camera 1, camera 1 shall start recording (start action) immediately, then stop recording (stop action) after 10 seconds.
	3. An example of a rule involving several devices: When motion is detected (event condition) on camera 1, camera 2 should start recording (action) immediately, and the siren connected to output 3 should sound (action) immediately; then, after 60 secon...
	4. An example of a rule combining time, events and devices: When motion is detected (event condition) on camera 1, and the day of the week is Saturday or Sunday (time condition), camera 1 and camera 2 should start recording (action) immediately, and a...

	C. The video management system shall include certain default rules including:
	1. Default start feed rule – shall ensure that video feeds from all connected cameras are automatically fed to the system.
	2. Default start audio feed rule – shall ensure that audio feeds from all connected microphones and speakers are automatically fed to the system.
	3. Default record on motion rule – shall ensure that as long as motion is detect in images from the cameras, the images will be recorded.
	4. Default go-to preset when PTZ is done rule – shall ensure that PTZ cameras will go to their respective default preset positions after they have been operated manually. Default record request – shall ensure that video feeds are recorded whenever it ...
	j. Default record on bookmark – shall ensure that that video is recorded whenever a bookmark is created.


	D. The management client shall include a rule wizard to guide the user in creating rules for the system. Macros shall not be required to develop and execute rules. The rule wizard shall utilize an intuitive approach to create rules by listing only rel...
	1. Type of rule to generate (options)
	a. Perform an action on a selected event
	b. Perform an action in a time interval
	2. Conditions to apply
	a. Within a selected time profile
	b. Outside selected time profile
	c. Within the time period from a start time to an end time
	d. Day of the week
	e. Event is from motion in a selected part of a window
	f. Always
	3. Actions to perform
	a. Start and stop recording
	b. Start and stop feed on devices
	c. Set non-default live frame rate on devices
	d. Set non-default recording frame rate on devices
	e. Start and stop patrolling on device using selected profile with selected PTZ priority
	f. Pause and resume PTZ patrolling on devices
	g. Move device to selected preset position with selected PTZ priority
	h. Move devices to default preset positions with selected PTZ priority
	i. Set device output to selected/deselected state
	j. Create bookmark on device
	k. Send notification via e-mail to selected profile
	l. Make new log entries
	m. Start and stop plug-in on devices
	n. Apply new settings on devices, for example a different resolution on a camera
	o. Pop-up video on designated recipients in video-sharing feature
	p. Set video wall to presets
	q. Set video wall monitor to show cameras
	r. Send SNMP trap on devices
	s. Retrieve edge storage recordings from devices
	t. Save images attached to e-mail sent via SNMP
	u. Activate archiving on selected archives
	v. Trigger selected external events on selected site (in federated architecture)
	4. Stop criteria
	a. Perform stop action on selected event
	b. Perform stop action after a selected time
	c. No actions performed on rule end
	5. Stop action to perform
	a. Stop recording
	b. Stop feed
	c. Restore default live frame rate
	d. Restore default recording frame rate
	e. Resume patrolling
	f. Stop patrolling
	g. Move selected device to selected preset position with selected PTZ priority
	h. Move to default preset on selected devices with selected PTZ priority
	i. Set device output to selected state
	2. Start plug-in on selected devices
	k. Stop plug-in on selected devices
	l. Apply new settings on selected devices
	6. Set video-sharing to view selected devices


	EVENTS
	A. Events shall be used in the rules wizard to determine when an action is triggered. The following events must exist within devices, or recording servers.
	1. Device events
	a. Plug-ins
	1) Motion started: this shall occur when the system detects motion in images received from a camera.
	2) Motion stopped: this shall occur when the system no longer detects motion in images received from a camera.

	2. Hardware configurable
	a. Audio falling: this shall occur when the audio signal on an audio-enabled device is falling.
	b. Audio passing: this shall occur when the audio signal from an audio-enabled device reaches the threshold level.
	c. Audio rising: this shall occur when the audio signal on the audio-enabled device is rising.
	d. Images received: this shall occur when pre-alarm images are available. Some cameras are capable of sending single still images from immediately before an event took place to the video management system via SMTP e-mail.
	e. Input activated: this shall occur when an external input unit connected to an input port on a device is activated.
	f. Input changed: this shall occur when the state of an external input unit connected to an input port on a device is changed, regardless of which state the external input unit is changed to.
	g. Input deactivated: this shall occur when an external input unit connected to an input port on a device is deactivated.
	h. Motion started: this shall occur when a camera detects motion in its images.
	i. Motion stopped: this shall occur when a camera no longer detects motion in its images.
	j. Tampering: this shall occur when a device detects that it is being tampered with.
	k. Temperature: this shall occur when a device detects a temperature change, for example exceeding a certain temperature.
	l. Video lost: this shall occur when a device detects that a video signal is lost.

	3. Built-in
	a. Bookmark reference requested: this shall occur when a bookmark reference is requested.
	b. Communication error: this shall occur when a connection to a device is lost; or when an attempt is made to communicate with a device, and the attempt is unsuccessful.
	c. Communication started: this shall occur when communication with a device is successfully established.
	d. Communication stopped: this shall occur when communication with a device is successfully stopped.
	e. Feed overflow started: this shall occur when a recording server is unable to process received images as quickly as specified in the configuration, and therefore is forced to discard some of the images.
	f. Feed overflow stopped: this shall occur when feed overflow ends.
	g. Live client feed requested: this shall occur when a user of the viewing client requests a live stream from a device.
	h. Live client feed terminated: this shall occur when a user of the viewing client no longer requests a live stream from a device.
	i. Output activated: this shall occur when an external output unit connected to an output port on a device is activated.
	j. Output changed: this shall occur when the state of an external output unit connected to an output port on a device is changed, regardless of which state the external output unit is changed to.
	k. Output deactivated: this shall occur when an external output unit connected to an output port on a device is deactivated.
	l. Manual PTZ session started: this shall occur when a manually operated PTZ session (as opposed to a PTZ session based on scheduled patrolling or automatically triggered by an event) is started on a camera.
	m. Manual PTZ session stopped: this shall occur when a manually operated PTZ session (as opposed to a PTZ session based on scheduled patrolling or automatically triggering from an event) is stopped on a camera.
	n. Recording started: this shall occur when recording is started.
	o. Recording stopped: this shall occur when recording is stopped.
	p. Settings changed: this shall occur when settings on a device are successfully changed.
	q. Settings changed error: this shall occur when an attempt is made to change settings in a device, and the attempt is unsuccessful.


	B. Recording server events
	1. Archive available: this shall occur when an archive for a recording server becomes available after having been unavailable.
	2. Archive not finished: this shall occur when an archive for a recording server is not finished with the last archiving round when the next is scheduled to start.
	3. Archive unavailable: this shall occur when an archive for a recording server becomes unavailable, for example if the connection to an archive located on a network drive is lost.
	4. Database disk full: this shall occur when a database disk is full. A database disk is considered full when there is less than 500 MB of space left on the disk.
	Note: In order to prevent operating system failures due to insufficient disk space, the oldest records in the database shall automatically be deleted for all camera recordings on the disk in question when less than 500 MB of space is left on the disk ...
	5. Database repair: this shall occur if a database becomes corrupted, in which case the system automatically attempts two different database repair methods: a fast repair and a thorough repair.
	6. Database storage area available: this shall occur when a storage area for a recording server becomes available after having been unavailable.
	7. Database storage area unavailable: this shall occur when a storage area for a recording server becomes unavailable, for example if the connection to a storage area located on a network drive is lost and storage of recordings is not possible.
	8. Failover started: this shall occur when a failover server takes over from a recording server.
	9. Failover stopped: this shall occur when a recording server becomes available again, and is able to take over from the failover server.

	C. External events: events custom-made for the individual system shall be available. Such external events shall be used to make it possible for users to manually trigger events while viewing live video in the viewing client, or for third party systems...
	D. Generic events shall allow users to trigger actions in the event server by sending simple strings via an IP network to the video management system.
	1. It shall be possible to use any hard- or software which can send strings via Transmission Control Protocol (TCP) or User Data Protocol (UDP) to the video management system. The video management system shall be able to analyze received TCP or UDP da...
	2. Generic events shall not require authentication.
	3. It shall only be possible to send generic events from a local host unless administrators allow other client IP addresses to be used.
	4. The following properties shall be possible to specify:
	a. Name, which shall create a unique name for the generic event.
	b. Enabled, which shall by default enable generic events.
	c. Expression, which shall specify the expression which the video management system shall look for when analyzing data packages.
	d. Expression type, which shall indicate how particular the video management system shall be when analyzing received data packages.
	e. Data source, which shall specify which data sources to use. There shall be two default data sources and any number of data sources created by the administrator.  Selection of data sources shall depend on the third-party program used.
	f. Priority, which shall be specified by any numeric value between 0 (lowest priority) and 999999 (highest priority).
	g. Check if expression matches event string, which shall test an event string against an expression entered in the Expression setting.



	LOGS
	A. The management client shall support four different logs related to the management server.
	1. A system log shall record system-related information and must be searchable by level, source and event type.
	2. An audit log shall record remote user activity and must be searchable by user name, user location, audit category, audit ID, resource type, resource host, resource name and permission.
	3. An event log shall record event-related information and must be searchable by service name, source and event type.
	4. A rule log shall record rules in which a 'make new log entry' action has been specified. The rule log must be searchable by service name, source, event type and rule name.
	5. The management client shall support the export of log entries to a tab-delimited text (.txt) files to a user-defined location. The export feature shall allow the user to define the log, log elements, and time/date range.
	6. All logs, excluding the event log, shall by default be enabled. The system shall allow the user to disable the selected event and rule logs.
	7. All logs shall by default be maintained for 30 days after which log entries shall be deleted. Log entries must also be deleted if the maximum number of log entries (50,000) is exceeded prior to the specified retention period. The system shall allow...
	8. Log entries shall by default be limited to 50,000 after which log entries shall be deleted. Log entries must also be deleted if the retention period is reached prior to the specified number of log entries is reached. The system shall allow the user...
	9. It must be possible to view all logs in another language, independently of the language selected for the rest of the management client graphical user interface. The available languages shall be: American English, Simplified Chinese, Traditional Chi...


	VIDEO-SHARING FUNCTIONALITY
	A. The video management system shall include an integrated video-sharing solution for distributing video to a recipient, which can be any computer with a viewing client installed.
	B. Using rules, it shall be possible to trigger a video transmission (based upon an event) to a designated recipient, or another user shall be able to send the images to the recipient.
	C. Video-sharing information details shall be available from the management client.

	USERS, GROUPS AND ROLES
	A. The video management system shall support adding users from Active Directory. It shall also be possible to add users with local Windows user management on the management server. Users shall be able to belong to more than one group and groups must c...
	B. The video management system shall support the creation of roles to determine which of the system features users and groups shall be able to use. Roles shall determine rights. There shall be no limit to the number of roles which may be defined. User...
	1. Device security rights shall specify which features users/groups with the selected role are able to use for each device, or device group. Device rights options shall include the following:
	a. Camera-related rights:
	1) Shall determine if selected camera(s) shall be visible in clients.
	2) Shall determine whether bookmarks can be added, deleted, edited and viewed by the client user.
	3) Shall determine if live viewing of video from selected camera(s) shall be possible in clients within a time profile.
	4) Shall determine if export of video (AVI, JPEG, or database export) can be used when playing back recorded video from selected camera(s) in clients.
	5) Shall determine if playback of recorded video from selected camera(s) shall be possible in clients within a time profile.
	6) Shall determine if database export feature can be used when playing back recorded video from selected camera(s) in the viewing client.
	7) Shall determine if a sequences feature can be used when playing back recorded video from selected camera(s) in clients.
	8) Shall determine if a fast search feature can be used when playing back recorded video from selected camera(s) in the viewing client.
	9) Shall determine if it shall be possible to use auxiliary commands from clients.

	b. Microphone-related rights:
	1) Shall determine if the selected microphone(s) is to be visible in the viewing client.
	2) Shall determine if bookmarks can be added, deleted, edited and viewed by the client user.
	3) Shall determine if listening to live audio from selected microphone(s) is to be possible in the viewing client within a time profile.
	4) Shall determine if playback of recorded audio from selected microphone(s) is to be possible in the viewing client within a time profile.
	5) Shall determine if export feature shall be used when playing back recorded audio from selected microphone(s) in the viewing client.
	6) Shall determine if it shall be possible to get sequences when browsing recorded audio from selected microphone(s) in clients.

	c. Speaker-related rights:
	1) Shall determine if selected speaker(s) shall be visible in the viewing client.
	2) Shall determine if bookmarks shall be added, deleted, edited and viewed by the client user.
	3) Shall determine if listening to live audio from selected speaker(s) shall be possible in the viewing client within a time profile.
	4) Shall determine if playback of recorded audio from selected speaker(s) shall be possible in the viewing client within a time profile.
	5) Shall determine if the export feature shall be used when playing back recorded audio from selected speaker(s) in the viewing client.
	6) Shall determine if it shall be possible to get sequences when browsing recorded audio from selected speaker(s) in clients.

	d. Input-related rights:
	1) Shall determine if information about selected input(s) shall be visible to users of the viewing client as well as users of a graphical alarm management feature providing complete overview of video management system status and alarms.

	e. Output-related rights:
	1) Shall determine if selected output shall be visible in the viewing client.
	2) Shall determine if selected output shall be activated from the viewing client within a time profile.


	2. PTZ rights shall specify which features users/groups with the selected role shall be able to use:
	a. Shall determine whether users/groups with the selected role shall be able to use the pan, tilt and the zoom features of the selected PTZ camera(s) within a time profile.
	b. Shall determine whether PTZ priority shall be used to resolve the conflicts that may occur when several users on a video management system wish to control the same PTZ camera at the same time. This setting shall let you alleviate the problem by spe...
	c. Shall determine if users/groups with the selected role shall be able to move the selected PTZ camera(s) to preset positions within a time profile.

	3. Speech rights shall specify which loudspeaker features users/groups with the selected role shall be able to use:
	a. Shall determine if users with the selected role shall be able to talk through the selected speaker(s) within a time profile.
	b. Shall determine if speech priority shall be used to resolve the conflicts that may occur when several users on a video management system wish to talk through the same speaker at the same time. This setting lets you alleviate the problem by specifyi...

	4. Application rights shall specify which applications in the video management system users/groups with the selected role shall be able to use. Users must be a member of the administrator role to have access to the management client:
	a. Shall determine if users/groups with the selected role shall be able to use the Status API (Application Program Interface) which is used in connection with a graphical alarm management feature.
	b. Shall determine if users/groups with the selected role shall be able to use the Service Registration API. This must be used in connection with a service channel service that enables automatic and transparent configuration communication between serv...
	c. Shall determine if users/groups within the selected role shall be able to view the system monitoring feature.

	5. External events rights shall specify which external events in the video management system users/groups with the selected role must be able to use:
	a. Shall determine if users with the selected role shall be able to manually trigger the selected external event in their viewing client within a time profile.

	6. View group rights shall specify which view groups users/groups with the selected role must be able to use:
	a. Shall determine if users/groups with the selected role shall be able to see the selected view group (and any views contained in the view group) in access clients.
	b. Shall determine if users/groups with the selected role shall be able to make changes to the selected view group (and any views contained in the view group) in access clients.
	c. Shall determine if users/groups with the selected role shall be able to delete the selected view group (and any views contained in the view group) in access clients.
	d. Shall determine if users/groups with the selected role shall be able to create sub-groups and views in the selected view group.

	7. Server rights shall specify the rights of servers belonging to another video management system to be integrated with the video management system covered in this specification.
	8. Video-sharing rights shall specify which recipients shall be selectable for this purpose in the viewing client.
	9. Alarms rights shall specify the rights to manage and view alarms.
	10. SDK rights shall specify the rights covering the software development kit.


	TIME PROFILES
	A. Time profiles shall be defined in the management client and shall be used with rules and time based user rights. For example, a rule can be created that specifies that a certain action should take place within a certain time profile.
	1. Time profiles shall be flexible and must be based on one or more single periods of time, or on one or more recurring periods of time. Setting time profiles in the system shall be similar to setting single or recurring appointments in Microsoft Outl...
	2. Time profiles shall always apply to the local time. If the system has recording servers in different time zones, any actions associated with time profiles shall be executed in the specific time zone where the recording server is located. For exampl...
	3. The administrator shall have the possibility to create a single time profile, or a recurring time profile. Recurring time profiles must be set to recur daily, weekly, monthly, yearly, or every number of weeks on a specific day of the week. The user...

	B. Day length time profiles shall be used with rules and can, for example, be defined in the management client to adjust light settings for cameras placed outside in geographical areas where the day length changes throughout the year. The administrato...
	1. It shall be possible to set a positive or negative offset (in minutes) for the start (sunrise) and end time (sunset).
	2. It shall be possible to specify the following settings for day length time profile:

	A. Notification profiles shall allow e-mail notifications to be pre-defined and automatically sent by a rule. The system shall support the attachment of still images (JPEG), AVI video clips and system information to the e-mail. E-mail notifications sh...

	OPTIONS
	A. The system shall allow the user to specify certain settings related to the appearance of the application, to logging, to mail server configuration, etc. The options dialog box shall include the following tabs for specific settings.
	1. A general tab shall allow the following to be specified:
	a. Number of log rows to retrieve per page.
	b. Default preview frame rate.
	c. Maximum number of previews.
	d. Motion detection ‘on’ when adding cameras/devices.
	e. Enable multicast live when adding camera devices.
	f. Language of the management client
	g. PTZ manual session timeout.
	h. Ignore device communication errors timeout

	2. A server logs tab shall allow the following to be specified:
	a. Days to keep log entries (default 30) and maximum number of entries (default 50,000) for each of the four log types.
	b. Enable/disable event log and rule log function.
	c. Enable user access logging, including setting length of playback sequence logging and number of records to be viewed before logging the sequence.
	3. A mail server tab shall allow the user to specify sender e-mail address, outgoing mail (SMTP) server address, and specify if login is required and the required password.
	4. An AVI generation tab shall allow the user to select the codec and specify the compression settings, compression quality, key frame frequency and data rate.
	5. A network tab shall allow the user to specify local IP address ranges.
	6. A bookmark tab shall allow the user to specify an ID prefix for the bookmark, for example ‘number’, or similar denomination. It shall also possible to define a default pre-bookmark time and a default post-bookmark time, defined in seconds.
	7. A user settings tab shall allow the user to decide if an information message is shown when edge storage is enabled.
	8. An event server settings tab shall allow the following to be specified for alarms, events and logs:
	a. Number of days to keep closed alarms.
	b. Number of days to keep all other alarms.
	c. Number of days to keep events.
	d. Number of days to keep the alarm log.
	e. Save a separate log of server communication in addition to the regular log, for the number of days specified.

	9. A generic event tab shall allow the following to be specified for generic events and data source related settings:
	a. Selectable data sources.
	b. Create new data source.
	c. Name of data source.
	d. Port number used.
	e. Disablement of selected data source.
	f. Resetting of all settings for selected data source, except name.
	g. Selectable protocols for the system to listen for/analyze, to detect generic events.
	h. Selectable IPv address types.
	i. Separator bytes for separating individual generic event records.
	j. Selectable echo return formats.
	k. Show most relevant encodings.
	l. Show all available encodings.
	m. Allowed external IPv4 addresses.
	n. Allowed external IPv6 addresses.

	10. An analytics event tab shall allow the following to be specified for analytics events settings:
	a. Enable analytics events
	b. Define a port number if enabled
	c. Select to allow events from all network addresses or from specified network addresses.
	d. Import pre-defined configuration files



	PRIVACY MASKING
	A. The management client shall allow an administrator to define privacy masks, where areas of a camera image can be blocked from a view in the viewing client and/or the web viewing client as well as in exported video material.
	B. The privacy mask shall be indicated through a black blurring of the selected area, hiding the selected area(s) in the view in live and playback tabs and setup mode in the viewing client and the web viewing client.
	1. It shall not be possible to switch off the privacy mask from the viewing client and/or the web viewing client.

	C. In certain cases where original images are needed, without any privacy mask attached, it shall be possible for the administrator to switch off the privacy mask. This shall only be done from the management client, and only by personnel with rights t...
	D. The management client shall allow the setting of a different privacy mask for each activated stream from the camera.
	E. The privacy mask function shall be capable of covering the same percentage of an image when changing resolution.
	1. If, for example, the privacy masking covers a 640×480 pixels image and the resolution is later changed to, for example, 1024×768, the privacy masking shall cover the same area of the image with the new resolution.


	PTZ PRIORITY
	A. The management client shall allow an administrator to overrule lower priority users’ manual PTZ sessions if a PTZ rule is triggered, making sure that the camera is pointing in the correct directions if an incident occurs.
	B. The management client shall allow an administrator to overrule lower priority users’ manual PTZ sessions, when setting up a patrolling rule.
	C. The management client shall allow an administrator to define a high number of priority levels. It shall be possible to set a number between 1 and 32,000 (where 1 is the lowest) defining the PTZ priority.
	D. The management client shall make it possible to set/define the following:
	1. A PTZ priority when creating a rule that moves a camera to a PTZ position.
	2. A PTZ priority when creating a rule that starts patrolling on a camera.
	3. A PTZ priority when creating a rule that sends one or more cameras to their default PTZ position.
	4. When creating a rule, the administrator also has to decide and define a priority for the PTZ feature.


	SITE HIERARCHY
	1. Administrators shall be able to see the site hierarchy, as seen from the site logged in on, and down in the hierarchy.
	2. Administration of the different sites in the federated hierarchy shall be done by selecting the site in the hierarchy tree list. The management client shall then be able to connect to this site and show the settings from it, as if logged in directl...
	3. Administrators shall be able to add a new site to the hierarchy by entering the address of the new site. Administrators must also be administrator of the new site to be able to add the site to the hierarchy.

	SERVERS MENU
	A. The management client shall provide an overview of the recording server and all its connected devices. It shall allow administrators to configure the server in a properties pane that shall:
	1. Allow administrators to see information about: server name, description, host name, web server URL, time zone (of server), and platform (32-bit or 64-bit).
	2. Allow administrators to create, change and delete storage, including:
	a. Possibility for an administrator to:
	1) Create and name a storage container.
	2) Define the recording path.
	3) Set the retention time (in days, hours, and minutes).
	4) Set the maximum size of the storage.
	5) Select an encryption with password for the database, for example either a light or a strong encryption type.
	6) Add archives to the storage container.
	7) Add a digital signature to databases.
	b. Possibility to view a list of disk space assigned to the storage container and the location path.
	c. Possibility to configure the recordings to be groomed during the archiving process of moving data from one database/archive to another archive within the same storage container.

	4. Allow a user to select groups of failover servers taking over from the regular recording server in case this becomes unavailable. A user shall be able to set up and change the TCP port used for communication between recording servers and failover s...
	5. Allow a user to enable/disable the multicast function and to select the IP address range from where the viewing client(s) will connect when viewing multicast video from the recording server in question. Also, the port number range, meaning the firs...
	6. Allow a user to enable/disable public address access. When the public address access is enabled the user shall be able to define the public address and the public port number of the recording server in question. The user shall be able to configure ...


	DEVICES MENU
	A. The management client shall provide an overview of all connected devices.
	B. Administrators shall be able to configure groups of cameras, microphones, speakers, input and output as well as individual cameras, microphones, speakers, input and output.
	C. When the section for cameras is selected, an overview of all camera groups and individual cameras in the groups shall be displayed.
	D. When a camera group is selected, information about the group settings shall be displayed: settings, streams (if supported by all cameras in the group), recording, client and motion.
	E. Adjustment of common parameters from multiple cameras, within a group, and with an otherwise mixed set of parameters shall be possible.
	F. When an individual camera within a group is selected, it shall be possible to change the configuration of the individual camera.
	1. It shall be possible to manage the name of the selected camera, add a description of the camera, and see a hardware name and unit number.
	2. It shall be possible to manage the settings of the selected camera. Each camera can have different sets of adjustable parameters. The following are examples:
	a. General
	1) Brightness
	2) Compression
	3) Contrast
	4) Default stream
	5) Include date
	6) Include time
	7) Resolution
	8) Rotation
	9) Saturation

	b. JPEG Streamed
	1) Compression
	2) Frames per second
	3) Resolution
	4) Rotation

	c. MPEG-4
	1) Bit rate control mode
	2) Bit control priority
	3) Compression
	4) Frames per second
	5) Maximum bit rate
	6) Resolution
	7) Rotation
	8) Streaming mode
	9) Target bit rate

	d. H.264
	1) Bit rate control mode
	2) Bit rate control priority
	3) Frames per second
	4) Maximum bit rate
	5) Resolution
	6) Rotation
	7) Target bit rate


	e. It shall be possible to manage the video streams for the selected camera, for example adding or deleting streams.
	f. It shall be possible to manage the recording settings for the specific selected camera, for example:
	1) Enable or disable recording.
	2) Define the recording frame rate for MJPEG.
	3) Define the pre-buffer time, in seconds.
	4) Manage and see the status of the databases where the recordings are saved.
	5) Delete all recordings for the selected camera.
	6) Enable edge storage (if the selected camera supports edge storage).

	g. If the selected camera is a PTZ camera, it shall be possible to manage its preset positions and patrolling profiles.
	h. It shall be possible to support the use of 360  panomorph video technology and it shall be possible to defined the physical location of the hardware device, for example on a wall, the ground or in the ceiling
	i. It shall be possible to manage hardware configurable events.
	j. It shall be possible to manage client settings, for example, default microphone and speaker assignments.
	k. It shall be possible to define and manage a privacy mask. All privacy mask settings must be remembered for each stream. The following privacy mask settings shall be available:
	1) Possibility to enable or disable privacy masking.
	2) Possibility to enable or disable visibility of the grid.
	3) Possibility to select between the following grid sizes: 8×8, 16×16, 32×32, or 64×64.
	4) Possibility to enable or disable privacy masks and relevant settings. When enabled, the defined privacy mask shall be displayed directly in the management client, as well in video shown in the viewing client and web viewing client.
	5) Possibility to adjust the number of grid squares selected at a time, when pressing the mouse.

	l. It shall be possible to manage the selected camera’s motion detection settings:
	1) It shall be possible to enable/disable motion detection for a specific camera.
	2) It shall be possible to determine the sensitivity of how much each pixel in the camera’s images must change before is registered as a motion. The sensitivity shall be defined by using a slider going from 0 (being least sensitive) to 300 (being most...
	3) It shall be possible to determine how many pixels in the camera’s images that must change before it is regarded as motion. The minimum number of pixels in a group that triggers an alarm shall be defined by a slider scaling from 0 – 10,000.
	4) It shall be possible to select how often analysis of motion detection shall be carried out on images from the camera. It shall be possible to process image every: 100 ms, 250 ms, 500 ms, 750 ms and 1000 ms (1 sec.). The greater the time period, the...
	5) It shall be possible to do motion detection on key frames only.
	6) It shall be possible to optimize the motion detection performance by analyzing only a selected percentage of the image, for example, using 25%, only every fourth pixel in the image is analyzed, reducing the processing requirements of the PC.
	7) It shall be possible to exclude regions from the motion detection by defining areas of the image where motion detection is not active. The regions shall be defined in grids of the following sizes: 8×8, 16×16, 32×32 and 64×64.


	3. When an individual microphone within a group is selected, it shall be possible to change the configuration of the individual microphone:
	a. It shall be possible to add a description of the microphone.
	b. It shall be possible to manage the general settings of the selected microphone.
	c. It shall be possible to manage the recording settings for the specific selected microphone, for example:
	1) Enable or disable recording.
	2) Define the pre-buffer time, in seconds.
	3) Manage and see the status of the databases where the recordings are saved.
	4) Delete all recordings for the selected microphone.

	d. It shall be possible to manage hardware configurable events.

	4. When an individual speaker within a group is selected, it shall be possible to change the configuration of the individual speaker:
	a. It shall be possible to add a description of the speaker.
	b. It shall be possible to manage the general settings of the selected speaker.
	c. It shall be possible to manage the general settings of the selected speaker.
	d. It shall be possible to manage the recording settings for the specific selected speaker, for example:
	1) Enable or disable recording.
	2) Define the pre-buffer time, in seconds.
	3) Manage and see the status of the databases where the recordings are saved.
	4) Delete all recordings for the selected speaker.

	5. When the input section is selected, an overview of all input groups shall be displayed. If an individual input within a group is selected it shall allow the following configuration for that individual input:
	a. It shall be possible to define the open or closed state of the input and the change in state that will generate an event in the system.
	b. It shall be possible to define the name of the input and description of the input and to see the name of the hardware to which the input is attached and the unit number, which is the physical input port on the device.
	c. It shall be possible to define how hardware-based events are activated. The user shall have the option to activate configured events based on a rising, or falling state.


	6. When the outputs section is selected, an overview of all output groups shall be displayed. If an individual output within a group is selected it shall allow the following configuration for that individual output:
	a. It shall be possible to configure the active output state and the output trigger time for a selected output, or group of outputs.
	b. It shall be possible to define the name of the output and description of the output and to see name of the hardware to which the output is attached and the unit number, which is the physical output port on the device.


	CLIENT MENU
	1. Selecting view groups in the navigation pane shall allow the administrator to add, rename, or remove a view group.
	a. A view group shall be a placeholder for one or more groups of views.
	b. By default, each role defined in the management client shall be created as a view group. When a role is added in management client it shall appear as a view group for use in the viewing client.
	c. A view group based on a role shall by default be available to users/groups, who have been assigned to the role only.
	d. A view group based on a role shall by default carry the role’s name. For example: if a role is created named 'Building E Security Staff', it shall by default appear in the viewing client as a view group called 'Building E Security Staff'. The syste...
	b. Selecting video-sharing in the navigation pane shall allow the administrator to add, edit, or delete a video-sharing recipient.

	c. A video-sharing setup shall allow settings of:
	1) Name – the name of the video-sharing recipient.
	2) Description – a description of the video-sharing recipient.
	3) Address – the IP address, or host name of the required video-sharing recipient.
	4) Port – the port number used by the video-sharing recipient installation.
	5) Password – the password of the video-sharing recipient.
	6) Type – the type of added video-sharing recipient.

	3. Selecting the video wall application (add-on product) in the navigation pane shall allow the administrator to add, rename, or remove a video wall.
	a. An info tab shall allow settings of:
	1) The name of the video wall which shall be displayed in the viewing client as the video wall view group name.
	2) A description of the video wall, for example which location it covers.
	3) Status text: when selected, it shall show camera and system status information across view items.
	4) No title bar: when selected, it shall show all video wall view items without title bars in the viewing client.
	5) Title bar: when selected, it shall show all video wall view items with title bars in the viewing client.
	6) Title bar with live indicator: when selected, it shall show the title bar display indicators for all video wall view items.
	b. A presets tab shall make it possible to:
	1) Add and delete virtual presets to the video wall, and edit names/descriptions of existing presets. The actual definition of the preset properties shall be managed on the individual monitor's presets tab.
	2) Activate the preset for viewing client operators, or create a rule to activate the preset.
	c. A layout tab shall allow to:
	1) Display a graphical overview of the video wall.
	2) Move monitors added to the video wall around in the layout window.
	3) Move the monitors as a group so the monitors maintain their relative positions.
	4) Change the size and aspect ratio properties individually for each monitor in the video wall.

	4. Selecting viewing client profiles in the navigation pane shall allow an administrator to add, delete or duplicate viewing client profiles, as well as prioritize and tailor-make them for the viewing client operators.
	b. With viewing client profiles, administrators shall be able to control exactly how the viewing client should look and behave and exactly what features/panes operators are able to work with.
	c. An info tab shall contain the following information: profile name, description and a list of roles using the profile.
	d. A general tab shall allow management of the availability of general functionality in the viewing client. It shall be possible to define the availability of the following items:
	1) Show or hide current time in title bar.
	2) Show or hide the live indicator.
	3) Show or hide the title bar (camera name).
	4) Define what is to be shown in empty camera spaces in a view: provider logo, custom picture, black image or nothing.
	5) Define a custom picture of up to 500 KB to be shown in empty camera spaces.
	6) Define whether camera error messages in views in the viewing client are shown as an overlay, as a black image with overlay or are hidden.
	7) Define whether server error messages are shown in the viewing client as an overlay or are hidden.
	8) Define if the grid lines between the view items shall be hidden, or have a width of 1 pixel, 2 pixels, 3 pixels, or 4 pixels.
	9) Define how the viewing client behaves when clicking the maximize button: maximize to full screen or maximize as normal window.
	10) Define the period of inactivity before the viewing client shall log out. It shall be possible to define a number between 0 and 10080, which represent 1 week.
	11) Define the default image quality when creating a new view: full, super high (for megapixel), high, medium, or low.
	12) Define the default frame rate when creating a new view: unlimited, medium, or low.
	13) Define if minimize button shall be available.
	14) Define if maximize button shall be available.
	15) Define if logout button shall be available.
	16) Define if exit button and close application shall be available.
	17) Define if the options button shall be available.
	18) Define if keyboard setup shall be available.
	19) Define if joystick setup shall be available.
	20) Define whether remember password option shall be available, or not at the login screen.
	21) Define whether auto-login option shall be available, or not at the login screen.
	22) Define whether the mode the viewing client shifts to after log in shall be: full screen, window, or as last.
	23) Define the view to show after log in: last view, none, or ask to decide.
	24) Define whether the availability of a new viewing client version shall be shown when the user logs in.
	25) Define an additional message to be shown for the operator in the new viewing client version. It shall be possible to insert a text of up to 1000 characters.
	26) Define a default PTZ click mode, which can be virtual joystick or click-to-center.
	27) Define if system monitor tab shall be available.
	28) Define if sequence function tab shall be available.
	d. An advanced tab shall allow management of advances functionality in the viewing client. It shall be possible to defined the availability of the following items:
	1) Define maximum decoding threads: auto, normal, or from 1-8
	2) Define deinterlacing settings: no filter, vertical stretch top field, vertical stretch bottom field or content adaptive
	3) Define time zone: local, master server’s time zone, UTC or custom time zone.
	4) Define custom time zone by selecting appropriate UTC time.
	e. A live tab shall allow management of the screen items to be available in the live mode of the viewing client. It shall be possible to define the availability of the following items:
	1) Show or hide the live tab.
	2) Show or hide the views pane.
	3) Show or hide cameras pane.
	4) Show or hide the audio pane.
	5) Show or hide the output pane.
	6) Show or hide the event pane.
	7) Show or hide the print function.
	8) Enables or disables the bookmark function and defines how bookmarks are created.
	9) Show or hide the camera playback option.
	10) Show or hide the overlay buttons.
	11) Show or hide third-party plugins
	f. A playback tab shall allow management of the screen items to be available in the playback mode of the viewing client. It shall be possible to define the following:
	1) Show or hide the playback tab.
	2) Show or hide the views pane.
	3) Show or hide the cameras pane.
	4) Show or hide the recording search pane.
	5) Show or hide the audio pane.
	6) Show or hide the fast search feature pane.
	7) Enable or disable the print function.
	8) Define if a headline shall be printed on the print report, and if it shall be default, or custom type.
	9) Define the custom headline text on the print report.
	10) Define if the user name (operator of the viewing client) shall be on the print report.
	11) Define if copyright information shall be printed on the print report.
	13) Define if independent playback shall be available.
	14) Enable or disable plugins.
	g. A setup mode shall allow management of the screen items to be shown in the viewing client (defined by the corresponding profile). It shall be possible to define the availability of the following items:
	1) Control if the user is allowed to enter the viewing client’s setup mode.
	2) Show or hide the views pane.
	3) Show or hide the system overview pane.
	4) Show or hide the overlay button pane.
	5) Show or hide the properties pane.
	6) Define if it shall be possible to edit the overlay buttons.
	7) Define whether it shall be possible to edit the live video buffering settings.
	8) Show or hide third-party plugins
	9) Show or hide edit map rights
	h. An export tab shall allow management of the screen items to be available in the export area of the viewing client. It shall be possible to define:
	1) General export functions:
	i. Show or hide export function
	ii. Define export media
	iii. Define export path (default/custom)
	iv. Set custom export path
	v. Enable or disable adding a privacy mask during export.

	2) Media player settings
	a) Show or hide media player settings
	b) Select content (audio only/video only/audio and video)
	c) Define if timestamps shall be included
	d) Define if frame rates shall be reduced
	e) Manage video texts (required/optional/unavailable)
	f) Define a video text
	g) Enable or disable access to configuring video codec properties

	3) Native database format settings
	a) Define if export in database format shall be allowed
	b) Define if the standalone viewing client shall be included
	c) Define if re-export shall be prevented
	d) Define if data shall be password-protected
	e) Define password
	f) Encryption strength (56-bit DES-encryption or 128-bit, 192-bit, and 256-bit AES encryption.)
	g) Manage project comment (required/optional/not available)
	h) Set project comment
	i) Manage individual camera comments (required/optional/not available)
	j) Define if a digital signature shall be included

	4) Still image settings:
	a) Allow/disallow export in this format
	b) Include timestamps (yes/no)

	5) A timeline tab shall allow management of the screen items in the timeline area of the viewing client. It shall be possible to define:
	a) Show or hide incoming audio
	b) Show or hide outgoing audio
	c) Show or hide bookmarks
	d) Show or hide motion indication
	e) Show or hide all cameras timeline
	f) Define whether playback shall skip playback gaps or run continuously

	i. A view layouts tab shall allow management of the screen layouts for the viewing client covered by the profile. It shall be possible to enable and disable the 32 different layouts optimized for 4:3 and 16:9 display ratios, available in the viewing c...
	1) 4:3 display ratio:
	a) 1 × 1.
	b) 1 + 1.
	c) 1 + 1*.
	d) 1 × 2
	e) 1 + 2.
	f) 1 + 2*.
	g) 1 + 1 + 2.
	h) 2 × 2.
	i) 4 × 1
	j) 1 + 1 + 4.
	k) 1 + 5.
	l) 2 × 3.
	m) 1 + 7.
	n) 3 × 3.
	o) 2 + 8.
	p) 1 + 11.
	q) 4 × 4.
	r) 4 × 6.
	s) 5 × 5.
	t) 6 × 6.
	u) 7 × 7.
	v) 8 × 8.
	w) 10 × 10.
	2) 4:3 portrait display ratio:
	a) 1 + 2 P
	b) 1 + 2* P
	c) 1 + 4 P
	3) 16:9 display ratio:
	a) 1 × 2.
	b) 1 × 3.
	c) 1 + 3.
	d) 2 + 1 + 2.
	e) 2 + 4.
	f) 3 × 2.
	g) 1 + 1 + 6.
	h) 1 + 8.
	i) 4 × 3.
	j) 6 × 3.
	k) 12 × 6.

	4) 16:9 portrait display ratio:
	a) 1 + 4 PW
	b) 2 × 6 PW

	5) It shall be possible to set a limitation for the number of cameras used in a view. It shall be possible to decide not to show the views containing more cameras than this limit in the tree layout.



	RULES AND EVENTS MENU
	A. Selecting rules and events in the navigation pane shall allow the administrator to configure rules, time profiles, notification profiles, generic events, analytics event and user-defined events.
	1. Selecting rules in the navigation pane shall display all rules in the rules pane. New rules shall be configured within the rule wizard based on actions performed on events, or actions performed at time intervals.
	2. Selecting time profiles in the navigation pane shall display all time profiles in the time profiles pane. Time profiles shall be used for specifying when a rule is activated, and in combination with roles that deal with the security settings, it sh...
	3. Selecting notification profiles in the navigation pane shall display all notification profiles in the notification profile pane. Notification profiles shall be used to send e-mail notifications triggered by rules.
	a. The system shall support still frames or AVI video clips to be included in an e-mail notification.
	b. An outgoing SMTP mail server shall be used for sending e-mail notifications.
	c. A codec shall be selected and an AVI compression setting must be specified for the generation of AVI video clips to be included in e-mail notifications.
	d. An ‘add new notification profile’ wizard shall be provided to configure a new profile.
	e. The system must allow customization and use of system variables in the e-mail subject and message text fields.

	4. Selecting user-defined events in the navigation pane shall display all external events. It shall be possible to add new external events, delete, or rename existing external events.
	5. Selecting analytics events in the navigation pane shall display all analytics events in the notification pane. Analytics events shall be used to receive data from external third-party video content analysis (VCA) providers.
	6. Selecting generic events in the navigation pane shall display all generic events in the notification pane. Generic events allow you to trigger actions in the event server by sending simple strings via the IP network to the video management system.


	SECURITY MENU
	A. Selecting security in the navigation pane shall allow the user to configure the rights for users, groups and roles.
	1. When selecting roles in the navigation pane, all roles shall be displayed in the roles pane. The default role is administrator and this role must have complete and unrestricted access to entire system and all features.
	a. Roles shall automatically become view groups in the viewing client. A viewing client view group shall consist of multiple camera views. The view group shall only be available to users/groups who have been assigned the role in question.
	b. It shall be possible to select the viewing client profile to be used for the users in the role. In case a user is member of several roles using different viewing client profiles, the profile with highest priority shall be applied.
	c. The system shall allow the user to specify the rights for:

	1) Info
	2) Users and groups
	3) Device
	4) PTZ
	5) Speech
	6) Video wall application
	7) External events
	8) View group
	9) Servers
	10) Video-sharing
	11) Alarms
	12) Third-party plugins



	SYSTEM DASHBOARD Menu
	A. Selecting system dashboard in the navigation pane shall provide important information about the system’s status, its current tasks and shall enable printing of configuration reports.
	a. Front page
	b. License
	c. Federated hierarchy
	d. Remote connected services
	e. Recording servers
	f. Hardware
	g. Devices
	h. Failover servers
	i. Camera groups
	j. Microphones groups
	k. Speaker groups
	l. View groups
	m. Input groups
	n. Output groups
	o. Viewing client
	p. Video-sharing
	q. Rules
	r. Time profiles
	s. Notification profiles
	t. External events
	u. Analytics events
	v. Generic events
	w. Roles
	x. Options
	y. Registered services
	z. Alarms


	SERVER LOGS
	1. The system log shall record system-related information in the following columns:
	a. Level: shall include an icon indicating the level of the log entry: info, error, or warning.
	b. UTC time (Universal Time, Coordinated): shall include time stamp in the international time standard.
	c. Local time: shall include a time stamp in the local time of the management server.
	d. Description: shall include a description of the logged incident.
	e. ID: shall include an identification number of the logged incident.
	f. Source type: shall include a description of the type of equipment on which the logged incident occurred, for example management server, or device.
	g. Source name: shall include the name of the management server, device, etc. on which the logged incident occurred.
	h. Event type: shall include description of the type of event represented by the logged incident.
	2. The audit log shall record remote user activity in the following columns:
	a. Level: shall include an icon indicating the level of the log entry; info, error, or warning.
	b. UTC time (Universal Time Coordinated): shall include time stamp in the international time standard.
	c. Local time: shall include a time stamp in the local time of the management server.
	d. Description: shall include a description of the logged incident.
	e. Audit category: shall include a description of the type of logged incident.
	f. Permission: shall include information about whether the remote user action was allowed (granted), or not.
	g. ID: shall include an identification number of the logged incident.
	h. User: shall include a user name of the remote user causing the logged incident.
	i. User location: shall include IP address, or host name of the computer from which the remote user caused the logged incident.
	j. Resource type: shall include description of the type of equipment on which the logged incident occurred.
	k. Resource name: shall include the name of the device-triggering audit.
	l. Resource host: shall include a hostname of the management server, recording server, video wall application etc. on which the logged incident occurred.

	3. The event log shall record event-related information in the following columns:
	a. Level: shall include an icon indicating the level of the log entry; info, error, or warning.
	b. UTC time (Universal Time Coordinated): shall include time stamp in the international time standard.
	c. Local time: shall include time stamp in the local time of the management server.
	d. Description: shall include a description of the logged incident.
	e. ID: shall include an identification number of the logged incident.
	f. Event type: shall include the type of event represented by the logged incident.
	g. Service name: shall include the name of service on which the logged incident occurred.
	h. Source type: shall include description of the type of equipment on which the logged incident occurred, for example management server or device.
	i. Source name: shall include the name of the management server, device, etc. on which the logged incident occurred.
	4. The rule log shall record rules in which a 'make new log entry' action has been specified with the following columns.
	a. Level: shall include an icon indicating the level of the log entry; info, error, or warning.
	b. UTC time (Universal Time Coordinated): shall include time stamp in the international time standard.
	c. Local time: shall include time stamp in the local time of the management server.
	d. ID: shall include an identification number of the logged incident.
	e. Service name: shall include the name of the service on which the logged incident occurred.
	f. Rule name: shall include the name of the rule triggering the log entry.
	g. Source type: shall include the type of equipment on which the logged incident occurred. Since log entries are administrator-defined and relate to incidents on the system, the source type shall normally be system.
	h. Source name: shall include the name of the source on which the logged incident occurred, normally system.
	i. Event type: shall include a description of the type of event represented by the logged incident.
	j. Generator type: shall include the type of equipment on which the logged incident was generated. Since the log entries are administrator-defined and relate to incidents on the system, generator type shall normally be system.
	k. Generator name: shall include a name (if any) of the equipment on which the logged incident was generated.
	l. Description: shall include a description of the logged incident (if a description is available).


	ALARMS
	A. Selecting alarms in the navigation pane shall open the alarm function which, based on functionality handled in an event server, shall provide central overview, control and scalability of alarms in any number of federated video management system ins...
	1. It shall be possible to configure the video management system to generate alarms based on:
	a. Internal system-related events, for example, motion, server responding/not responding, archiving problems, lack of disk space, etc.
	b. External integrated events, which shall be plugin data from third-party developed plugins or video content analysis solutions.

	2. An alarm definition option shall allow administrators to configure and define alarms to appear in the viewing client based on events registered throughout the system.. It shall be possible to define the following settings:
	3. It shall be possible to create a new alarm and to select whether it shall be enabled.
	4. It shall be possible to insert name and a description as identification of the alarm.
	5. It shall be possible to select a triggering event from system-related events and plug-ins:
	a. Archive disk available
	b. Archive failure: disk unavailable
	c. Database is being repaired
	d. Disabled
	e. Enabled
	f. External event
	g. Motion detected
	h. Motion end
	i. Not responding
	j. Output activated
	k. Output deactivated
	l. Responding
	m. Running out of disk space
	n. Server not responding
	o. Server responding
	p. Settings changed
	q. Settings changed error
	r. Analytics event
	6. It shall be possible to select the sources from which the alarm shall originate. It shall be possible to choose multiple sources for each event types.
	7. It shall be possible to define when the alarm can be triggered, for example: always, defined by a time profile, or by a time period started and stopped by events.
	j. Time profile activation shall make it possible to specify a time interval in which it is possible to trigger alarms. It shall be possible to select any self-made time profiles, or choose an ‘always’-option.
	k. Event-based activation shall make it possible to select one or more events that shall start and stop the period in which it is possible to trigger alarms. It shall be possible to select hardware events defined on cameras, video servers, and input, ...

	8. It shall be possible to select a time limit for when operator action is required. It shall be possible to choose between several time intervals from 1 minute up to 1 week.
	9. It shall be possible to select what event to trigger once the time limit for operator action is reached.
	10. It shall be possible to select up to 15 related cameras to include in the alarm definition even if the cameras are not themselves triggering the alarm.
	11. It shall be possible to choose a default operator responsible for the alarm.
	12. It shall be possible to select an associate map that shall be related to the alarm.
	13. It shall be possible to specify a priority for the alarm. It shall be possible to choose low, medium or high or add a custom priority.
	14. 10.9. It shall be possible to specify a category for the alarm.
	15. It shall be possible to select an event to be triggered by the alarm in the viewing client.
	16. It shall be possible to select that an alarm shall be closed automatically upon a particular event.

	B. An alarm data settings option shall make it possible to define and customize alarm priorities, states and categories.
	1. Default alarm priorities shall be available, which shall be low, medium, and high.
	2. Default alarm state shall be available, which shall be new, in progress, on hold, and closed.
	3. It shall be possible to assign sounds to alarm priorities.
	4. It shall be possible to define available columns in the alarm list in the viewing client
	5. It shall be possible to define reasons for closing alarms.
	C. An alarm sound settings option shall make it possible to configure the sounds to be available. By default, the video management system shall use Windows default sounds.

	BACKUP AND RESTORE OF SYSTEM CONFIGURATION
	A. It shall be possible to backup and restore system configuration in order to quickly restore the configuration of the video management system.
	B. Two types of backup of system configuration shall be possible:
	1. Scheduled backup, which shall be set up from within an SQL server
	2. Manual backup, which shall be handled from within the system
	C. System logs shall not be backed up or restored when performing manual backup or restore.
	D. The system configuration shall include all parts of the configuration in the manual backup.
	E. It shall only be possible to restore system configuration on the computer to which the video management system was installed originally.

	VIEWING CLIENT
	A. The viewing client shall enable operators to connect to the management server for initial authorization. Upon authorization, the viewing client shall be able to connect to the recording server(s), for access to video recordings.
	B. The viewing client shall provide operators with a comprehensive suite of features:
	1. It shall be possible to view live video from cameras on the video management system from 1 to 100 per view.
	2. It shall be possible to play back recordings from cameras on the video management system, with a selection of advanced navigation controls, including an intuitive timeline browser.
	3. It shall be possible to switch between an unlimited number of views, each able to display video from 1 up to 100 cameras from multiple servers at a time. The system shall make it possible to create views based on different layouts optimized for 4:3...
	4. It shall be possible to access views of cameras on any PC with a viewing client installed.
	5. It shall be possible to use multiple screens as well as floating windows for displaying different views simultaneously.
	6. It shall be possible to quickly replace one or more of a view’s cameras with other cameras.
	7. It shall be possible to view images from several cameras in sequence in a single camera position in a designated carousel position.
	8. It shall be possible to view video from selected cameras in greater magnification and/or higher quality in a designated special view position.
	9. It shall be possible to receive and send video through a video-sharing functionality.
	10. It shall be possible to include HTML pages and static images (for example, maps, or photos) in views.
	11. It shall be possible to control PTZ cameras.
	12. It shall be possible to use digital zoom on live as well as recorded video.
	13. It shall be possible to activate manually triggered events.
	14. It shall be possible to activate external outputs (e. g. lights and sirens).
	15. It shall be possible to use sound notifications for attracting operators’ attention to detected motion.
	16. It shall be possible to get a quick overview of sequences with detected motion.
	17. It shall be possible to quickly search for motion in selected areas of a video recording.
	18. It shall be possible to skip gaps (periods with no recordings) during playback of recordings.
	19. It shall be possible to configure and use several different joysticks.
	20. It shall be possible to print images, with optional comments.
	21. It shall be possible to copy images for subsequent pasting into word processors, e-mail, etc.
	22. It shall be possible to export recordings (for example, for use as evidence) as still images (JPEG), in media player format (AVI), or native database formats.
	23. It shall be possible to add a digital signature to exported recordings in the database format in order to verify that the recordings have not been tampered with.
	24. It shall be possible to use pre-configured as well as customizable keyboard shortcuts to speed up common actions.
	25. It shall be possible to select between language versions of the client, independent of language used on main video management system.
	26. It shall be possible to communicate with remote audio devices, including microphones and speakers via a local microphone and speaker.
	27. It shall be possible to listen to audio independently of the views/cameras being watched.
	28. It shall be possible to insert overlay buttons, for example, for activation of speakers, events, outputs, movement of cameras etc.
	29. It shall be possible to use an arrow mouse pointer on camera view positions from a 360-degree camera.
	30. It shall be possible to use a PTZ overlay button or a virtual mouse pointer to navigate camera view positions from a PTZ camera.
	31. It shall be possible to use a sequence function that lists thumbnail images representing recorded sequences from an individual camera or all cameras in a view. The sequence function shall be able to show images from a specific time interval and se...
	32. It shall be possible to use a forced playback mode that shall allow the user to playback recorded video from the live mode while viewing live video.
	33. It shall be possible to switch between a light and dark theme that shall change the visual appearance of the viewing client.

	C. The viewing client shall provide a bookmark function that, depending on user rights defined by the administrator, shall allow an operator to:
	1. Set a bookmark with an optional comment for specific camera recording.
	2. Edit a bookmark.
	3. Delete a bookmark.
	4. Print a bookmark.
	5. Export a media player file (AVI), still images (JPEG) or native database format from the bookmark.
	6. Get a list of bookmarks and select a bookmark to jump to the associated point in time.
	7. Search for bookmarks.

	D. The viewing client shall have the ability to adjust the display parameters for the video images (meaning speeding the frames per second down, or down sampling the resolution) from the recording server to optimize bandwidth utilization.
	E. From the viewing client, the user shall have the option of having video images continually streamed, or only updated on motion to conserve bandwidth between the viewing client and the recording server.
	F. When playing back video where a privacy mask has been set, the viewing client shall be able to show the area with the privacy mask set with a black blurring in the video view.
	G. The viewing client shall have the capability to serve as a host to third-party applications through the use of a plug-in component.
	H. The viewing client must be installed on the operator’s computers.
	I. The viewing client shall feature live and playback tabs for the convenient access of live and recorded video.
	J. The viewing client shall feature a sequence function tab which shall give access to viewing sequences of video.
	K. The viewing client shall feature an alarm management tab which shall provide an overview for investigating incidents and alarms.
	L. The viewing client shall feature a system monitoring tab which shall allow operators to view the status of system components, such as management servers, recording servers, event servers, log servers and cameras.
	M. It shall be possible to restrict operator access to certain functionality which shall make certain tabs and features unavailable for operators.
	N. The viewing client shall be available in the following language versions: American English, Arabic, Bulgarian, Simplified Chinese, Traditional Chinese, Czech, Danish, Dutch, German, Finnish, French, Hebrew, Hindi, Hungarian, Italian, Japanese, Kore...
	O. The viewing client must be delivered with help system in the following languages: American English, Arabic, Simplified Chinese, Traditional Chinese, Czech, Danish, Dutch, German, French, Italian, Japanese, Korean, Polish, Portuguese (Brazilian), Ru...
	P. Each operator shall be able to change the language of the viewing client to any of the available languages.
	Q. The viewing client shall include a context-sensitive help system that shall cover the full viewing client functionality so that operators can instantly get help on a certain topic.
	R. A camera navigation feature shall be available in the viewing client. The camera navigation feature shall make it possible to drag multi-level maps with cameras onto live view. This shall automatically display the positions of defined cameras in re...
	S. The viewing client shall support the use of 360-degree cameras.
	T. The viewing client shall support the use of standard PTZ controller, or 3-axis USB joysticks for control of pan, tilt, zoom and auxiliary camera functions.
	U. The viewing client shall support the use of multimedia control devices, which are capable of emulating keystrokes for the efficient review of recorded video.
	V. The viewing client shall support the use of keyboard shortcuts for control of standard features. It shall allow the user to program numerical keyboard shortcuts for camera views. The shortcut number shall be displayed with the view description in t...
	W. The viewing client shall have the following two-way audio functions:
	1. The viewing client shall enable operators to play live audio and play back recorded audio from microphones.
	2. The viewing client shall enable operators to export audio together with video in the native database format.
	3. The operator shall have a ‘press to talk’ option which sends the microphone input from the operator to an IP enabled speaker, or to all speakers.
	4. Each camera position shall use the default assigned microphone and speaker, but the operator shall be able to select other audio devices, or keep the same speaker, even when choosing other views.

	X. The viewing client shall have the capability to receive multicast streams. The viewing client shall have the capability to detect if the network becomes unreliable and to automatically switch to unicast to ensure that the operator is able to receiv...
	Y. The operator shall be able to use digital zoom where the zooming is performed in the image only on any number of cameras simultaneously. This functionality shall be the default for fixed cameras. The use of digital zoom shall have no effect on reco...
	Z. The viewing client shall be able to reflect the server side settings for the viewing client profiles defined in the management client (typically by an administrator). For example, if a specific view layout is set as ‘unavailable’ in the profile for...
	AA. The viewing client shall contain an option dialog where it shall be possible to control which features and elements to be used on each of the viewing client tabs. The option dialog shall contain settings for:
	1. Customization of the general application look and behavior of the viewing client.
	2. Customization of the panes appearing on the live and playback tabs as well as setup mode of the viewing client.
	3. Customization of the functions, for example, allowance of playing back recorded video on the ‘live’ tab.
	4. Setup of the timeline, for example availability of incoming and outgoing audio, bookmarks, and motion detection.
	5. Setup of export, for example availability of privacy masks, media player format, native format or still image export.
	6. Setup of connected joystick, for example pan/tilt/zoom settings as well as button setups.
	7. Setup of connected keyboard, for example assigning shortcut keys to specific actions.
	8. Setup of sound notifications for alarms.
	9. Setup of advanced parameters, for example defining the maximum number of decoding threads, or deinterlacing settings.
	10. Selection of preferred language.

	BB. The viewing client shall allow the operator to add unlimited numbers of overlay buttons controlling different actions, outputs, events, PTZs etc. assigned to the individual camera. The overlay buttons shall only appear in ‘live’ tab when the mouse...
	1. The viewing client shall support the following multiple viewing options:
	a. Floating window: shall allow the currently selected view to be duplicated as a new floating view which may be moved to other connected monitors by dragging the image.
	b. Send window to primary, secondary, or additional monitors.
	c. Create views of up to 100 cameras per monitor.
	d. Carousel: shall allow the sequencing display of cameras in a view position. Multiple carousels shall be defined to allow all view positions to display sequences of cameras. The operator shall have the ability to select the default display time, or ...
	e. Special view position: shall allow one position of a view to be designated as a special view position and allow the camera displayed in that position to be viewed in a higher image quality setting, or higher frame rate than that of the other window...
	f. Static image: shall allow one position of a view to be used for displaying maps, or other images of interest to the user.
	g. Video-sharing window: shall display images from cameras on demand, or by an external event.
	h. Dynamic actions: operators shall be able to assign outputs, PTZ presets, events, and views as actions to joystick buttons and as keyboard shortcuts. The actions shall be arranged in categories to optimize overview and ease of use.
	i. HTML page: shall allow for several navigation functions within the viewing client including:
	1) It shall be possible to switch between views by clicking on a text description of the view in the HTML page. For example; ‘Go to Shared Group 1 View 1’.
	2) It shall be possible to switch between different views by clicking on an interactive map area. For example: a site or building floor plan with interactive colored zones inserted as an HTML page would allow the user to switch views to a camera displ...
	3) It shall be possible to create maps from standard image files (JPEG, GIF, TIF, etc.) and it shall be possible to have interactive icons overlaid to activate additional maps and/or views.
	4) It shall be possible to use HTML scripting to create buttons for view navigation.
	5) It shall be possible to open web pages in viewing client views.


	2. The viewing client shall enable operators to select events and manually trigger the selected event to occur. An event pane shall list all events grouped by server and camera/device that the event is associated with.
	3. The viewing client shall feature an output control pane allowing the user to manually activate an external output port on a device. The output pane shall include a list of all selectable outputs grouped by server and camera/device that the output i...
	4. The viewing client shall allow the user to control any PTZ camera within the displayed view. Depending on camera capabilities/camera model, two different methods for navigating the camera shall be available:
	a. A click-to-center which shall enable a cross-hair on the area of interest within the image. It shall be possible to zoom in and out on the image by clicking the left mouse button or by use of the mouse wheel.
	b. Arrow mouse pointer that shall allow operators to click buttons to navigate the video images as well as zooming in and out on the images.
	c. Additional control feature for Sony and other PTZ cameras (device dependent) shall include the ability to draw a rectangle around the area of interest to zoom the camera in for closer examination. The size of the rectangle shall be proportionate to...

	5. The viewing client shall feature PTZ controls that shall provide eight directional move buttons and one home position button.
	a. The PTZ control shall provide a digital zoom feature for the operator to digitally zoom in on the displayed image, without affecting the recording, or the display of the camera’s video on other viewing client applications.
	b. An overview image in the view shall display the normal field-of-view and the digital zoom area in a highlighted box to provide the operator with spatial awareness.
	c. The PTZ control window shall enable the operator to select pre-defined presets for PTZ cameras and, in this way, move the selected camera to the preset.

	6. The current camera state shall be displayed on the title bar of the live view item window. A camera shall indicate that it is in live mode by a green ‘Live’, in recording mode by a red ‘REC’ and in stopped mode by a yellow ‘Stopped’ text indication.
	7. The system shall allow live, or playback video to switch to full quality when maximized unless ‘keep when maximized’ is selected.


	VIEWING CLIENT – LIVE VIEWING
	1. The live tab shall via a views pane allow the user to select a view for display.
	2. Via a camera pane, the live tab shall allow the user to send a camera view to:
	a. A position in the main window, or a new floating window.
	b. A video wall.

	3. Via a camera toolbar, the live tab shall allow the user to add a bookmark to the selected camera, as well as add details about the given bookmark (for example a headline for easy identification and a more detailed description of the incident).
	4. Via an event pane, the live tab shall allow the user to manually activate an event from a list of selectable events grouped by server and camera/device with which the event is associated. Hierarchically, global events shall appear under the relevan...
	5. Via an output pane, the live tab shall allow the user to manually activate external output defined on the video management system, for example for switching on lights. Activating of outputs shall depend on the individual’s user rights.
	6. Via an audio pane, the live tab shall allow the user to listen to live audio from selected microphones or talk to audiences through selected speakers attached to cameras.
	a. The audio pane shall allow muting of live audio from the selected microphone temporarily.
	b. The audio pane shall allow the user to talk through multiple speakers connected to the system simultaneously.
	c. The audio pane shall contain a button that must be pressed as long as the user wants to talk through the selected speakers to prevent transmission of unwanted sound.
	d. The audio pane shall allow the user to lock the selected speaker to talk through, while selecting another view or camera.

	7. Using the controls on the PTZ overlay button or the camera toolbar, if the specific PTZ camera supports the function, it shall be possible to use the PTZ function the following ways:
	a. Point-and-click: shall allow an operator to point and click inside the image from a camera.
	b. Zoom with mouse wheel: shall allow an operator to zoom in and out using the scroll wheel on the mouse, when it is provided.
	c. Overlay PTZ navigation button: shall allow an operator to use the navigation buttons to move the selected PTZ camera in different directions.
	d. Navigation buttons on the camera toolbar: shall allow an operator to control the selected PTZ camera.
	e. Preset positions: shall allow an operator to use preset positions, when they are defined for the selected camera by the system administrator. Selecting a preset position from the camera toolbar shall make the PTZ camera move to the specified position.
	f. Stop PTZ patrolling: shall allow the operator to stop a patrolling PTZ camera through a menu available on the camera toolbar on the required camera’s position in a view on the live tab. It shall also be possible to resume the patrolling by selectin...

	8. The same PTZ controls shall be able to control a 360-degree/panomorph camera, when the view contains such cameras. The following shall be used to control a 360-degree camera:
	a. If supported by the 360-degree camera, an operator shall be allowed to navigate by clicking the virtual joystick or the overlay PTZ control button inside the 360-degree image.
	b. The virtual joystick shall allow an operator to move the selected 360-degree camera.
	c. The operator shall be able to define a favorite 360-degree position and be able to return to that position later by clicking a button.

	9. The camera toolbar shall contain a digital zoom feature allowing an operator to enlarge a portion of a given image to have a closer look, without affecting any recording of video.
	10. The live tab shall allow the operator to operate the overlay buttons. From the overlay buttons it shall be possible to:
	a. Activate speakers, events, outputs, move PTZ cameras, clear signals from cameras etc.
	b. Activate camera features, for example, camera focus, iris, auxiliary commands etc.

	11. The live tab shall allow an operator to force one or more cameras to playback mode. This function shall view recordings from the individual camera without leaving the live tab.
	a. On the camera toolbar the Independent playback button shall appear when the mouse is moved over it.
	b. When the start playback button is pressed, the camera position shall show the most recently recorded image from the camera.
	c. A timeline shall appear allowing the operator to select the time and control the direction of the video playback.
	d. When forward play or backward play is activated on the timeline, the control button shall change to a pause button, allowing the operator to pause the playback at any point in the time without having to move the mouse pointer.
	e. The timeline slider shall allow the operator to quickly play the video backward, or forward. The farther the slider is moved from its center position the quicker the video shall play.
	f. The time and date of the recordings viewed shall be displayed.
	g. From the forced playback mode, it shall be possible to play back recordings.
	h. From the forced playback mode, it shall be possible to press a button that easily shall bring the camera back to live mode.
	i. From the forced playback mode, it shall be possible to press a button that shall switch to the playback tab where all cameras shall be synchronized to the selected point in time.



	VIEWING CLIENT – PLAYBACK
	1. Via a views pane, the playback tab shall allow the operator to select a view for display.
	2. Via the timeline, the playback shall allow the operator to use time navigation and playback controls to drag and select a time interval.
	a. There shall be two timelines, one shall display the selected camera’s recording periods and the other shall display recording periods for all the cameras in the view.
	b. Color coding on the timelines shall make it possible to see what type of recording the timeline is displaying: light-red for recording, red for motion, light-green for incoming audio, and green for outgoing audio.
	c. By dragging the timeline it shall be possible to navigate/browse recordings.
	d. It shall be possible to navigate recordings by using playback and navigation buttons.
	e. It shall be possible to jump to a particular date and time by selecting the date and time.
	f. It shall be possible to view video in fast or slow motion using a playback speed slider.
	g. It shall be possible to select a period of time for exporting video by dragging the start and end time indicators on the timeline.
	h. It shall be possible using a time span control or using the mouse wheel to select the time span to be shown in the timeline.
	i. Bookmarks shall be indicated by a bookmark icon, and it shall be possible to preview the bookmarked recording by placing the mouse over it.
	j. Via an options function, it shall be possible to customize the layout and information shown on the timeline.

	3. Via a cameras pane, the playback tab shall allow the operator to send a camera view to:
	a. A position in the main window, or a new floating window.
	b. To a video wall.

	4. Via a recording search pane, the playback tab shall display an overview of recorded sequences. It shall be possible to get an overview for the camera selected, or all cameras in the view, as well as search on bookmarks.
	a. Using the recording search pane to play back recordings, the required camera sequence must be selected and the start frame of the sequence shall be displayed in viewing client window.
	b. A selectable auto-preview function shall allow the user to quickly preview each sequence by placing the mouse pointer over the required sequence in the list.
	c. The operator shall have the possibility to display an overview of recording sequences.
	1) When selecting bookmarks, it shall be possible to define the following search time interval for these:
	a) Today
	b) Yesterday
	c) This week
	d) Last 7 days
	e) Last 30 days
	f) All
	g) Custom interval: it shall be possible to define a start date with a start time (as hours, minutes, and seconds) and an end date with corresponding end time.
	2) It shall be possible for the operator to select to search only for bookmarks created the operator himself.

	5. Via the camera toolbar, the playback tab shall allow the user to add a bookmark to the selected camera, as well as add details about the given bookmark, for example a headline for easy identification and a more detailed description of the incident.

	VIEWING CLIENT – SETUP
	A. The viewing client shall include a setup mode that shall allow the operator to set up a number of functionality in the live, playback, or alarm management feature, depending on what tab the operator is using.
	B. The viewing client’s setup mode shall allow the operator to create new groups and to create new views. It shall be possible for the user to rename, copy or delete existing groups and views. It shall be possible to display any combination of the con...
	1. 4:3 display ratio:
	a. 1 × 1.
	b. 1 + 1.
	c. 1 + 1*.
	d. 1 x 2.
	e. 1 + 2.
	f. 1 + 2*.
	g. 1 + 1 + 2.
	h. 2 × 2.
	i. 4 x 1.
	j. 1 + 1 + 4.
	k. 1 + 5.
	l. 2 × 3.
	m. 1 + 7.
	n. 3 × 3.
	o. 2 + 8.
	p. 1 + 11.
	q. 4 × 4.
	r. 1 + 16.
	s. 4 × 6.
	t. 5 × 5.
	u. 6 × 6.
	v. 7 × 7.
	w. 8 × 8.
	x. 10 × 10.

	2. 4:3 portrait display ratio:
	a. 1 + 2 P
	b. 1 + 2* P
	c. 1 + 4 P

	3. 16:9 display ratio:
	a. 1 × 3.
	b. 1 + 3.
	c. 2 + 1 + 2.
	d. 2 + 4.
	e. 3 × 2.
	f. 1 + 1 + 6.
	g. 1 + 8.
	h. 4 × 3.
	i. 6 × 3.
	j. 12 × 6.

	4. 16:9 portrait display ratio
	a. 1 + 4 PW
	b. 1 × 6 PW


	C. It shall be possible to change a number of settings for live video:
	1. Live stream, if the relevant camera has been set up with more than one live stream.
	2. Image quality must include: full, super high (for megapixel cameras), high, medium and low settings.
	3. Keep image quality when maximized. Upon maximizing a specific camera image to a full window, the user shall have the option to:
	4. Use the selected image quality settings for the specified camera, or
	5. Use the maximum image quality available from the camera device regardless of the image quality settings for the device in the system.
	6. Frame rate: shall include unlimited, medium and low settings.
	7. PTZ click mode: shall allow operators to choose between a default PTZ mode, virtual mouse pointer or click-to-center.
	8. 360  lens split mode: shall make it possible for cameras supporting 360  lens technology to choose between a single viewpoint or a two by two split mode which shall let operators view four different viewpoints at a time.
	9. Maintain image aspect ratio: shall allow original image aspect ratio to be maintained in the display, or it shall allow the image to be scaled to the display.
	10. Update image on motion: shall allow bandwidth from the recording server to be conserved by only updating the image display on motion.
	11. Sound on motion detection: shall allow an audible alert to be generated when motion is sensed in the camera image to alert users.
	12. Sound on event: shall allow an audible alert to be generated upon an event to alert users.
	13. Display settings: shall allow the use of default settings defined in the options dialog. It shall also be possible to enable the display of the camera name in the title bar of each camera position for quickly identification of the camera. It shall...
	14. Video buffering: shall allow the possibility of building up a buffer used together with MPEG4 and H.264 cameras to display video from these cameras.
	15. It shall be possible to press an ‘apply to all’-button which shall change the settings for all the cameras in the view.

	D. Setup mode shall allow view layouts to be set up with cameras, carousel, special view position, HTML pages, static images, maps, alarm list, camera navigation feature, video wall, alarm preview and video-sharing content.
	1. The setup mode’s properties pane shall, for example, allow camera properties to be set including image quality and frame rate.
	2. The setup mode shall have a properties pane for configuration of an HTML page:
	a. It shall be possible to specify a new URL, or a location of the required HTML page.
	b. It shall be possible to scale the size of the HTML page.
	c. It shall be possible to enable HTML scripting, used for custom-made HTML pages with navigating and activating features that must be active inside the viewing client.
	d. It shall be possible to hide the default HTML toolbar, which shall contain: back, forward, refresh and home buttons.

	3. If logged in on a federated architecture hierarchy the system overview shall show the system as hierarchy tree lists in dialogs where resources can be picked or used.
	a. When creating views it shall be possible to mix cameras and other view items from different sites in the hierarchy in the same view.
	1) Views shall be stored on the site where the user logged in, like in standalone systems.
	2) Views created on other sites in the hierarchy shall not be accessible to the users, unless the site on which they log on gives them access to these views.
	3) Once views have been configured for the users, they must not experience it differently than accessing cameras on a standalone system, as the system shall simply appear to them as one large system.



	E. Overlay buttons shall allow operators to add an unlimited numbers of overlay buttons to each camera position. The overlay buttons shall be assigned to the cameras with the different actions, outputs, events, PTZs etc.
	1. Overlay buttons shall be scalable in size.
	2. Overlay buttons shall be added to the camera by dragging the action, event, output etc. from a pane to the position on a camera image.
	3. Overlay buttons shall snap to a grid for easy alignment.
	4. The text on the overlay button shall by default be the name of the action or event.
	5. The text on the overlay buttons shall be editable.


	SEQUENCE FUNCTION
	A. The viewing client’s sequence function shall allow the operator to navigate through sequences of recorded video from one or more cameras.
	B. The sequence function shall display all video content as preview thumbnails that shall be shown chronologically.
	1. Thumbnails shall be listed side-by-side to allow operators to compare video sequences.
	2. It shall be possible to search for video by time interval, sequence or bookmarks:
	3. Time intervals shall display thumbnails with a specific time interval. Time intervals shall have a default value of 30 seconds. It shall be possible to specify a custom interval from anything between from 1 second to 24 hours.
	C. Sequences shall display a thumbnail for each recorded video sequence.
	D. Bookmarks shall display a thumbnail for each bookmark found.
	1. It shall be possible to see details of the bookmark by placing the mouse cursor above the relevant thumbnail.
	2. It shall be possible to edit, delete, print, and export sequences, time intervals and bookmarks if the operator has been given permission to do this by the system administrator.
	a) Deleting a bookmark shall delete the bookmark from the video management system. Operators shall be prompted for confirmation before the bookmark is deleted.
	3. A size slider shall make it possible to resize the thumbnails. Resizing thumbnail shall change the number of displayed thumbnails.
	4. It shall be possible to show the following details for each thumbnail:
	a) Image only
	b) Date
	c) Camera and date
	5. A placeholder thumbnail shall be shown if there is no recorded video from a specific point in time, for example due to server communication error, a decoding error, etc.

	E. A calendar function shall make it possible to jump to a specific time and see sequences from the selected time.
	F. A sequence slider shall make it possible to move the shown video sequence thumbnails backward or forward in time.
	G. The sequence function shall contain a video playback window including a timeline to which a selected video sequence thumbnail shall be sent for playback purposes.
	1. When a thumbnail is clicked, the video from that thumbnail shall be shown in the video playback window.
	2. An autoplay function shall play the video sequence automatically. It shall be possible to deselect and reselect autoplay if this setting is changed.
	3. The video playback window shall include playback controls for controlling the playback of the video sequence.
	4. A speed control shall make it possible to speed up or speed down the playback of the video sequence.
	5. A playback slider control shall make it possible to slowly go forward or backward in time in the video sequence.

	H. Via a bookmark button, an operator shall be able to access a bookmark function where it shall be possible to set a bookmark for a given video sequence. Operators shall be able to increase or decrease the time span for the bookmark.
	1. The bookmark function shall include the same playback controls and the playback slider control from the video playback window.
	2. The following shall be automatically be assigned to the bookmark:
	a) Bookmark ID (defined in the management client)
	b) Bookmark added by (person responsible)

	3. It shall be possible to enter a headline and a description for the bookmark.


	VIDEO EXPORT
	A. Via an export button, it shall be possible to export video sequences to an export destination and to select what file format the exported video sequence shall have.
	1. It shall be possible to enter a name for the exported video sequence.
	2. It shall be possible to select an export destination for the video sequence.
	a. It shall be possible to save the exported video sequence to a local or network drive connected to the video management system.
	b. It shall be possible to save the exported video sequence to a media burner.
	3. It shall be possible to include video sequences from several devices.
	4. It shall be possible to set a privacy mask to the exported video sequence. An expandable grid shall allow the operator to set size of the privacy mask added. Privacy masks shall be set individually for each camera.
	5. It shall be possible to select an export format, it shall be possible to choose between a native database format, media play format (AVI) or still images (JPEG).
	6. The native database format shall have the following settings:
	a. It shall be possible to include a standalone viewing client, which shall be able to play the native database format files. The native database format files shall only be viewable in the standalone viewing client.
	b. It shall be possible to block the exported video sequence from being re-exported.
	c. It shall be possible to password protect the native database export with 56-bit DES-encryption or 128-bit, 192-bit, and 256-bit AES encryption.
	d. It shall be possible to include a digital signature to the exported video sequence which shall confirm that the exported video sequence has not been tampered with when playing them back.
	1) If digital signatures have been enabled in the management client, the digital signatures shall be verified during the export process.
	2) If verification of the digital signatures fails, the export shall also fail.
	3) If the standalone viewing client is included in the export, the recipient of the export shall be able to verify the signature in the standalone viewing client.
	4) Digital signatures shall not be included in exports that include a privacy mask.
	e. It shall be possible to select to keep the view layout from the current video sequence that is being exported or to optimize the layout to squared views of up to 25 positions in the view.
	f. It shall be possible to add comments to the export. It shall be possible to add comments for the individual cameras or for the project as a whole.
	7. The media player format (AVI file) shall be playable in any media player if the relevant video codec is installed on the viewing computer and shall have the following settings:
	a. It shall be possible to only export the video, the audio or both audio and video for the selected video sequence.
	b. It shall be possible to select which video codec shall be used in the exporting process from a list of codecs. The list of codecs shall contain video codecs available on the operator’s local PC.
	c. It shall be possible to add a timestamp with the data and time from the video management system to the exported video. The timestamp shall be shown at the top of the exported video.
	d. It shall be possible to reduce the frame rate for the export. If selected, every second image shall be included and the exported video shall play back in real-time.
	e. It shall be possible to create pre- and post-texts for the exported video file. These texts shall be added to all cameras in the export and shall be displayed as still images before or after the video is played. It shall be possible to change the f...
	8. The still image format (JPEG file) shall export a still image for each frame in the selected period of time.
	a. It shall be possible to add a timestamp with the data and time from the video management system to the exported still image. The timestamp shall be shown at the top of the exported still image.
	9. A video sequence that contains a privacy mask shall, when being exported as a still image, media player format, or native database format, keep the applied privacy mask as a black part on the image. The operator shall be notified that exporting ima...


	PRINTING FUNCTION
	A. It shall be possible to print a surveillance report that shall include a still image (JPEG) from a selected video sequence.
	1. The surveillance report shall also include:
	a. A headline that can contain up to 50 characters and be edited
	b. The name of the camera
	c. An image-capture time, showing the date, time and time zone for the time when the image was captured.
	d. A report print time, showing the date, time and time zone for the time when the report was printed.
	e. User name of the operator who printed the surveillance report.
	f. An optional user’s note with a description of the incident.
	2. It shall be possible to enter page setup where it shall be possible to change the paper size, paper source and paper orientation (portrait/landscape).
	3. It shall be possible to see a preview of the finished surveillance report. The preview shall open in a separate window. The preview shall not be editable.
	4. If zoom has been used on the image, the surveillance report shall be printed with the zoomed image.
	5. If the printed image is from a bookmark, details of the bookmark shall be included in the print.
	6. If the printed image is from the transactional data solution (add on), details of the transaction shall be included in the print.
	7. If the printed image is from an alarm, details of the alarm shall also be included in the print.

	BOOKMARKING
	A. A bookmarking feature shall be included in the video management system, allowing the viewing client users to mark incidents on live and/or playback video streams.
	B. It shall be possible to set bookmarks via rules or from the viewing client, and stored server side.
	C. Bookmarks and comments shall be removed automatically once the associated recording is deleted.
	D. The following actions shall make entries to the audit log; add, edit, delete, view details, search for, and list bookmark search results in the viewing client.
	1. When used in a federated hierarchy, each bookmark shall be stored per camera on the individual sites in the hierarchy. Access to add, delete, edit and view the bookmarks shall depend on user rights per camera on the different sites.
	2. Via the camera toolbar, it shall be possible to add a quick bookmark time stamped with the current time on the selected camera.
	3. The following shall automatically be assigned to the bookmark:
	a. Bookmark ID (defined in the management client)
	b. Bookmark added by (person responsible)
	c. The following information shall be assigned with the bookmark, when the user enables the add details function:
	1) Clip start time
	2) Bookmark time
	3) Clip end time
	4) Define a headline
	5) Write a description about the bookmark

	MAPS
	1. When used in a federated architecture, the map function shall allow a viewing client user to link the maps from different sites together by using connection areas. Each site in the hierarchy shall have its own map server installed.
	2. When used in a federated architecture, the viewing client shall be able to connect to another site’s map server and show the map, giving the user the experience of one big integrated system.
	E. The viewing client shall support a map function which shall support instant camera preview when moving the mouse pointer over a specific camera.
	F. The map function shall support integrated control of speakers, microphones, events, and I/O.
	G. The map function shall support real-time status monitoring indication from all system components.
	H. The map function shall support graphical at-the-glance visualization of the system status through color coding.
	I. The map function shall support hierarchical propagation of status indication to higher order maps.
	J. The map function shall support different status level indication for warnings and errors.
	K. The map function shall support status details for cameras and servers, for example: camera resolution, FPS, network usage, disk space, etc.
	L. The map function shall provide a central overview of the video management system via an alarm list containing high, medium or low prioritized alarms. Furthermore, the alarms shall be categorized by the following states: new, in progress, on hold, o...
	M. Operators shall be able to replace the graphical image to update the current map image with a newer version if the video management system administrator has given the operator the rights to do so in the management client.

	ALARM MANAGEMENT FEATURE
	1. It shall be possible to change the number of alarms to fetch and show in the alarm list, which can be any numeric number from 1-999.

	SYSTEM MONITORING FEATURE
	STANDALONE VIEWING CLIENT
	WEB VIEWING CLIENT
	A. The web viewing client shall offer live view of up to 16 cameras, including PTZ control with joystick, 360-degree lens cameras and event/output activation. The playback function shall give operators concurrent playback of up to 16 recorded videos w...
	B. The web viewing client shall offer quick overview of sequences with detected motion.
	C. The web viewing client shall be able to generate and export evidence in media player (AVI) format or still image (JPEG) format.
	D. When being exported as still image or media player format, a video clip containing privacy mask shall keep the applied privacy mask as a blurring on the image.
	E. The web viewing client shall be able to print images.
	F. The web viewing client shall have the ability to adjust the display parameters of the video images. This means reducing the frames per second, or reducing the resolution from the recording server to optimize bandwidth utilization.
	G. View support: the web viewing client shall support shared and private views with a layout of up to 4×4 positions. Any of these views shall have the ability to contain a combination of cameras, images, and HTML page view items.
	H. Microsoft Active Directory Support: the web viewing client shall support login using Microsoft Domain Controllers and the local Windows user account database on the management server.
	I. The web viewing client shall support the following languages: American English, Simplified Chinese, Czech, Danish, German, French, Italian, Japanese, Spanish and Swedish.

	MOBILE VIEWING CLIENT
	TRANSACTIONAL DATA APPLICATION
	A. The transactional data application shall enable the operator to search and view transaction data from third-party systems that is time-linked to video recordings of the relevant transaction activities.
	B. The transactional data application shall integrate digital video surveillance images with Point of Sale (POS), or Automated Teller Machine (ATM) transaction data. The application shall enable operators to efficiently answer questions critical to an...
	1. If the employee entered the right amount for the product visible on the counter.
	2. If all items were scanned at the register.
	3. If a returned item was handled properly.
	4. If employee discount was given to a non-employee.
	5. The appearance of the customer if the use of a stolen credit card was reported.

	C. The transactional data application shall support integration of ATM or POS transaction data via an open interface supporting a serial server, serial cable or IP connection. The application shall be compatible with any TCP/IP or serial ASCII data so...
	D. The transactional data application shall support creation of views in viewing clients with the transaction data and associated video to be displayed in separate windows.
	E. The transactional data application must include a filter that shall enable the user to edit the transaction data and remove unwanted or unnecessary data from the ATM or POS database.
	F. The transactional data application shall enable the user to search for transactions by register/ATM, camera, date, time, or free text. All transactional data shall be stored in an SQL database.
	G. The transactional data application shall utilize a client/server architecture using HTTP, or TCP directly for communication.
	H. The transactional data application shall be supported as a plug-in by the viewing clients.

	SCREEN RECORDING SERVICE
	VIDEO CONTENT ANALYSIS SOLUTION
	A. The video content analysis solution shall enable the integration of multiple video content analysis systems from different manufactures.
	B. The video content analysis solution shall provide a single, easy-to-manage interface.
	C. The video content analysis solution shall handle video analytics from different types of video content analysis systems.
	1. Server-based
	2. Edge-based
	3. Library-based

	D. The video content analysis solution shall support a common alert XML format to convert other third party analytics components.
	E. The video content analysis solution shall utilize a client and allows an operator to create views with pre-defined filters and search criteria.

	VIDEO WALL APPLICATION
	A. The video wall application shall be an add-on product to the video management system.
	B. The video wall application shall make it possible for a user to have situation awareness in hectic environments, for example large surveillance centers, etc.
	C. The application shall provide dynamic control of the layout of the video wall, and content shall easily be added by dragging and dropping cameras into view positions on the video wall.
	D. The federated architecture shall support integration and user control of the video wall application when the video wall is installed on the same site that the users are logged in to.
	1. The user logged into the viewing client controlling the content of the video wall must have sufficient user rights on all sub sites in the hierarchy in order to be able to view live images from the cameras.

	E. It shall be possible for operators to manually set video wall to presets and set a video wall monitor to show specific cameras.
	F. For detailed information about the video wall application, please refer to the specific Architecture & Engineering Specifications covering the video wall application.

	SYSTEM REQUIREMENTS
	a. It shall be possible to run multiple instances of 32-bit recording server services on both 32-bit and 64-bit operating systems and multiple instances of 64-bit recording server service on 64-bit operating systems.
	a. Software: Microsoft Internet Explorer 7.0 or newer (32-bit version). DirectX 9.0 or newer.



	PART 3: EXECUTION

